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QUESTION 1

A company runs Microsoft Dynamics CRM with Microsoft SQL Server on-premises. SQL Server Integration Services
(SSIS) packages extract data from Dynamics CRM APIs, and load the data into a SQL Server data warehouse. 

The datacenter is running out of capacity. Because of the network configuration, you must extract on premises data to
the cloud over https. You cannot open any additional ports. The solution must implement the least amount of effort. 

You need to create the pipeline system. 

Which component should you use? To answer, select the appropriate technology in the dialog box in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: Source 

For Copy activity, it requires source and sink linked services to define the direction of data flow. 

Copying between a cloud data source and a data source in private network: if either source or sink linked service points
to a self-hosted IR, the copy activity is executed on that self-hosted Integration Runtime. 

Box 2: Self-hosted integration runtime 

A self-hosted integration runtime can run copy activities between a cloud data store and a data store in a private
network, and it can dispatch transform activities against compute resources in an on-premises network or an Azure
virtual 

network. The installation of a self-hosted integration runtime needs on an on-premises machine or a virtual machine
(VM) inside a private network. 

References: 

https://docs.microsoft.com/en-us/azure/data-factory/create-self-hosted-integration-runtime 

 

QUESTION 2

SIMULATION Use the following login credentials as needed: Azure Username: xxxxx 

Azure Password: xxxxx The following information is for technical support purposes only: Lab Instance: 10543936 You
need to ensure that only the resources on a virtual network named VNET1 can access an Azure Storage account
named storage10543936. 
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To complete this task, sign in to the Azure portal. 

Correct Answer: See the below. 

You can use Private Endpoints for your Azure Storage accounts to allow clients on a virtual network (VNet) to securely
access data over a Private Link. Create your Private Endpoint 

1.

 On the upper-left side of the screen in the Azure portal, Storage > Storage account, and select your storage account
storage10543936 

2.

 Select Networking. 

3.

 Select Add Private Endpoint. 
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4.

 In Create Private Endpoint, enter or select this information: Virtual network: Select VNET1 from the resource group. 

5.

 Select OK. 

6.

 Select Review + create. You\\'re taken to the Review + create page where Azure validates your configuration. 

Reference: https://docs.microsoft.com/en-us/azure/private-link/create-private-endpoint-storage-portal 

 

QUESTION 3

You have an Azure Blob storage account. 

Developers report that an HTTP 403 (Forbidden) error is generated when a client application attempts to access the
storage account. You cannot see the error messages in Azure Monitor. 

What is a possible cause of the error? 

A. The client application is using an expired shared access signature (SAS) when it sends a storage request. 

B. The client application deleted, and then immediately recreated a blob container that has the same name. 

C. The client application attempted to use a shared access signature (SAS) that did not have the necessary
permissions. 

D. The client application attempted to use a blob that does not exist in the storage service. 

Correct Answer: C 

Reference: https://docs.microsoft.com/en-us/rest/api/storageservices/sas-error-codes 

 

QUESTION 4

Your company plans to create an event processing engine to handle streaming data from Twitter. 

The data engineering team uses Azure Event Hubs to ingest the streaming data. 

You need to implement a solution that uses Azure Databricks to receive the streaming data from the Azure Event Hubs. 

Which three actions should you recommend be performed in sequence? To answer, move the appropriate actions from
the list of actions to the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 

Step 1: Deploy the Azure Databricks service 

Create an Azure Databricks workspace by setting up an Azure Databricks Service. 

Step 2: Deploy a Spark cluster and then attach the required libraries to the cluster. 

To create a Spark cluster in Databricks, in the Azure portal, go to the Databricks workspace that you created, and then
select Launch Workspace. 

Attach libraries to Spark cluster: you use the Twitter APIs to send tweets to Event Hubs. You also use the Apache Spark
Event Hubs connector to read and write data into Azure Event Hubs. To use these APIs as part of your cluster, add
them 

as libraries to Azure Databricks and associate them with your Spark cluster. 
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Step 3: Create and configure a Notebook that consumes the streaming data. 

You create a notebook named ReadTweetsFromEventhub in Databricks workspace. ReadTweetsFromEventHub is a
consumer notebook you use to read the tweets from Event Hubs. 

References: 

https://docs.microsoft.com/en-us/azure/azure-databricks/databricks-stream-from-eventhubs 

 

QUESTION 5

You are a data architect. The data engineering team needs to configure a synchronization of data between an on-
premises Microsoft SQL Server database to Azure SQL Database. 

Ad-hoc and reporting queries are being overutilized the on-premises production instance. The synchronization process
must: 

Perform an initial data synchronization to Azure SQL Database with minimal downtime 

Perform bi-directional data synchronization after initial synchronization 

You need to implement this synchronization solution. 

Which synchronization method should you use? 

A. transactional replication 

B. Data Migration Assistant (DMA) 

C. backup and restore 

D. SQL Server Agent job 

E. Azure SQL Data Sync 

Correct Answer: E 

SQL Data Sync is a service built on Azure SQL Database that lets you synchronize the data you select bi-directionally
across multiple SQL databases and SQL Server instances. 

With Data Sync, you can keep data synchronized between your on-premises databases and Azure SQL databases to
enable hybrid applications. 

Compare Data Sync with Transactional Replication 
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References: https://docs.microsoft.com/en-us/azure/sql-database/sql-database-sync-data 

 

QUESTION 6

You develop a data ingestion process that will import data to a Microsoft Azure SQL Data Warehouse. The data to be
ingested resides in parquet files stored in an Azure Data Lake Gen 2 storage account. 

You need to load the data from the Azure Data Lake Gen 2 storage account into the Azure SQL Data Warehouse. 

Solution: 

1.

 Create an external data source pointing to the Azure Data Lake Gen 2 storage account 

2.

 Create an external file format and external table using the external data source 

3.

 Load the data using the CREATE TABLE AS SELECT statement 

Does the solution meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

You need to create an external file format and external table using the external data source. You load the data using the
CREATE TABLE AS SELECT statement. 

References: https://docs.microsoft.com/en-us/azure/sql-data-warehouse/sql-data-warehouse-load-from-azure-data-lake-
store 

 

QUESTION 7
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You develop data engineering solutions for a company. 

You must integrate the company\\'s on-premises Microsoft SQL Server data with Microsoft Azure SQL Database. Data
must be transformed incrementally. 

You need to implement the data integration solution. 

Which tool should you use to configure a pipeline to copy data? 

A. Use the Copy Data tool with Blob storage linked service as the source 

B. Use Azure PowerShell with SQL Server linked service as a source 

C. Use Azure Data Factory UI with Blob storage linked service as a source 

D. Use the .NET Data Factory API with Blob storage linked service as the source 

Correct Answer: C 

The Integration Runtime is a customer managed data integration infrastructure used by Azure Data Factory to provide
data integration capabilities across different network environments. A linked service defines the information needed for
Azure Data Factory to connect to a data resource. We have three resources in this scenario for which linked services
are needed: On-premises SQL Server Azure Blob Storage Azure SQL database 

Note: Azure Data Factory is a fully managed cloud-based data integration service that orchestrates and automates the
movement and transformation of data. The key concept in the ADF model is pipeline. A pipeline is a logical grouping of
Activities, each of which defines the actions to perform on the data contained in Datasets. Linked services are used to
define the information needed for Data Factory to connect to the data resources. 

References: https://docs.microsoft.com/en-us/azure/machine-learning/team-data-science-process/move-sql-azure-adf 

 

QUESTION 8

You have an alert on a SQL pool in Azure Synapse that uses the signal logic shown in the exhibit. 
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On the same day, failures occur at the following times: 

08:01 

08:03 

08:04 

08:06 

08:11 

08:16 

08:19 

The evaluation period starts on the hour. 

At which times will alert notifications be sent? 

A. 

08:15 only 

B. 

08:10, 08:15, and 08:20 

C. 

08:05 and 08:10 only 
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D. 

08:10 only 

E. 

08:05 only 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/azure-sql/database/alerts-insights-configure-portal 

 

QUESTION 9

DRAG DROP 

You have an Azure Synapse Analytics SQL pool named Pool1 on a logical Microsoft SQL server named Server1. 

You need to implement Transparent Data Encryption (TDE) on Pool1 by using a custom key named key1. 

Which five actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to
the answer area and arrange them in the correct order. 

Select and Place: 

Correct Answer: 
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Step 1: Assign a managed identity to Server1 

You will need an existing Managed Instance as a prerequisite. 

Step 2: Create an Azure key vault and grant the managed identity permissions to the vault 

Create Resource and setup Azure Key Vault. 

Step 3 :Add key1 to the Azure key vault 

The recommended way is to import an existing key from a .pfx file or get an existing key from the vault. Alternatively,
generate a new key directly in Azure Key Vault. 

Step 4: Configure key1 as the TDE protector for Server1 

Provide TDE Protector key 

Step 5: Enable TDE on Pool1 

Reference: 

https://docs.microsoft.com/en-us/azure/azure-sql/managed-instance/scripts/transparent-data-encryption-byok-
powershell 

 

QUESTION 10

You need to mask tier 1 data. Which functions should you use? To answer, select the appropriate option in the answer
area. NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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A: Default 

Full masking according to the data types of the designated fields. 

For string data types, use XXXX or fewer Xs if the size of the field is less than 4 characters (char, nchar, varchar,
nvarchar, text, ntext). 

B: email 

C: Custom text 

Custom StringMasking method which exposes the first and last letters and adds a custom padding string in the middle.
prefix,[padding],suffix 

Tier 1 Database must implement data masking using the following masking logic: 
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References: https://docs.microsoft.com/en-us/sql/relational-databases/security/dynamic-data-masking 

 

QUESTION 11

DRAG DROP 

You have an Azure data factory. 

You need to ensure that pipeline-run data is retained for 120 days. The solution must ensure that you can query the
data by using the Kusto query language. 

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to
the answer area and arrange them in the correct order. 

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select. 

Select and Place: 
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Correct Answer: 
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Step 1: Create an Azure Storage account that has a lifecycle policy 

To automate common data management tasks, Microsoft created a solution based on Azure Data Factory. The service,
Data Lifecycle Management, makes frequently accessed data available and archives or purges other data according to 

retention policies. Teams across the company use the service to reduce storage costs, improve app performance, and
comply with data retention policies. 

Step 2: Create a Log Analytics workspace that has Data Retention set to 120 days. 

Data Factory stores pipeline-run data for only 45 days. Use Azure Monitor if you want to keep that data for a longer
time. With Monitor, you can route diagnostic logs for analysis to multiple different targets, such as a Storage Account:
Save 

your diagnostic logs to a storage account for auditing or manual inspection. You can use the diagnostic settings to
specify the retention time in days. 

Step 3: From Azure Portal, add a diagnostic setting. 

Step 4: Send the data to a log Analytics workspace, 

Event Hub: A pipeline that transfers events from services to Azure Data Explorer. 

Keeping Azure Data Factory metrics and pipeline-run data. 
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Configure diagnostic settings and workspace. 

Create or add diagnostic settings for your data factory. 

In the portal, go to Monitor. Select Settings > Diagnostic settings. 

Select the data factory for which you want to set a diagnostic setting. 

If no settings exist on the selected data factory, you\\'re prompted to create a setting. Select Turn on diagnostics. 

Give your setting a name, select Send to Log Analytics, and then select a workspace from Log Analytics Workspace. 

Select Save. 

Reference: 

https://docs.microsoft.com/en-us/azure/data-factory/monitor-using-azure-monitor 

 

QUESTION 12

HOTSPOT 

You have a self-hosted integration runtime in Azure Data Factory. 

The current status of the integration runtime has the following configurations: 

1. 

Status: Running 

2. 

Type: Self-Hosted 

3. 

Version: 4.4.7292.1 

4. 

Running / Registered Node(s): 1/1 

5. 

High Availability Enabled: False 

6. 

Linked Count: 0 

7. 

Queue Length: 0 

8. 
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Average Queue Duration: 0.00s 

The integration runtime has the following node details: 

1. 

Name: X-M 

2. 

Status: Running 

3. 

Version: 4.4.7292.1 

4. 

Available Memory: 7697MB 

5. 

CPU Utilization: 6% 

6. 

Network (In/Out): 1.21KBps/0.83KBps 

7. 

Concurrent Jobs (Running/Limit): 2/14 

8. 

Role: Dispatcher/Worker 

9. 

Credential Status: In Sync 

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: fail until the node comes back online 

We see: High Availability Enabled: False 

Note: Higher availability of the self-hosted integration runtime so that it\\'s no longer the single point of failure in your big
data solution or cloud data integration with Data Factory. 

Box 2: lowered 

We see: 

Concurrent Jobs (Running/Limit): 2/14 

CPU Utilization: 6% 

Note: When the processor and available RAM aren\\'t well utilized, but the execution of concurrent jobs reaches a
node\\'s limits, scale up by increasing the number of concurrent jobs that a node can run 

Reference: 

https://docs.microsoft.com/en-us/azure/data-factory/create-self-hosted-integration-runtime 
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