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QUESTION 1

Harold wants to set up a firewall on his network but is not sure which one would be the most appropriate. He knows he
needs to allow FTP traffic to one of the servers on his network, but he wants to only allow FTP-PUT. Which firewall
would be most appropriate for Harold? needs? 

A. Packet filtering firewall 

B. Circuit-level proxy firewall 

C. Application-level proxy firewall 

D. Data link layer firewall 

Correct Answer: C 

 

QUESTION 2

A state department site was recently attacked and all the servers had their disks erased. The incident response team
sealed the area and commenced investigation. During evidence collection they came across a zip disks that did not
have the standard labeling on it. The incident team ran the disk on an isolated system and found that the system disk
was accidentally erased. They decided to call in the FBI for further investigation. Meanwhile, they short listed possible
suspects including three summer interns. Where did the incident team go wrong? 

A. They examined the actual evidence on an unrelated system 

B. They attempted to implicate personnel without proof 

C. They tampered with evidence by using it 

D. They called in the FBI without correlating with the fingerprint data 

Correct Answer: C 

 

QUESTION 3

What is a SCSI (Small Computer System Interface)? 

A. A set of ANSI standard electronic interfaces that allow personal computers to communicate with peripheral hardware
such as disk drives, tape drives. CD-ROM drives, printers, and scanners 

B. A standard electronic interface used between a computer motherboard\\'s data paths or bus and the computer\\'s disk
storage devices 

C. A "plug-and-play" interface, which allows a device to be added without an adapter card and without rebooting the
computer 

D. A point-to-point serial bi-directional interface for transmitting data between computer devices at data rates of up to 4
Gbps 

Correct Answer: A 
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QUESTION 4

What type of analysis helps to identify the time and sequence of events in an investigation? 

A. Time-based 

B. Functional 

C. Relational 

D. Temporal 

Correct Answer: D 

 

QUESTION 5

Which of the following approaches checks and compares all the fields systematically and intentionally for positive and
negative correlation with each other to determine the correlation across one or multiple fields? 

A. Graph-based approach 

B. Neural network-based approach 

C. Rule-based approach 

D. Automated field correlation approach 

Correct Answer: D 

 

QUESTION 6

Which of the following should a computer forensics lab used for investigations have? 

A. isolation 

B. restricted access 

C. open access 

D. an entry log 

Correct Answer: B 

 

QUESTION 7

The disk in the disk drive rotates at high speed, and heads in the disk drive are used only to read data. 

A. True 
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B. False 

Correct Answer: B 

 

QUESTION 8

Attackers can manipulate variables that reference files with "dot-dot-slash (./)" sequences and their variations such as
http://www.juggyDoy.corn/GET/process.php./././././././././etc/passwd. 

Identify the attack referred. 

A. Directory traversal 

B. SQL Injection 

C. XSS attack 

D. File injection 

Correct Answer: A 

 

QUESTION 9

Buffer Overflow occurs when an application writes more data to a block of memory, or buffer, than the buffer is allocated
to hold. Buffer overflow attacks allow an attacker to modify the _______________in order to control the process
execution, crash the process and modify internal variables. 

A. Target process\\'s address space 

B. Target remote access 

C. Target rainbow table 

D. Target SAM file 

Correct Answer: A 

 

QUESTION 10

When should an MD5 hash check be performed when processing evidence? 

A. After the evidence examination has been completed 

B. On an hourly basis during the evidence examination 

C. Before and after evidence examination 

D. Before the evidence examination has been completed 

Correct Answer: C 
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QUESTION 11

Which federal computer crime law specifically refers to fraud and related activity in connection with access devices like
routers? 

A. 18 U.S.C. 1029 

B. 18 U.S.C. 1362 

C. 18 U.S.C. 2511 

D. 18 U.S.C. 2703 

Correct Answer: A 

 

QUESTION 12

What file is processed at the end of a Windows XP boot to initialize the logon dialog box? 

A. NTOSKRNL.EXE 

B. NTLDR 

C. LSASS.EXE 

D. NTDETECT.COM 

Correct Answer: C 

 

QUESTION 13

You have been given the task to investigate web attacks on a Windows-based server. 

Which of the following commands will you use to look at which sessions the machine has opened with other systems? 

A. Net sessions 

B. Net use 

C. Net config 

D. Net share 

Correct Answer: B 

 

QUESTION 14

You are using DriveSpy, a forensic tool and want to copy 150 sectors where the starting sector is 1709 on the primary
hard drive. Which of the following formats correctly specifies these sectors? 
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A. 0:1000, 150 

B. 0:1709, 150 

C. 1:1709, 150 

D. 0:1709-1858 

Correct Answer: B 

 

QUESTION 15

Travis, a computer forensics investigator, is finishing up a case he has been working on for over a month involving
copyright infringement and embezzlement. His last task is to prepare an investigative report for the president of the
company he has been working for. Travis must submit a hard copy and an electronic copy to this president. In what
electronic format should Travis send this report? 

A. TIFF-8 

B. DOC 

C. WPD 

D. PDF 

Correct Answer: D 
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