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QUESTION 1

A DLP rule with an action of Exempt has been matched against traffic passing through the FortiGate unit. Which of the
following statements is correct regarding how this transaction will be handled by the FortiGate unit? 

A. Any other matched DLP rules will be ignored with the exception of Archiving. 

B. Future files whose characteristics match this file will bypass DLP scanning. 

C. The traffic matching the DLP rule will bypass antivirus scanning. 

D. The client IP address will be added to a white list. 

Correct Answer: A 

 

QUESTION 2

In which of the following report templates would you configure the charts to be included in the report? 

A. Layout Template 

B. Data Filter Template 

C. Output Template 

D. Schedule Template 

Correct Answer: A 

 

QUESTION 3

Which of the following statements is correct regarding the FortiGuard Services Web Filtering Override configuration as
illustrated in the exhibit? 
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A. Any client on the same subnet as the authenticated user is allowed to access www.yahoo.com/images/ . 

B. A client with an IP of address 10.10.10.12 is allowed access to any subdirectory that is part of the www.yahoo.com
web site. 

C. A client with an IP address of 10.10.10.12 is allowed access to the www.yahoo.com/images/ web site and any of its
offsite URLs. 

D. A client with an IP address of 10.10.10.12 is allowed access to any URL under the www.yahoo.com web site,
including any subdirectory URLs, until August 7, 2009. 

E. Any client on the same subnet as the authenticated user is allowed to access www.yahoo.com/images/ until August
7, 2009. 

Correct Answer: C 

 

QUESTION 4

In HA, the option Reserve Management Port for Cluster Member is selected as shown in the Exhibit below. 

Which of the following statements are correct regarding this setting? (Select all that apply.) 
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A. Interface settings on port7 will not be synchronized with other cluster members. 

B. The IP address assigned to this interface must not overlap with the IP address subnet assigned to another interface. 

C. Port7 appears in the routing table. 

D. A gateway address may be configured for port7. 

E. When connecting to port7 you always connect to the master device. 

Correct Answer: AD 

 

QUESTION 5

The FortiGate Server Authentication Extensions (FSAE) provide a single sign on solution to authenticate users
transparently to a FortiGate unit using credentials stored in Windows Active Directory. 

Which of the following statements are correct regarding FSAE in a Windows domain environment when NTLM is not
used? (Select all that apply.) 

A. An FSAE Collector Agent must be installed on every domain controller. 

B. An FSAE Domain Controller Agent must be installed on every domain controller. 

C. The FSAE Domain Controller Agent will regularly update user logon information on the FortiGate unit. 

D. The FSAE Collector Agent will retrieve user information from the Domain Controller Agent and will send the user
logon information to the FortiGate unit. 

E. For non-domain computers, an FSAE client must be installed on the computer to allow FSAE authentication. 

Correct Answer: BD 

 

QUESTION 6

Review the configuration for FortiClient IPsec shown in the Exhibit below. 
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Which of the following statements is correct regarding this configuration? 

A. The connecting VPN client will install a route to a destination corresponding to the STUDENT_INTERNAL address
object 

B. The connecting VPN client will install a default route 

C. The connecting VPN client will install a route to the 172.20.1.[1-5] address range 

D. The connecting VPN client will connect in web portal mode and no route will be installed 

Correct Answer: A 

 

QUESTION 7

What advantages are there in using a hub-and-spoke IPSec VPN configuration instead of a fully- meshed set of IPSec
tunnels? (Select all that apply.) 

A. Using a hub and spoke topology is required to achieve full redundancy. 

B. Using a hub and spoke topology simplifies configuration. 

C. Using a hub and spoke topology provides stronger encryption. 

D. Using a hub and spoke topology reduces the number of tunnels. 

Correct Answer: BD 
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QUESTION 8

Which of the following statements correctly describe Transparent Mode operation? (Select all that apply.) 

A. The FortiGate unit acts as transparent bridge and routes traffic using Layer-2 forwarding. 

B. Ethernet packets are forwarded based on destination MAC addresses NOT IPs. 

C. The device is transparent to network hosts. 

D. Permits inline traffic inspection and firewalling without changing the IP scheme of the network. 

E. All interfaces must be on different IP subnets. 

Correct Answer: ABCD 

 

QUESTION 9

Review the static route configuration for IPsec shown in the Exhibit below; then answer the question following it. 

Which of the following statements are correct regarding this configuration? (Select all that apply). 

A. Remote_1 is a Phase 1 object with interface mode enabled 

B. The gateway address is not required because the interface is a point-to-point connection 

C. The gateway address is not required because the default route is used 

D. Remote_1 is a firewall zone 

Correct Answer: AB 

 

QUESTION 10

In order to load-share traffic using multiple static routes, the routes must be configured with ... 
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A. the same distance and same priority. 

B. the same distance and the same weight. 

C. the same distance but each of them must be assigned a unique priority. 

D. a distance equal to its desired weight for ECMP but all must have the same priority. 

Correct Answer: A 

 

QUESTION 11

WAN optimization is configured in Active/Passive mode. When will the remote peer accept an attempt to initiate a
tunnel? 

A. The attempt will be accepted when the request comes from a known peer and there is a matching WAN optimization
passive rule. 

B. The attempt will be accepted when there is a matching WAN optimization passive rule. 

C. The attempt will be accepted when the request comes from a known peer. 

D. The attempt will be accepted when a user on the remote peer accepts the connection request. 

Correct Answer: A 

 

QUESTION 12

An administrator is examining the attack logs and notices the following entry: 

type=ips subtype=signature pri=alert vd=root serial=1995 attack_id=103022611 src=69.45.64.22 dst=192.168.1.100
src_port=80 dst_port=4887 src_int=wlan dst_int=internal status=detected proto=6 service=4887/tcp user=N/A
group=N/A msg=web_client: IE.IFRAME.BufferOverflow.B 

Based on the information displayed in this entry, which of the following statements are correct? (Select all that apply.) 

A. This is an HTTP server attack. 

B. The attack was detected and blocked by the FortiGate unit. 

C. The attack was against a FortiGate unit at the 192.168.1.100 IP address. 

D. The attack was detected and passed by the FortiGate unit. 

Correct Answer: CD 

 

QUESTION 13

An organization wishes to protect its SIP Server from call flooding attacks. Which of the following configuration changes
can be performed on the FortiGate unit to fulfill this requirement? 
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A. Apply an application control list which contains a rule for SIP and has the "Limit INVITE Request" option configured. 

B. Enable Traffic Shaping for the appropriate SIP firewall policy. 

C. Reduce the session time-to-live value for the SIP protocol by running the configure system session-ttl CLI command. 

D. Run the set udp-idle-timer CLI command and set a lower time value. 

Correct Answer: A 

 

QUESTION 14

Which of the following statements best decribes the proxy behavior on a FortiGate unit during an FTP client upload
when FTP splice is disabled? 

A. The proxy buffers the entire file from the client, only sending the file to the server if the file is clean. One possible
consequence of buffering is that the server could time out. 

B. The proxy sends the file to the server while simultaneously buffering it. 

C. The proxy removes the infected file from the server by sending a delete command on behalf of the client. 

D. If the file being scanned is determined to be clean, the proxy terminates the connection and leaves the file on the
server. 

Correct Answer: A 

 

QUESTION 15

Which of the following statements are correct regarding Application Control? 

A. Application Control is based on the IPS engine. 

B. Application Control is based on the AV engine. 

C. Application Control can be applied to SSL encrypted traffic. 

D. Application Control cannot be applied to SSL encrypted traffic. 

Correct Answer: AC 
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