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QUESTION 1

Which of the following would be included in a router configuration standard? 

A. Names of employees with access rights 

B. Access list naming conventions 

C. Most recent audit results 

D. Passwords for management access 

Correct Answer: B 

 

QUESTION 2

Who is ultimately responsible for approving methods and controls that will reduce any potential risk to an organization? 

A. Senior Management 

B. Data Owner 

C. Data Custodian 

D. Security Auditor 

Correct Answer: D 

 

QUESTION 3

At the start of an investigation on a Windows system, the lead handler executes the following commands after inserting
a USB drive. What is the purpose of this command? C:\ >dir / s / a dhsra d: \ > a: \ IRCD.txt 

A. To create a file on the USB drive that contains a listing of the C: drive 

B. To show hidden and archived files on the C: drive and copy them to the USB drive 

C. To copy a forensic image of the local C: drive onto the USB drive 

D. To compare a list of known good hashes on the USB drive to files on the local C: drive 

Correct Answer: C 

Explanation: This command will create a text file on the collection media (in this case you would probably be using a
USB flash drive) named IRCD.txt that should contain a recursive directory listing of all files on the desk. 

 

QUESTION 4

Michael, a software engineer, added a module to a banking customer\\'s code. The new module deposits small amounts
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of money into his personal bank account. Michael has access to edit the code, but only code reviewers have the ability
to commit modules to production. The code reviewers have a backlog of work, and are often willing to trust the software
developers\\' testing and confidence in the code. 

Which technique is Michael most likely to engage to implement the malicious code? 

A. Denial of Service 

B. Race Condition 

C. Phishing 

D. Social Engineering 

Correct Answer: C 

 

QUESTION 5

You have been tasked with searching for Alternate Data Streams on the following collection of Windows partitions; 2GB
FAT16, 6GB FAT32, and 4GB NTFS. How many total Gigabytes and partitions will you need to search? 

A. 4GBs of data, the NTFS partition only. 

B. 12GBs of data, the FAT16, FAT32, and NTFS partitions. 

C. 6GBs of data, the FAT32 partition only. 

D. 10GBs of data, both the FAT32 and NTFS partitions. 

Correct Answer: C 

 

QUESTION 6

In an 802.1x deployment, which of the following would typically be considered a Supplicant? 

A. A network switch 

B. A perimeter firewall 

C. A RADIUS server 

D. A client laptop 

Correct Answer: D 

 

QUESTION 7

Which could be described as a Threat Vector? 

A. A web server left6 unpatched and vulnerable to XSS 
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B. A coding error allowing remote code execution 

C. A botnet that has infiltrated perimeter defenses 

D. A wireless network left open for anonymous use 

Correct Answer: A 

A threat vector is the method (crafted packet) that would be used to exercise a vulnerability (fragmentation to bypass
IDS signature). An unpatched web server that is susceptible to XSS simply describes a vulnerability (unpatched) paired
with a specific threat (XSS) and does not touch on the method to activate the threat. Similarly, the coding error that
allows remote code execution is simply describing the pairing of a vulnerability with a threat, respectively. The botnet is
an unspecified threat; there is no indication of how the threat was activated (or it\\'s intention/capabilities; the threat). 

 

QUESTION 8

What piece of information would be recorded by the first responder as part of the initial System Description? 

A. Copies of log files 

B. System serial number 

C. List of system directories 

D. Hash of each hard drive 

Correct Answer: B 

 

QUESTION 9

Requiring criminal and financial background checks for new employees is an example of what type of security control? 

A. Detective Support Control 

B. Detective Operational Control 

C. Detective Technical Control 

D. Detective Management Control 

Correct Answer: D 

Explanation: Management Controls include: Policies, guidelines, checklists, and reporting. 

Detective management controls include personnel security. As a detective control, we are referring to 

indepth background investigations, clearances, and rotation of duties. 

 

QUESTION 10

What would be the output of the following Google search? filetype:doc inurl:ws_ftp 
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A. Websites running ws_ftp that allow anonymous logins 

B. Documents available on the ws_ftp.com domain 

C. Websites hosting the ws_ftp installation program 

D. Documents found on sites with ws_ftp in the web address 

Correct Answer: D 

 

QUESTION 11

Monitoring the transmission of data across the network using a man-in-the-middle attack presents a threat against which
type of data? 

A. At-rest 

B. In-transit 

C. Public 

D. Encrypted 

Correct Answer: B 

 

QUESTION 12

Although the packet listed below contained malware, it freely passed through a layer 3 switch. Why didn\\'t the switch
detect the malware in this packet? 
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A. The packet was part of a fragmentation attack 

B. The data portion of the packet was encrypted 

C. The entire packet was corrupted by the malware 

D. It didn\\'t look deeply enough into the packet 

Correct Answer: D 

Explanation: Routers, layer 3 switches, some firewalls, and other gateways are packet filtering devices that use access
control lists (ACLs) and perform packet inspection. This type of device uses a small subset of the packet to make
filtering decisions, such as source and destination IP address and protocol. These devices will then allow or deny
protocols based on their associated ports. This type of packet inspection and access control is still highly susceptible to
malicious attacks, because payloads and other areas of the packet are not being inspected. For example, application
level attacks that are tunneled over open ports such as HTTP (port 80) and HTTPS (port 443). 

 

QUESTION 13

When attempting to collect data from a suspected system compromise, which of the following should generally be
collected first? 

A. The network connections and open ports 

B. The contents of physical memory 

C. The current routing table 
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D. A list of the running services 

Correct Answer: B 

 

QUESTION 14

To detect worms and viruses buried deep within a network packet payload, Gigabytes worth of traffic content entering
and exiting a network must be checked with which of the following technologies? 

A. Proxy matching 

B. Signature matching 

C. Packet matching 

D. Irregular expression matching 

E. Object matching 

Correct Answer: C 

 

QUESTION 15

A company classifies data using document footers, labeling each file with security labels "Public", "Pattern", or
"Company Proprietary". A new policy forbids sending "Company Proprietary" files via email. Which control could help
security analysis identify breaches of this policy? 

A. Monitoring failed authentications on a central logging device 

B. Enforcing TLS encryption for outbound email with attachments 

C. Blocking email attachments that match the hashes of the company\\'s classification templates 

D. Running custom keyword scans on outbound SMTP traffic from the mail server 

Correct Answer: D 
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