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QUESTION 1

Which of the following is the most common method used by attackers to identify wireless networks? 

A. Back door 

B. Packet filtering 

C. Packet sniffing 

D. War driving 

Correct Answer: D 

 

QUESTION 2

You are a salesperson. You are authorized to access only the information that is essential for your work. Which of the
following access control models is used in your organization? 

A. Role-Based Access Control 

B. Discretionary Access Control 

C. Mandatory Access Control 

D. Rule-Based Access Control 

E. Privilege Access Control 

Correct Answer: A 

 

QUESTION 3

Which of the following policies is set by a network administrator to allow users to keep their emails and documents for a
fixed period of time? 

A. Retention policy 

B. Password policy 

C. Audit policy 

D. Backup policy 

Correct Answer: A 

 

QUESTION 4

Which of the following components come under the network layer of the OSI model? Each correct answer represents a
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complete solution. Choose two. 

A. Firewalls 

B. Hub 

C. Routers 

D. MAC addresses 

Correct Answer: AC 

 

QUESTION 5

Which of the following ports is assigned by Internet Assigned Number Authority (IANA) for RADIUS authentication? 

A. TCP/UDP port 751 

B. TCP port 443 

C. TCP/UDP port 1812 

D. TCP/UDP port 5060 

Correct Answer: C 

 

QUESTION 6

Identify whether the given statement is true or false. 

"Replay attack is a type of attack in which attackers capture packets containing passwords or digital signatures
whenever packets pass between two hosts on a network." 

A. False 

B. True 

Correct Answer: B 

 

QUESTION 7

Which of the following terms is used for a router that filters traffic before it is passed to the firewall? 

A. Screened host 

B. Demilitarized zone (DMZ) 

C. Bastion host 

D. Honey pot 
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Correct Answer: A 

 

QUESTION 8

Which of the following are tunneling protocols? 

Each correct answer represents a complete solution. Choose two. 

A. SMTP 

B. NNTP 

C. L2TP 

D. PPTP 

Correct Answer: CD 

 

QUESTION 9

Which of the following terms ensures that no intentional or unintentional unauthorized modification is made to data? 

A. Non-repudiation 

B. Confidentiality 

C. Authentication 

D. Integrity 

Correct Answer: D 

 

QUESTION 10

In which of the following attacks does the attacker confuse the switch itself into thinking two ports have the same MAC
address? 

A. ARP spoofing 

B. Replay 

C. Brute force 

D. MAC duplicating 

Correct Answer: D 

 

QUESTION 11
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Which of the following are the common roles with regard to data in an information classification program? Each correct
answer represents a complete solution. Choose all that apply. 

A. User 

B. Owner 

C. Custodian 

D. Security auditor 

E. Editor 

Correct Answer: ABCD 

 

QUESTION 12

In which of the following DoS attacks does an attacker send an ICMP packet larger than 65,536 bytes to the target
system? 

A. Fraggle 

B. Ping of death 

C. Jolt 

D. Teardrop 

Correct Answer: B 

 

QUESTION 13

John used to work as a Network Administrator for We-are-secure Inc. Now he has resigned from the company for
personal reasons. He wants to send out some secret information of the company. To do so, he takes an image file and
simply uses a tool image hide and embeds the secret file within an image file of the famous actress, Jennifer Lopez, and
sends it to his Yahoo mail id. Since he is using the image file to send the data, the mail server of his company is unable
to filter this mail. Which of the following techniques is he performing to accomplish his task? 

A. Email spoofing 

B. Social engineering 

C. Web ripping 

D. Steganography 

Correct Answer: D 

 

QUESTION 14

Which of the following are natural environmental threats that an organization faces? Each correct answer represents a
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complete solution. Choose two. 

A. Storms 

B. Floods 

C. Strikes 

D. Accidents 

Correct Answer: AB 

 

QUESTION 15

Which of the following statements about System Access Control List (SACL) is true? 

A. It exists for each and every permission entry assigned to any object. 

B. It is a mechanism for reducing the need for globally unique IP addresses. 

C. It contains a list of both users and groups and whatever permissions they have. 

D. It contains a list of any events that are set to audit for that particular object. 

Correct Answer: D 
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