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QUESTION 1

You are troubleshooting ClearPass with IntroSpect, and you notice that in Access Tracker the IntroSpect Logon Logoff
actions profile is executing. However, the ClearPass Log Source on the IntroSpect Analyzer is showing dropped
entries. 

Would this be a good troubleshooting step? (Confirm that the ClearPass context action is sending the User name, IP
Address, Entity Type, and User Role) 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 2

While troubleshooting integration between ClearPass and IntroSpect, you notice that there are no log events for either
THROUGHPUT or ERROR in the ClearPass log source on the IntroSpect Analyzer. You are planning your
troubleshooting actions. 

Is this something you should check? (Check the authentication service being used in ClearPass for the Login - Logout
enforcement policy.) 

A. Yes 

B. No 

Correct Answer: B 

 

 

QUESTION 3

While reviving the logs at a customer site you notice that one particular device is accessing multiple 

servers in the environment, using a number of different user accounts. When you question the IT admin, 

they tell you that the computer is a JumpBox and running software used to monitor all of the servers in the 

environment. 

Would this be a logical next step? (You can safely ignore this activity as this is normal behavior for a 

JumpBox.) 

A. Yes 

B. No 

Correct Answer: B 
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QUESTION 4

You are a system admin with a company where Aruba infrastructure, such as Controllers, ClearPass, and Airwave, have
been deployed. The company has integrated an Aruba Introspect 2-RU appliance in the Network Infrastructure.
Recently, you are seeing overload issues with the IntroSpect system. So, you want to add five more Compute Nodes to
meet the requirements. Is this a correct solution for adding more Compute Nodes? (2-RU is a single appliance that does
not scale, and you cannot add any more Compute Nodes to it.) 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 5

Your company has found some suspicious conversations for some internal users. The security team suspects those
users are communicating with entities in other countries. You have been assigned the task of identifying those users
who are either uploading or downloading files from servers in other countries. Is this the best way to visualize
conversations of suspected users in this scenario? (Visualizing conversation graphs.) 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 6

While investigating alerts you notice an entity has triggered a peer alert for visiting recruiting websites. Two days later
the same user accessed the office for the first time in the late evening. You also noticed that they downloaded more
data than their peers through the VPN session. Based on these conditions, is this a possible cause? (This user has just
become a flight risk, and is now sending data off the network to use in their next job.) 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 7

In a conversation with a colleague you are asked to give them an idea of what type of monitor source you would use for
each attack stage. 
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Would this be a correct correlation? (For "Command and Control" you can monitor DNS through AMON on the Aruba
Mobility Controllers.) 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 8

You need to deploy IntroSpect Analyzer in your existing network. You are planning to configure logs from multiple
systems around your network. Can this 3rd-party tool collect the logs and push them to Analyzer? (Splunk Enterprise
will allow push notifications.) 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 9

Refer to the exhibit. 
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Which alert is not supported by AD-based use case? (Privilege escalation.) 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 10

A customer with approximately 200 users in Active Directory, is running Aruba Mobility Controllers, Palo Alto firewalls,
and Pulse Secure VPN and InfoBlox DNS on their network. They would like to implement the 2RU Fixed Configuration
Analyzer Standard Edition. 

Would this be a good response to the customer? (The 2RU Fixed Configuration Analyzer should work for this smaller
customer. However, they will need the Advanced Edition to monitor the DNS server.) 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 11

You are administering an IntroSpect Installation. While monitoring the load on the IntroSpect Packet Processors, you
think that one Packet Processor is overloaded. Is this a correct statement about the possible overload? (As a general
rule, the data rate should be below 9000 event/sec.) 
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A. Yes B. No 

Correct Answer: B 

 

QUESTION 12

While reviving the logs at a customer site you notice that one particular device is accessing multiple 

servers in the environment, using a number of different user accounts. When you question the IT admin, 

they tell you that the computer is a JumpBox and running software used to monitor all of the servers in the 

environment. 

Would this be a logical next step? (As a next step, you should audit all of the accounts that are being used 

on the JumpBox to determine if the JumpBox is being accessed by unauthorized accounts.) 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 13

While a customer site you are asked to explain the advantages and limits of collecting AMON from the Aruba Mobility
Controllers. Would this be a correct statement? (AMON is an easy way to monitor a network where the primary access
method is through Aruba Mobility Controllers.) 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 14

You need to deploy IntroSpect Analyzer in your existing network. You are planning to configure logs from multiple
systems around your network. Can this 3rd-party tool collect the logs and push them to Analyzer? (IBM QRadar SIEM
will push logs to IntroSpect.) 

A. Yes 

B. No 

Correct Answer: A 

Reference: IBM QRadar SIEM will push logs to IntroSpect 
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QUESTION 15

You have been asked to provide a Bill of Materials (BoM) for a mature small business with two sites. The IT Director
prefers all hardware to be on-premise but is open to cloud-based solution. In conversations with the IT staff, you
determine that the main site has approximately 550 network devices and 400 users. All users are in Active Directory.
Eighty of the users use a Pulse Secure VPN to work remotely. 

The second site is a warehouse operation with approximately 40 users and another 10 users that use Pulse Secure
VPN. All wireless is using Aruba Networks Instant APs. There are Active Directory servers at both sites. All logs are
currently being gathered into Splunk. The team feels that they can properly monitor the corporate site network with a
single tap port on a central switch at the main office. There will be a network tap at the remote site. 

Is this a suggestion you would make to the customer? (The customer should purchase the Scale-Out option for their
data center, with a Packet Processor at the remote site.) 

A. Yes 

B. No 

Correct Answer: B 
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