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QUESTION 1

In which stage of the Onboard process is the enterprise\\'s root certificate installed on the iOS device?
A. During EAP authentication

B. Provisioning

C. Authentication

D. Pre-provisioning

E. Authorization

Correct Answer: D

Reference: https://www.slideshare.net/ArubaNetworks/onboard-deployment-guide-396(slide 15)

QUESTION 2

Refer to the exhibit.

Services
BTN Authentication  Roles Enforcement Summary
Type: Aruba 802 1K Wireless ’
ame: Test Service
Description: Aruba 802.1% Wireless Access Service
Monitor Mode: Enable to monitar network access without enforcement

Authorization ' Posture Compliance Audit End-hosts  Profile Endpoints Accounting Proxy

Mz;t;hes.“ﬁi)fg‘f or - ALL of the mllﬂwing conditions:

; Operator Value
1. Radius: IETF MAS-FPort-Type EQUALS ‘Wireless-802.11 10
2. | Radius: IETF Senice-Type BELONGS_TO Lagin-User(1), Framed
3. Radius: Aruba Arubadssidi-Name EXISTS
4 Radius: Aruba Aruba{ssid-Name EQUALS CORP
5 Click to add...

Which user authentication request will match the service rules of the Policy Service shown?
A. a wireless user connecting to an Aruba IAP on the SSID "CORP"

B. a wireless user connection would fail because of miss-configured service rules.

C. a wireless user connecting to any SSID on an Aruba Controller

D. a wireless user connected to any SSID named "CORP"

Correct Answer: A

QUESTION 3

What is the purpose of ClearPass Onboarding?
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A. to remotely control devices

B. to provision and revoke device credentials
C. to control 10T device access

D. to manage firmware and patches

Correct Answer: B

QUESTION 4

When a NAD sends an authentication request to ClearPass for a Guest Web Login with Username and Password,
which methods can it use? (Choose three.)

A. CHAP?ADIUS Request

B. EAP PEAP ?RADIUS Request
C. MSCHAP ?RADIUS Request
D. HTTP ?WebAuth Request

E. PAP ?RADIUS Request

Correct Answer: BCE

QUESTION 5

What will be the initial posture token of a device connecting with 802.1x authentication for the first time?

A. Unhealthy

B. Quarantine

C. Checkup

D. Unknown

E. Healthy

Correct Answer: D

When the userconnects to the 802.1x SSID for the first time the Posture token will be Unknown, the initial role will be
returned to the controller and the user will be redirected to OnGuard Agent page. The user will download and run the
dissolvable or persistent agent and the agent will send the health results to the Webauth Health Check service, which
will update the posture token in the Endpoint database and send a Bounce User request to the controller. That will
cause the user to re-authenticate and this time the posture token will be known. Reference:

https://community.arubanetworks.com/aruba/attachments/aruba/aaa-nac-guest-access- byod/21122/1/
OnGuard%?20config%20Tech%20Note%20v1.pdf
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QUESTION 6

What is the primary use of the ClearPass Onboard Application?
A. Connect company-issued devices.

B. Configure network profiles for BYOD Devices.

C. Enforce endpoint device profiling.

D. Provide for system validation of client posture.

Correct Answer: B

QUESTION 7

ClearPass Onboard is used primarily to automate which type of network connections?
A. visitor health checks

B. guest self-registration

C. VPN

D. guest captive portal

E. employee 802.1x

Correct Answer: E

QUESTION 8

Which ClearPass collectors are valid for profiling information? (Select two.)
A. FTP

B. SNMP

C. Active Sync

D. On-enroliment

E. Active Directory

Correct Answer: BC

Reference:
http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/CPPM_User Guide/

PolicyProfile/Collectors.htm
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Answer:

QUESTION 9

An organization wants to have employees connect their own personal devices securely to the WLAN. Which ClearPass
feature can be used to accomplish this?

A. Enforcement

B. Guest

C. Profiling

D. Onboarding

E. Guest withself-registration
Correct Answer: D

Reference: http://www.arubanetworks.com/pdf/solutions/CS_ConsulateHealthCare.pdf

QUESTION 10

What does a client need for it to perform EAP-TLS successfully? (Select two.)

A. Username and Password

B. Server Certificate

C. Pre-shared key

D. Certificate Authority

E. Client Certificate

Correct Answer: BE

Reference: https://community.arubanetworks.com/t5/AAA-NAC-Guest-Access-BYOD/Binary-comparison-in- EAP-

TLSAuthentication/ta-p/257857 https://community.arubanetworks.com/t5/AAA-NAC-Guest-Access-BYOD/Binary-
comparison-in- EAP-TLSAuthentication/ta-p/257857

QUESTION 11

In ClearPass, which two service configuration can process credentials from a web Login Page? (Choose two.)
A. Guest Service MAC Authentication

B. MSCHAP RADIUS Service

C. Aruba Application Authentication
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D. WebAuth Service
E. EAP-PEAP RADIUS Service

Correct Answer: CE

QUESTION 12

What is the function of the primary and backup servers when configuring an authentication source in ClearPass?
A. The primary server and backup servers can be configured for round-robin.

B. The primary server can be from one Active Directory domain; the backup server can be from another.

C. The primary server is always authenticated first, then the backup is used if authentication fails.

D. The primary server is always authenticated first, then the backup is used if that times out.

Correct Answer: D

Reference: :https://community.arubanetworks.com/t5/Security/CPPM-amp-AD-Questions-Re-Auth/td-p/74888

QUESTION 13

Which additional service must be added to a ClearPass server to use the OnGuard Agent health checks for 802.1x
authentication?

A. HTTP Posture Service

B. 802.1x Authentication

C. 802.1x Posture Service

D. 802.1x Enforcement policy

E. WebAuth Service

Correct Answer: E

Reference:

http://community.arubanetworks.com/t5/Security/Clearpass-Onguard-implementation-and- documentation/

td-p/121057

QUESTION 14
Which Authorization Source supports device profile enforcement?

A. Local User Repository
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B. OnGuard Repository
C. Endpoints Repository
D. Guest User Repository

Correct Answer: A

QUESTION 15

What is a RADIUS Change of Authorization?

A. It allows ClearPass to change the user role for the client without disconnecting.

B. It allows ClearPass to transmit messages to the NAD/NAS to modify a user\\'s session status.
C. It forces the client to re-authenticate upon roaming to an access point.

D. It is a mechanism that allows ClearPass to assign a new VLAN to a wired user.

Correct Answer: B
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