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QUESTION 1

Refer to the exhibit, which shows the current network topology. 

You are deploying a new wireless solution with an Aruba Mobility Master (MM). Aruba Mobility Controllers (MCs). and
campus APs (CAPs). The solution will Include a WLAN that uses Tunnel for the forwarding mode and Implements
WPA3-Enterprise security. 

What is a guideline for setting up the vlan for wireless devices connected to the WLAN? 

A. Assign the WLAN to a single new VLAN which is dedicated to wireless users 

B. Use wireless user roles to assign the devices to different VLANs in the 100-150 range 

C. Assign the WLAN to a named VLAN which specified 100-150 as the range of IDs. 

D. Use wireless user roles to assign the devices to a range of new vlan IDs. 

Correct Answer: B 

 

QUESTION 2

You are managing an Aruba Mobility Controller (MC). What is a reason for adding a "Log Settings" definition in the
ArubaOS Diagnostics > System > Log Settings page? 

A. Configuring the Syslog server settings for the server to which the MC forwards logs for a particular category and
level 
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B. Configuring the MC to generate logs for a particular event category and level, but only for a specific user or AP. 

C. Configuring a filter that you can apply to a defined Syslog server in order to filter events by subcategory 

D. Configuring the log facility and log format that the MC will use for forwarding logs to all Syslog servers 

Correct Answer: A 

 

QUESTION 3

What is a benefit of deploying Aruba ClearPass Device insight? 

A. Highly accurate endpoint classification for environments with many devices types, including Internet of Things (loT) 

B. visibility into devices\\' 802.1X supplicant settings and automated certificate deployment 

C. Agent-based analysts of devices\\' security settings and health status, with the ability to implement quarantining 

D. Simpler troubleshooting of ClearPass solutions across an environment with multiple ClearPass Policy Managers 

Correct Answer: B 

 

QUESTION 4

What distinguishes a Distributed Denial of Service (DDoS) attack from a traditional Denial or service attack (DoS)? 

A. A DDoS attack originates from external devices, while a DoS attack originates from internal devices 

B. A DDoS attack is launched from multiple devices, while a DoS attack is launched from a single device 

C. A DoS attack targets one server, a DDoS attack targets all the clients that use a server 

D. A DDoS attack targets multiple devices, while a DoS Is designed to Incapacitate only one device 

Correct Answer: A 

 

QUESTION 5

A company has an Aruba solution with a Mobility Master (MM) Mobility Controllers (MCs) and campus Aps. What is one
benefit of adding Aruba Airwave from the perspective of forensics? 

A. Airwave can provide more advanced authentication and access control services for the AmbaOS solution 

B. Airwave retains information about the network for much longer periods than ArubaOS solution 

C. Airwave is required to activate Wireless Intrusion Prevention (WIP) services on the ArubaOS solution 

D. AirWave enables low level debugging on the devices across the ArubaOS solution 

Correct Answer: C 
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QUESTION 6

What are the roles of 802.1X authenticators and authentication servers? 

A. The authenticator stores the user account database, while the server stores access policies. 

B. The authenticator supports only EAP, while the authentication server supports only RADIUS. 

C. The authenticator is a RADIUS client and the authentication server is a RADIUS server. 

D. The authenticator makes access decisions and the server communicates them to the supplicant. 

Correct Answer: D 

 

QUESTION 7

What is one of the roles of the network access server (NAS) in the AAA framewonx? 

A. It authenticates legitimate users and uses policies to determine which resources each user is allowed to access. 

B. It negotiates with each user\\'s device to determine which EAP method is used for authentication 

C. It enforces access to network services and sends accounting information to the AAA server 

D. It determines which resources authenticated users are allowed to access and monitors each users 

session 

Correct Answer: A 

 

QUESTION 8

What is a guideline for managing local certificates on an ArubaOS-Switch? 

A. Before installing the local certificate, create a trust anchor (TA) profile with the root CA certificate for the certificate
that you will install 

B. Install an Online Certificate Status Protocol (OCSP) certificate to simplify the process of enrolling and re-enrolling for
certificate 

C. Generate the certificate signing request (CSR) with a program offline, then, install both the certificate and the private
key on the switch in a single file. 

D. Create a self-signed certificate online on the switch because ArubaOS-Switches do not support CA-signed
certificates. 

Correct Answer: C 

 

QUESTION 9
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How should admins deal with vulnerabilities that they find in their systems? 

A. They should apply fixes, such as patches, to close the vulnerability before a hacker exploits it. 

B. They should add the vulnerability to their Common Vulnerabilities and Exposures (CVE). 

C. They should classify the vulnerability as malware. a DoS attack or a phishing attack. 

D. They should notify the security team as soon as possible that the network has already been breached. 

Correct Answer: A 

 

QUESTION 10

Refer to the exhibit. 

You are deploying a new ArubaOS Mobility Controller (MC), which is enforcing authentication to Aruba ClearPass Policy
Manager (CPPM). The authentication is not working correctly, and you find the error shown In the exhibit in the CPPM
Event Viewer. 

What should you check? 

A. that the MC has been added as a domain machine on the Active Directory domain with which CPPM is synchronized 

B. that the snared secret configured for the CPPM authentication server matches the one defined for the device on
CPPM 

C. that the IP address that the MC is using to reach CPPM matches the one defined for the device on CPPM 

D. that the MC has valid admin credentials configured on it for logging into the CPPM 

Correct Answer: C 
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