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QUESTION 1

What is a risk treatment strategy? 

A. Mobile updates 

B. Risk acceptance 

C. Risk exclusion 

D. Software installation 

Correct Answer: B 

 

QUESTION 2

The Board of Directors of an organization is accountable for obtaining adequate assurance. Who should be responsible
for coordinating the information security awareness campaigns? 

A. The Board of Directors 

B. The operational manager 

C. The security manager 

D. The user 

Correct Answer: C 

 

QUESTION 3

What is the best way to start setting the information security controls? 

A. Implement the security measures as prescribed by a risk analysis tool 

B. Resort back to the default factory standards 

C. Use a standard security baseline 

Correct Answer: C 

 

QUESTION 4

The handling of security incidents is done by the incident management process under guidelines of information security
management. These guidelines call for several types of mitigation plans. 

Which mitigation plan covers short-term recovery after a security incident has occurred? 

A. The Business Continuity Plan (BCP) 
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B. The disaster recovery plan 

C. The incident response plan 

D. The risk treatment plan 

Correct Answer: C 

 

QUESTION 5

When is revision of an employee\\'s access rights mandatory? 

A. After any position change 

B. At hire 

C. At least each year 

D. At all moments stated in the information security policy 

Correct Answer: D 
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