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QUESTION 1

What is the best way to comply with legislation and regulations for personal data protection? 

A. Performing a threat analysis 

B. Maintaining an incident register 

C. Performing a vulnerability analysis 

D. Appointing the responsibility to someone 

Correct Answer: D 

 

QUESTION 2

You are the owner of a growing company, SpeeDelivery, which provides courier services. You decide that it is time to
draw up a risk analysis for your information system. This includes an inventory of threats and risks. What is the relation
between a threat, risk and risk analysis? 

A. A risk analysis identifies threats from the known risks. 

B. A risk analysis is used to clarify which threats are relevant and what risks they involve. 

C. A risk analysis is used to remove the risk of a threat. 

D. Risk analyses help to find a balance between threats and risks. 

Correct Answer: B 

 

QUESTION 3

Who is accountable to classify information assets? 

A. the CEO 

B. the CISO 

C. the Information Security Team 

D. the asset owner 

Correct Answer: D 

 

QUESTION 4

Of the following, which is the best organization or set of organizations to contribute to compliance? 

A. IT only 
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B. IT, business management, HR and legal 

C. IT and management 

D. IT and legal 

Correct Answer: B 

 

QUESTION 5

In the context of contact with special interest groups, any information-sharing agreements should identify requirements
for the protection of _________ information. 

A. Availability 

B. Confidential 

C. Authentic 

D. Authorization 

Correct Answer: B 

 

QUESTION 6

One of the ways Internet of Things (IoT) devices can communicate with each other (or `the outside world\\') is using a so-
called short-range radio protocol. Which kind of short-range radio protocol makes it possible to use your phone as a
credit card? 

A. Near Field Communication (NFC) 

B. Bluetooth 

C. Radio Frequency Identification (RFID) 

D. The 4G protocol 

Correct Answer: A 

 

QUESTION 7

Why is compliance important for the reliability of the information? 

A. Compliance is another word for reliability. So, if a company indicates that it is compliant, it means that the information
is managed properly. 

B. By meeting the legislative requirements and the regulations of both the government and internal management, an
organization shows that it manages its information in a sound manner. 

C. When an organization employs a standard such as the ISO/IEC 27002 and uses it everywhere, it is compliant and
therefore it guarantees the reliability of its information. 
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D. When an organization is compliant, it meets the requirements of privacy legislation and, in doing so, protects the
reliability of its information. 

Correct Answer: B 

 

QUESTION 8

An employee in the administrative department of Smiths Consultants Inc. finds out that the expiry date of a contract with
one of the clients is earlier than the start date. What type of measure could prevent this error? 

A. Availability measure 

B. Integrity measure 

C. Organizational measure 

D. Technical measure 

Correct Answer: D 

 

QUESTION 9

Which of these control objectives are NOT in the domain "12. OPERATIONAL SAFETY"? 

A. Protection against malicious code 

B. Redundancies 

C. Test data 

D. Technical vulnerability management 

Correct Answer: B 

 

QUESTION 10

What is the greatest risk for an organization if no information security policy has been defined? 

A. If everyone works with the same account, it is impossible to find out who worked on what. 

B. Information security activities are carried out by only a few people. 

C. Too many measures are implemented. 

D. It is not possible for an organization to implement information security in a consistent manner. 

Correct Answer: D 
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