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QUESTION 1

A decent visitor is roaming around without visitor\\'s ID. As an employee you should do the following, except: 

A. Say "hi" and offer coffee 

B. Call the receptionist and inform about the visitor 

C. Greet and ask him what is his business 

D. Escort him to his destination 

Correct Answer: A 

 

QUESTION 2

Stages of Information 

A. creation, evolution, maintenance, use, disposition 

B. creation, use, disposition, maintenance, evolution 

C. creation, distribution, use, maintenance, disposition 

D. creation, distribution, maintenance, disposition, use 

Correct Answer: C 

 

QUESTION 3

As a new member of the IT department you have noticed that confidential information has been leaked several times.
This may damage the reputation of the company. You have been asked to propose an organisational measure to
protect laptop computers. What is the first step in a structured approach to come up with this measure? 

A. Appoint security staff 

B. Encrypt all sensitive information 

C. Formulate a policy 

D. Set up an access control procedure 

Correct Answer: C 

 

QUESTION 4

A hacker gains access to a webserver and can view a file on the server containing credit card numbers. Which of the
Confidentiality, Integrity, Availability (CIA) principles of the credit card file are violated? 
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A. Availability 

B. Confidentiality 

C. Integrity 

D. Compliance 

Correct Answer: B 

 

QUESTION 5

Which of the following statements are correct for Clean Desk Policy? 

A. Don\\'t leave confidential documents on your desk. 

B. Don\\'t leave valuable items on your desk if you are not in your work area. 

C. Don\\'t leave highly confidential items. 

D. Don\\'t leave laptops without cable lock. 

Correct Answer: ABC 

 

QUESTION 6

Implement plan on a test basis - this comes under which section of PDCA 

A. Plan 

B. Do 

C. Act 

D. Check 

Correct Answer: B 

 

QUESTION 7

Which of the following is a possible event that can have a disruptive effect on the reliability of information? 

A. Threat 

B. Risk 

C. Vulnerability 

D. Dependency 

Correct Answer: A 
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QUESTION 8

What is social engineering? 

A. A group planning for a social activity in the organization 

B. Creating a situation wherein a third party gains confidential information from you 

C. The organization planning an activity for welfare of the neighborhood 

Correct Answer: B 

 

QUESTION 9

A well-executed risk analysis provides a great deal of useful information. A risk analysis has four main objectives. 

What is not one of the four main objectives of a risk analysis? 

A. Identifying assets and their value 

B. Implementing counter measures 

C. Establishing a balance between the costs of an incident and the costs of a security measure 

D. Determining relevant vulnerabilities and threats 

Correct Answer: B 

 

QUESTION 10

Which of the following is a preventive security measure? 

A. Installing logging and monitoring software 

B. Shutting down the Internet connection after an attack 

C. Storing sensitive information in a data save 

Correct Answer: C 

 

QUESTION 11

After a devastating office fire, all staff are moved to other branches of the company. At what moment in the incident
management process is this measure effectuated? 

A. Between incident and damage 

B. Between detection and classification 
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C. Between recovery and normal operations 

D. Between classification and escalation 

Correct Answer: A 

 

QUESTION 12

What is a repressive measure in case of a fire? 

A. Taking out a fire insurance 

B. Putting out a fire after it has been detected by a fire detector 

C. Repairing damage caused by the fire 

Correct Answer: B 

 

QUESTION 13

Someone from a large tech company calls you on behalf of your company to check the health of your PC, and therefore
needs your user-id and password. What type of threat is this? 

A. Social engineering threat 

B. Organisational threat 

C. Technical threat 

D. Malware threat 

Correct Answer: A 

 

QUESTION 14

An employee caught temporarily storing an MP3 file in his workstation will not receive an IR. 

A. True B. False 

Correct Answer: B 

 

QUESTION 15

What is a reason for the classification of information? 

A. To provide clear identification tags 

B. To structure the information according to its sensitivity 

ISO-ISMS-LA PDF Dumps | ISO-ISMS-LA Exam Questions | ISO-ISMS-LA Braindumps                               5 / 6

https://www.leads4pass.com/iso-isms-la.html
https://www.leads4pass.com/iso-isms-la.html
https://www.leads4pass.com/iso-isms-la.html


https://www.leads4pass.com/iso-isms-la.html
2024 Latest leads4pass ISO-ISMS-LA PDF and VCE dumps Download

C. Creating a manual describing the BYOD policy 

Correct Answer: B 
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