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QUESTION 1

Which of the following persons is responsible for testing and verifying whether the security policy is properly
implemented, and the derived security solutions are adequate or not? 

A. Data custodian 

B. Auditor 

C. User 

D. Data owner 

Correct Answer: B 

 

QUESTION 2

Which of the following issues are addressed by the change control phase in the maintenance phase of the life cycle
models? Each correct answer represents a complete solution. Choose all that apply. 

A. Performing quality control 

B. Recreating and analyzing the problem 

C. Developing the changes and corresponding tests 

D. Establishing the priorities of requests 

Correct Answer: ABC 

 

QUESTION 3

Drag and drop the various SSE-CMM levels at the appropriate places. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 4

Which of the following statements about Due Care policy is true? 

A. It is a method used to authenticate users on a network. 
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B. It is a method for securing database servers. 

C. It identifies the level of confidentiality of information. 

D. It provides information about new viruses. 

Correct Answer: C 

 

QUESTION 5

Rachael is the project manager for a large project in her organization. A new change request has been proposed that
will affect several areas of the project. One area of the project change impact is on work that a vendor has already
completed. The vendor is refusing to make the changes as they\\'ve already completed the project work they were
contracted to do. What can Rachael do in this instance? 

A. Threaten to sue the vendor if they don\\'t complete the work. 

B. Fire the vendor for failing to complete the contractual obligation. 

C. Withhold the vendor\\'s payments for the work they\\'ve completed. 

D. Refer to the contract agreement for direction. 

Correct Answer: D 

 

QUESTION 6

Which of the following security controls will you use for the deployment phase of the SDLC to build secure software?
Each correct answer represents a complete solution. Choose all that apply. 

A. Vulnerability Assessment and Penetration Testing 

B. Security Certification and Accreditation (CandA) 

C. Change and Configuration Control 

D. Risk Adjustments 

Correct Answer: ABD 

 

QUESTION 7

Drop the appropriate value to complete the formula. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 8

Which of the following statements is related with the second law of OPSEC? 

A. If you are not protecting it (the critical and sensitive information), the adversary wins! 

B. If you don\\'t know what to protect, how do you know you are protecting it? 

C. If you don\\'t know about your security resources you could not protect your network. 

D. If you don\\'t know the threat, how do you know what to protect? 

Correct Answer: B 

 

QUESTION 9

Which of the following is a documentation of guidelines that are used to create archival copies of important data? 

A. User policy 

B. Security policy 
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C. Audit policy 

D. Backup policy 

Correct Answer: D 

 

QUESTION 10

Which of the following subphases are defined in the maintenance phase of the life cycle models? 

A. Change control 

B. Configuration control 

C. Request control 

D. Release control 

Correct Answer: ACD 

 

QUESTION 11

You are the project manager for TTX project. You have to procure some electronics gadgets for the project. A relative of
yours is in the retail business of those gadgets. He approaches you for your favor to get the order. This is the situation
of ____. 

A. Conflict of interest 

B. Bribery 

C. Illegal practice 

D. Irresponsible practice 

Correct Answer: A 

 

QUESTION 12

Which of the following sites are similar to the hot site facilities, with the exception that they are completely dedicated,
self-developed recovery facilities? 

A. Cold sites 

B. Orange sites 

C. Warm sites 

D. Duplicate processing facilities 

Correct Answer: D 
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QUESTION 13

Which of the following statements about the integrity concept of information security management are true? Each
correct answer represents a complete solution. Choose three. 

A. It ensures that unauthorized modifications are not made to data by authorized personnel or processes. 

B. It determines the actions and behaviors of a single individual within a system 

C. It ensures that modifications are not made to data by unauthorized personnel or processes. 

D. It ensures that internal information is consistent among all subentities and also consistent with the real-world,
external situation. 

Correct Answer: ACD 

 

QUESTION 14

Which of the following statements reflect the \\'Code of Ethics Canons\\' in the \\'(ISC)2 Code of Ethics\\'? Each correct
answer represents a complete solution. Choose all that apply. 

A. Provide diligent and competent service to principals. 

B. Protect society, the commonwealth, and the infrastructure. 

C. Give guidance for resolving good versus good and bad versus bad dilemmas. 

D. Act honorably, honestly, justly, responsibly, and legally. 

Correct Answer: ABD 

 

QUESTION 15

Sarah has created a site on which she publishes a copyrighted material. She is ignorant that she is infringing copyright.
Is she guilty under copyright laws? 

A. No 

B. Yes 

Correct Answer: B 
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