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QUESTION 1

Which of the following techniques can be used to prevent the disclosure of system information resulting from arbitrary
inputs when implemented properly? 

A. Fuzzing 

B. Patch management 

C. Error handling 

D. Strong passwords 

Correct Answer: C 

Exception handling is an aspect of secure coding. When errors occur, the system should revert back to a secure state.
This must be coded into the system by the programmer, and should capture errors and exceptions so that they could be
handled by the application. 

Incorrect Answers: 

A: Fuzzing is a software testing technique that involves providing invalid, unexpected, or random data to as inputs to a
computer program. The program is then monitored for exceptions such as crashes, or failed validation, or memory
leaks. 

B: Patch management is the process of maintaining the latest source code for applications and operating systems. This
helps protect a systems from known attacks and vulnerabilities. 

D: Passwords are used to control access to systems as part of a user authentication process. Strong passwords make it
harder for attackers to guess or crack the passwords. 

References: http://en.wikipedia.org/wiki/Fuzz_testing Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study
Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 218, 220 Stewart, James Michael, CompTIA Security+ Review Guide,
Sybex, Indianapolis, 2014, pp 229, 230, 231-232 

 

QUESTION 2

A network technician is on the phone with the system administration team. Power to the server room was lost and
servers need to be restarted. The DNS services must be the first to be restarted. Several machines are powered off.
Assuming each server only provides one service, which of the following should be powered on FIRST to establish DNS
services? 

A. Bind server 

B. Apache server 

C. Exchange server 

D. RADIUS server 

Correct Answer: A 

BIND (Berkeley Internet Name Domain) is the most widely used Domain Name System (DNS) software on the Internet.

JK0-022 PDF Dumps | JK0-022 Study Guide | JK0-022 Braindumps                              2 / 12

https://www.lead4pass.com/JK0-022.html
https://www.lead4pass.com/JK0-022.html
https://www.lead4pass.com/JK0-022.html


https://www.lead4pass.com/JK0-022.html
2023 Latest lead4pass JK0-022 PDF and VCE dumps Download

It includes the DNS server component contracted for name daemon. This is the only option that directly involves DNS. 

Incorrect Answers: 

B: Apache is the most widely used web server software. It is not specifically required for DNS. 

C: Microsoft Exchange Server is calendaring software, a mail server and contact manager developed by Microsoft. It is
not specifically required for DNS. 

D: RADIUS is a networking protocol that delivers consolidated Authentication, Authorization, and Accounting (AAA)
management for users who connect and make use of a network service. It is not specifically required for DNS. 

References: http://en.wikipedia.org/wiki/BIND 

http://en.wikipedia.org/wiki/RADIUS http://en.wikipedia.org/wiki/Microsoft_Exchange_Server
http://en.wikipedia.org/wiki/Apache_HTTP_Server 

 

QUESTION 3

A company wants to ensure that all credentials for various systems are saved within a central database so that users
only have to login once for access to all systems. Which of the following would accomplish this? 

A. Multi-factor authentication 

B. Smart card access 

C. Same Sign-On 

D. Single Sign-On 

Correct Answer: D 

Single sign-on means that once a user (or other subject) is authenticated into a realm, re- authentication is not required
for access to resources on any realm entity. Single sign-on is able to internally translate and store credentials for the
various mechanisms, from the credential used for original authentication. 

Incorrect Answers: 

A: Multifactor authentication requires a user to provide two or more authentication factors for authentication purposes. It
does not guarantee that users only have to login once for access to all systems. 

B: Smart cards are credit-card-sized IDs, badges, or security passes with an embedded integrated circuit chip that can
include data regarding the authorized bearer. This data can then be used for identification and/or authentication
purposes. It does not guarantee that users only have to login once for access to all systems. 

C: Same Sign-On means that users will have to re-enter their credentials, but they can use the exact same credentials
they use to sign on locally. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 282, 284.
http://blogs.technet.com/b/jeff_stokes/archive/2013/07/08/today-s-cloud-tip-same-sign-on-vs- single-sign-on.aspx 
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QUESTION 4

A security administrator must implement a network that is immune to ARP spoofing attacks. Which of the following
should be implemented to ensure that a malicious insider will not be able to successfully use ARP spoofing techniques? 

A. UDP 

B. IPv6 

C. IPSec 

D. VPN 

Correct Answer: B 

 

QUESTION 5

After a company has standardized to a single operating system, not all servers are immune to a well- known OS
vulnerability. Which of the following solutions would mitigate this issue? 

A. Host based firewall 

B. Initial baseline configurations 

C. Discretionary access control 

D. Patch management system 

Correct Answer: D 

 

QUESTION 6

Which of the following MOST interferes with network-based detection techniques? 

A. Mime-encoding 

B. SSL 

C. FTP 

D. Anonymous email accounts 

Correct Answer: B 

Secure Sockets Layer (SSL) is used to establish secure TCP communication between two machines by encrypting the
communication. Encrypted communications cannot easily be inspected for anomalies by network-based intrusion
detection systems (NIDS). 

Incorrect Answers: 

A: Multi-Purpose Internet Mail Extensions (MIME) encoding is used in email messages to allow messages to be sent in
formats other than ASCII text. Email messages are handles by host based intrusion detection systems (HIDS). 
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C: File Transfer Protocol (FTP) is an inherently insecure protocol that does not use any form of encryption making it
easy to inspect for anomalies. 

D: Email messages are handles by host based intrusion detection systems (HIDS). 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
268 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 8, 12

 

QUESTION 7

The IT department has installed new wireless access points but discovers that the signal extends far into the parking lot.
Which of the following actions should be taken to correct this? 

A. Disable the SSID broadcasting 

B. Configure the access points so that MAC filtering is not used 

C. Implement WEP encryption on the access points 

D. Lower the power for office coverage only 

Correct Answer: D 

On the chance that the signal is actually traveling too far, some access points include power level controls, which allow
you to reduce the amount of output provided. 

Incorrect Answers: 

A: Disabling SSID broadcasting is not the best solution. One method of protecting the network that is often
recommended is to disable, or turn off, the SSID broadcast (also known as cloaking). The access point is still there, and
it is still accessible by those who have been told of its existence by the administrator, but it prevents those who are just
scanning from finding it. This is considered a very weak form of security, because there are still other ways, albeit a bit
more complicated, to discover the presence of the access point besides the SSID broadcast. 

B: Disabling MAC filtering would lower the network security. If MAC filtering is turned off, any wireless client that knows
the values looked for (MAC addresses) can join the network. When MAC filtering is used, the administrator compiles a
list of the MAC addresses associated with users\\' computers and enters those addresses. When a client attempts to
connect and other values have been correctly entered, an additional check of the MAC address is done. If the address
appears in the list, the client is allowed to join; otherwise, it is forbidden from doing so. 

C: WEP encryption is weak and has many vulnerabilities. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
171, 178, 183, 258 

 

QUESTION 8

A security researcher wants to reverse engineer an executable file to determine if it is malicious. The file was found on
an underused server and appears to contain a zero-day exploit. Which of the following can the researcher do to
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determine if the file is malicious in nature? 

A. TCP/IP socket design review 

B. Executable code review 

C. OS Baseline comparison 

D. Software architecture review 

Correct Answer: C 

Zero-Day Exploits begin exploiting holes in any software the very day it is discovered. It is very difficult to respond to a
zero-day exploit. Often, the only thing that you as a security administrator can do is to turn off the service. Although this
can be a costly undertaking in terms of productivity, it is the only way to keep the network safe. In this case you want to
check if the executable file is malicious. Since a baseline represents a secure state is would be possible to check the
nature of the executable file in an isolated environment against the OS baseline. 

Incorrect Answers: 

A: A socket is a combination of IP address and port number. A TCP/IP socket design review is useful since sockets are
the primary method used to communicate with services and applications such as the Web and Telnet. It is not used to
check if an underused server may have a zero-day exploitable file. 

B: Executable code review. Executable scripts often run at elevated permission levels and infect more components in
your network. This is best done with the underused server in isolation. The purpose of code review is to look at all
custom written code for holes that may exist. The review needs also to examine changes that the code--most likely in
the form of a finished application-- may make: configuration files, libraries, and the like. This could be unwise to run if
you suspect a zero-day exploit. 

D: Software architecture review is not the way to check if an existing file on a server is malicious nor not. Comparing the
existing files to a baseline would be a better option. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
338, 345-346 http://www.techrepublic.com/blog/software-engineer/reverse-engineering-your-net-applications/ 

 

QUESTION 9

Which of the following encompasses application patch management? 

A. Configuration management 

B. Policy management 

C. Cross-site request forgery 

D. Fuzzing 

Correct Answer: A 

Patch management is the process of maintaining the latest source code for applications and operating systems by
applying the latest vendor updates. This helps protect a systems from newly discovered attacks and vulnerabilities. A
part of patch management is testing the effects of vendor updates on a test system first to ensure that the updates do
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not have detrimental effects on the system and its configuration, and, should the updates have no detrimental effects on
the test systems, backing up the production systems before applying the updates on a production system. 

Incorrect Answers: 

B: Policy management is the use of policies to form guidelines for the management of entities within an organization.
These policies need to be enforced. 

C: XSRF or cross-site request forgery applies to web applications and is an attack that exploits the web application\\'s
trust of a user who known or is supposed to have been authenticated. This is often accomplished without the user\\'s 

knowledge. XSRF is not related to patch management. 

D: Fuzzing is a software testing technique that involves providing invalid, unexpected, or random data to as inputs to a
computer program. The program is then monitored for exceptions such as crashes, or failed validation, or memory
leaks. 

References: 

http://en.wikipedia.org/wiki/Fuzz_testing 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
218, 220 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 229, 231-232 

 

QUESTION 10

Which of the following does full disk encryption prevent? 

A. Client side attacks 

B. Clear text access 

C. Database theft 

D. Network-based attacks 

Correct Answer: B 

Full-disk encryption encrypts the data on the device. This feature ensures that the data on the device cannot be
accessed in a useable form should the device be stolen. 

Incorrect Answers: 

A, D: Full-disk encryption encrypts the data on the device itself and ensures that the data on the device cannot be
accessed in a useable form should the device be stolen. It does not prevent client-side or network-based attacks. 

C: Full-disk encryption encrypts the data on the device itself. It may help prevent access to database data but database
encryption would be the preferred method of protecting database data. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 251
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QUESTION 11

Which of the following, if properly implemented, would prevent users from accessing files that are unrelated to their job
duties? (Select TWO). 

A. Separation of duties 

B. Job rotation 

C. Mandatory vacation 

D. Time of day restrictions 

E. Least privilege 

Correct Answer: AE 

 

QUESTION 12

Which of the following is BEST at blocking attacks and providing security at layer 7 of the OSI model? 

A. WAF 

B. NIDS 

C. Routers 

D. Switches 

Correct Answer: A 

A web application firewall (WAF) is an appliance, server plugin, or filter that applies a set of rules to an HTTP
conversation. Generally, these rules cover common attacks such as cross-site scripting (XSS) and SQL injection. By
customizing the rules to your application, many attacks can be identified and blocked. The effort to perform this
customization can be significant and needs to be maintained as the application is modified. 

As the protocols used to access a web server (typically HTTP and HTTPS) run in layer 7 of the OSI model, then web
application firewall (WAF) is the correct answer. 

Incorrect Answers: 

B: A NIDS (Network Intrusion Detection System) operates in layer 2 of the OSI model, not layer 7. 

C: Routers operate in layer 3 of the OSI model, not layer 7. 

D: Switches operate in layer 2 of the OSI model, not layer 7. 

References: https://owasp.org/index.php/Web_Application_Firewall http://en.wikipedia.org/wiki/OSI_model 

 

QUESTION 13

After an assessment, auditors recommended that an application hosting company should contract with additional data
providers for redundant high speed Internet connections. Which of the following is MOST likely the reason for this
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recommendation? (Select TWO). 

A. To allow load balancing for cloud support 

B. To allow for business continuity if one provider goes out of business 

C. To eliminate a single point of failure 

D. To allow for a hot site in case of disaster 

E. To improve intranet communication speeds 

Correct Answer: BC 

A high-speed internet connection to a second data provider could be used to keep an up-to-date replicate of the main
site. In case of problem on the first site, operation can quickly switch to the second site. This eliminates the single point
of failure and allows the business to continue uninterrupted on the second site. Note: Recovery Time Objective The
recovery time objective (RTO) is the maximum amount of time that a process or service is allowed to be down and the
consequences still be considered acceptable. Beyond this time, the break in business continuity is considered to affect
the business negatively. The RTO is agreed on during BIA creation. 

Incorrect Answers: 

A: Load balancing is done on the local intranet, not over the internet. 

D: An alternate data site could be used as a hot site. But a high-speed internet connection is not needed for a hot site. A
hot site is a location that can provide operations within hours of a failure. This type of site would have servers, networks,
and telecommunications equipment in place to reestablish service in a short time. 

E: An additional internet site would not improve local communication speed on the intranet. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
32-33, 33 

 

QUESTION 14

Joe, a technician at the local power plant, notices that several turbines had ramp up in cycles during the week. Further
investigation by the system engineering team determined that a timed .exe file had been uploaded to the system control
console during a visit by international contractors. Which of the following actions should Joe recommend? 

A. Create a VLAN for the SCADA 

B. Enable PKI for the MainFrame 

C. Implement patch management 

D. Implement stronger WPA2 Wireless 

Correct Answer: A 

VLANs are used for traffic management. VLANs can be used to isolate traffic between network segments. This can be
accomplished by not defining a route between different VLANs or by specifying a deny filter between certain VLANs (or
certain members of a VLAN). Any network segment that doesn\\'t need to communicate with another in order to
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accomplish a work task/function shouldn\\'t be able to do so. 

Incorrect Answers: 

B: PKI focuses on proving the identity of communication partners, providing a means to securely exchange session-
based symmetric encryption keys through asymmetric cryptographic solutions, and providing a means to protect
message integrity through the use of hashing. 

C: Patch management is the formal process of ensuring that updates and patches are properly tested and applied to
production systems. 

D: Implementing stronger WPA2 Wireless will not solve the problem of keeping the networks separate. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 21, 23, 350. 

 

QUESTION 15

Joe, a user, in a coffee shop is checking his email over a wireless network. An attacker records the temporary
credentials being passed to Joe\\'s browser. The attacker later uses the credentials to impersonate Joe and creates
SPAM messages. Which of the following attacks allows for this impersonation? 

A. XML injection 

B. Directory traversal 

C. Header manipulation 

D. Session hijacking 

Correct Answer: D 

In computer science, session hijacking, sometimes also known as cookie hijacking is the exploitation of a valid computer
session--sometimes also called a session key--to gain unauthorized access to information or services in a computer
system. In particular, it is used to refer to the theft of a magic cookie used to authenticate a user to a remote server. It
has particular relevance to web developers, as the HTTP cookies used to maintain a session on many web sites can be
easily stolen by an attacker using an intermediary computer or with access to the saved cookies on the victim\\'s
computer. 

Incorrect Answers: 

A: When a web user takes advantage of a weakness with SQL by entering values that they should not, it is known as a
SQL injection attack. Similarly, when the user enters values that query XML (known as XPath) with values that take
advantage of exploits, it is known as an XML injection attack. XPath works in a similar manner to SQL, except that it
does not have the same levels of access control, and taking advantage of weaknesses within can return entire
documents. The best way to prevent XML injection attacks is to filter the user\\'s input and sanitize it to make certain
that it does not cause XPath to return more data than it should. This is not what is described in this question. This
answer is therefore incorrect. 

B: Directory traversal is a form of HTTP exploit in which a hacker uses the software on a Web server to access data in a
directory other than the server\\'s root directory. If the attempt is successful, the hacker can view restricted files or even
execute commands on the server. Although some educated guesswork is involved in finding paths to restricted files on
a Web server, a skilled hacker can easily carry out this type of attack on an inadequately protected server by searching
through the directory tree. The risk of such attacks can be minimized by careful Web server programming, the
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installation of software updates and patches, filtering of input from browsers, and the use of vulnerability scanners. This
is not what is described in this question. This answer is therefore incorrect. 

C: A header manipulation attack uses other methods (hijacking, cross-site forgery, and so forth) to change values in
HTTP headers and falsify access. When used with XSRF, the attacker can even change a user\\'s cookie. Internet
Explorer 8 and above include InPrivate Filtering to help prevent some of this. By default, your browser sends information
to sites as they need it--think of requesting a map from a site; it needs to know your location in order to give directions.
With InPrivate Filtering, you can configure the browser not to share information that can be captured and manipulated.
This is not what is described in this question. This answer is therefore incorrect. 

References: http://en.wikipedia.org/wiki/Session_hijacking Dulaney, Emmett and Chuck Eastton, CompTIA Security+
Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 337, 340
http://searchsecurity.techtarget.com/definition/directory-traversal 
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