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QUESTION 1

Your management has a specific set of Web-based applications that certain employees are allowed to use. 

Which two SRX Series device features would be used to accomplish this task? (Choose two.) 

A. UserFW 

B. IDP 

C. AppFW 

D. firewall filter 

Correct Answer: C 

 

QUESTION 2

Click the Exhibit button. 

You are asked to implement NAT to translate addresses between the IPv4 and IPv6 networks shown in the 

exhibit. 

What are three configuration requirements? (Choose three.) 

Exhibit: 

A. Disable SYN checking. 

B. Enable IPv6 flow mode. 

C. Configure proxy ARP. 

D. Configure stateless filtering. 

E. Configure proxy NDP. 

Correct Answer: BCE 

 

QUESTION 3
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What is the default action for an SRX device in transparent mode to determine the outgoing interface for an unknown
destination MAC address? 

A. Perform packet flooding. 

B. Send an ARP query. 

C. Send an ICMP packet with a TTL of 1. 

D. Perform a traceroute request. 

Correct Answer: A 

 

QUESTION 4

Your manager asks you to show which attacks have been detected on your SRX Series device using the IPS feature. 

Which command would you use to accomplish this task? 

A. show security idp attack detail 

B. show security idp attack table 

C. show security idp memory 

D. show security idp counters 

Correct Answer: B 

 

QUESTION 5

Click the Exhibit button. 

user@host> show services application-identification application-system—cache 

Application System Cache Configurations: Application-cache: off nested-application-cache: on cache-unknown-result:
on cache-entry-timeout: 3600 seconds 

You are using the application identification feature on your SRX Series device. The help desk reports that users are
complaining about slow Internet connectivity. You issue the command shown in the exhibit. 

What must you do to correct the problem? 

A. Modify the configuration with the delete services application-identification noapplication-system-cachecommand and
commit the change. 

B. Modify the configuration with the delete services application-identification no-clear-application-system-
cachecommand and commit the change. 

C. Reboot the SRX Series device. 

D. Modify the configuration with the delete services application-identification no-application identificationcommand and
commit the change. 
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Correct Answer: B 

 

QUESTION 6

You are asked to deploy dynamic VPNs between the corporate office and remote employees that work from home. The
gateway device at the corporate office consists of a pair of SRX650s in a chassis cluster. Which two statements about
the deployment are true? (Choose two.) 

A. The SRX650s must be separated as standalone devices to support the dynamic VPNs. 

B. The remote clients must install client software to establish a tunnel with the corporate network. 

C. The remote clients must reside behind an SRX device configured as the local tunnel endpoint. 

D. The SRX650 must have HTTP or HTTPS enabled to aid in the client software distribution process. 

Correct Answer: BD 

 

QUESTION 7

-- Exhibit -[edit security] user@srx# show idp {

 idp-policy NewPolicy {

 rulebase-exempt {

 rule 1 { 

description AllowExternalRule; 

match { 

source-address any; 

destination-address 

}

 }

 }

 } } -- Exhibit -

You are performing the initial IDP installation on your new SRX device. You have configured the IDP 

exempt rulebase as shown in the exhibit, but the commit is not successful. 

Referring to the exhibit, what solves the issue? 

A. You must configure the destination zone match. 

B. You must configure the IPS exempt accept action. 
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C. You must configure the IPS rulebase. 

D. You must configure the IPS engine flow action to ignore. 

Correct Answer: C 

 

QUESTION 8

You are using destination NAT to translate the address of your HTTPS server to a private address on your SRX Series
device. You have decided to implement IDP SSL decryption. Upon enabling the decryption, you notice sessions are not
decrypted. 

Which action resolves the problem? 

A. Replace the server SSL certificate to use the public address. 

B. Reboot the SRX Series device. 

C. Increase the SSL session-id-cache-timeoutvalue to any value greater than 5000 seconds. 

D. Enable the IDP sensor-configurationdetector to detect address translation. 

Correct Answer: D 

 

QUESTION 9

-- Exhibit -[edit security] user@srx# show idp … application-ddos Webserver {

 service http;

 connection-rate-threshold 1000; 

context http-get-url {

 hit-rate-threshold 60000;

 value-hit-rate-threshold 30000;

 time-binding-count 10;

 time-binding-period 25;

 } } -- Exhibit -

You are using AppDoS to protect your network against a bot attack, but noticed an approved application has falsely
triggered the configured IDP action of drop. You adjusted your AppDoS configuration as shown in the exhibit. However,
the approved traffic is still dropped. 

What are two reasons for this behavior? (Choose two.) 

A. The approved traffic results in 50,000 HTTP GET requests per minute. 

B. The approved traffic results in 25 HTTP GET requests within 10 seconds from a single host. 
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C. The active IDP policy has not been defined in the security configuration. 

D. The IDP action is still in effect due to the timeout configuration. 

Correct Answer: AD 

 

QUESTION 10

You are deploying a standalone SRX650 in transparent mode for evaluation purposes in a potential client\\'s network.
The client will need to access the device to modify security policies and perform other various configurations. Where
would you configure a Layer 3 interface to meet this requirement? 

A. fxp0.0 

B. vlan.1 

C. irb.1 

D. ge-0/0/0.0 

Correct Answer: C 

 

QUESTION 11

Which two statements are true about persistent NAT? (Choose two.) 

A. The permit target-host-port statement allows an external host to initiate a session to an internal host on any port,
provided the internal host previously sent a packet to the external host. 

B. The permit target-host statement allows an external host to initiate a session to an internal host on any port, provided
the internal host previously sent a packet to the external host. 

C. Port overloading must be enabled for Interface-based persistent NAT. 

D. Port overloading must be disabled for Interface-based persistent NAT. 

Correct Answer: BD 

 

QUESTION 12

Click the Exhibit button. 

In the network shown in the exhibit, you want to forward traffic from the employees to ISP1 and ISP2. You want to
forward all Web traffic to ISP1 and all other traffic to ISP2. While troubleshooting, you change your filter to forward all
traffic to ISP1. However, no traffic is sent to ISP1. 

What is causing this behavior? 

Exhibit: 
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A. The filter is applied to the wrong interface. 

B. The filter should use the next-hop action instead of the routing-instance action. 

C. The filter term does not have a required from statement. 

D. The filter term does not have the accept statement. 

Correct Answer: A 

 

QUESTION 13

A local user complains that they cannot connect to an FTP server on the DMZ network. You investigate and confirm that
the security policy allows FTP traffic from the trust zone to the DMZ zone. 

What are two reasons for this problem? (Choose two.) 

A. The FTP server has no route back to the local network. 

B. No route is configured to the DMZ network. 

C. No security policy exists for traffic from the DMZ zone to the trust zone. 

D. The FTP ALG is disabled. 

Correct Answer: AD 

 

QUESTION 14
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Your company has added a connection to a new ISP and you have been asked to send specific traffic to the new ISP.
You have decided to implement filter-based forwarding. You have configured new routing instances with type
forwarding. You must direct traffic into each instance. Which step would accomplish this goal? 

A. Add a firewall filter to the ingress interface that specifies the intended routing instance as the action. 

B. Create a routing policy to direct the traffic to the required forwarding instances. 

C. Configure the ingress and egress interfaces in each forwarding instance. 

D. Create a static default route for each ISP in inet.0, each pointing to a different forwarding instance. 

Correct Answer: A 

 

QUESTION 15

The IPsec VPN on your SRX Series device establishes both the Phase 1 and Phase 2 security associations. Users are
able to pass traffic through the VPN. During peak VPN usage times, users complain about decreased performance.
Network connections outside of the VPN are not seriously impacted. 

Which two actions will resolve the problem? (Choose two.) 

A. Lower the MTU size on the interface to reduce the likelihood of packet fragmentation. 

B. Verify that NAT-T is not disabled in the properties of the phase 1 gateway. 

C. Lower the MSS setting in the security flow stanza for IPsec VPNs. 

D. Verify that the PKI certificate used to establish the VPN is being properly verified using either the CPL or OCSP. 

Correct Answer: AC 
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