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QUESTION 1

What is a function of UTM? 

A. AppFW 

B. IPsec 

C. content filtering 

D. bridge mode 

Correct Answer: C 

 

QUESTION 2

Click the Exhibit button. 

Referring to the security policy shown in the exhibit, which two actions will happen as the packet is processed? (Choose
two.) 
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A. It passes unmatched traffic after modifying the DSCP priority. 

B. It marks and passes matched traffic with a high DSCP priority. 

C. It marks and passes matched traffic with a low DSCP priority. 

D. It passes unmatched traffic without modifying DSCP priority. 

Correct Answer: BD 

 

QUESTION 3

Click the Exhibit button. 

Referring to the exhibit, you have configured a Sky ATP policy to inspect user traffic. However, you have noticed that
encrypted traffic is not being inspected. 
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In this scenario, what must you do to solve this issue? 

A. Change the policy to inspect HTTPS traffic. 

B. Configure the PKI feature. 

C. Configure the SSL forward proxy feature. 

D. Change the policy to inspect TLS traffic. 

Correct Answer: C 

 

QUESTION 4

Your network includes SRX Series devices at the headquarters location. The SRX Series devices at this location are
part of a high availability chassis cluster and are configured for IPS. There has been a node failover. 

In this scenario, which statement is true? 

A. Existing sessions continue to be processed by IPS because of table synchronization. 

B. Existing sessions are no longer processed by IPS and become firewall sessions. 

C. Existing session continue to be processed by IPS as long as GRES is configured. 

D. Existing sessions are dropped and must be reestablished so IPS processing can occur. 

Correct Answer: A 

 

QUESTION 5

You have implemented APBR on your SRX Series device and are verifying that your changes are working properly. You
notice that when you start the application for the first time, it does not follow the expected path. 

What are two reasons that would cause this behavior? (Choose two.) 

A. The application system cache does not have an entry for the first session. 

B. The application system cache has been disabled. 

C. The application system cache already has an entry for this application. 

D. The advanced policy-based routing is applied to the ingress zone and must be moved to the egress zone. 

Correct Answer: AB 

 

QUESTION 6

You are using IDP on your SRX Series device and are asked to ensure that the SRX Series device has the latest IDP
database, as well as the latest application signature database. 
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In this scenario, which statement is true? 

A. The application signature database cannot be updated on a device with the IDP database installed. 

B. You must download each database separately. 

C. The IDP database includes the latest application signature database. 

D. You must download the application signature database before installing the IDP database. 

Correct Answer: C 

 

QUESTION 7

After using Security Director to add a new firewall policy rule on an SRX Series device, you notice that the hit count on
the policy is not increasing. Upon further investigation, you find that the devices listed in the new rule are able to
communicate as expected. Your firewall policy consists of hundreds of rules. 

Using only Security Director, how do you find the rule that is allowing the communication to occur in this scenario? 

A. Generate a Top Firewall Rules report. 

B. Generate a Policy Analysis report. 

C. Generate a Top Source IPs report. 

D. Generate a Top Firewall Events report. 

Correct Answer: D 

 

QUESTION 8

You have been notified by your colocation provider that your infrastructure racks will no longer be adjacent to each
other. 

In this scenario, which technology would you use to secure all Layer 2 and Layer 3 traffic between racks? 

A. IPsec 

B. GRE 

C. 802.1BR 

D. MACsec 

Correct Answer: D 

 

QUESTION 9

Your network includes SRX Series devices at the headquarters location. The SRX Series devices at this location are
part of a high available chassis cluster and are configured for IPS. There has been a node failover. 
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In this scenario, which two statements are true? (Choose two.) 

A. The IP action table is synchronized between the chassis cluster nodes. 

B. Cached SSL session ID information for existing sessions is not synchronized between nodes. 

C. The IP action table is not synchronized between the chassis cluster nodes. 

D. Cached SSL session ID information for existing session is synchronized between nodes. 

Correct Answer: CD 

 

QUESTION 10

Click the Exhibit button. 

Referring to the exhibit, you have expanded the disk storage size in ESXi for your log collector from 500 GB to 600 GB.
However, your log collector\\'s disk size has not changed. 

Given the scenario, which two statements are true? (Choose two.) 

A. You must run a script from the console to expand the disk size. 

B. The ESXi storage parameter is not associated with the Elasticsearch disk size parameter. 

C. You must reboot the log collector for storage settings to be updated 

D. You must re-run the log collector setup script to update the storage settings. 

Correct Answer: AC 
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QUESTION 11

Which three components are part of the AppSecure services suite? (Choose three.) 

A. IDP 

B. Sky ATP 

C. AppQoS 

D. AppFW 

E. Web filtering 

Correct Answer: ACD 

 

QUESTION 12

Using content filtering on an SRX Series device, which three types of HTTP content are able to be blocked? (Choose
three.) 

A. PDF files 

B. ZIP files 

C. Java applets 

D. Active X 

E. Flash 

Correct Answer: BCD 

 

QUESTION 13

Click the Exhibit button. 
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The UTM policy shown in the exhibit has been applied to a security policy on a branch SRX Series device. In this
scenario, which statement is true? 

A. HTTP downloads of ZIP files will be blocked. 

B. FTP downloads of ZIP files will be blocked. 

C. E-mail downloads of ZIP files will be blocked. 

D. ZIP files can be renamed with a new extension to pass through the filter. 

Correct Answer: A 

 

QUESTION 14

Click the Exhibit button. 
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You have configured integrated user firewall on the SRX Series devices in your network. However, you noticed that no
users can access the servers that are behind the SRX Series devices. 

Referring to the exhibit, what is the problem? 

A. The Kerberos service is not configured correctly on the Active Directory server. 

B. There are no authentication entries in the SRX Series device for the users. 

C. The security policy on the SRX Series device is configured incorrectly. 

D. The SAML service is not configured correctly on the Active Directory server. 

Correct Answer: C 

 

QUESTION 15

What are three types of content that are filtered by the Junos UTM feature set? (Choose three.) 

A. IMAP 

B. HTTP 

C. SIP 

D. SSL 

E. FTP 

Correct Answer: ABE 
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