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QUESTION 1

Which of the following is a potential indicator of an issue with the DLP Endpoint client? 

A. Multiple FCAGTE processes are present in the Task Manager 

B. Multiple FCAG processes are present in the Task Manager 

C. FCAGSD process is present in the Task Manager 

D. FCAGTE is running as a user instead of the System account in the Task Manager 

Correct Answer: B 

 

QUESTION 2

An organization\\'s call center uses shared computers for 24x7 operations. Shifts are staffed by employees and
contractors. As part of established business processes employees are authorized to use removable storage devices
while contractors are prohibited from using these types of devices. To create flexible Removable Storage Device Rules
which type of policy assignment can the DLP Endpoint Administrator configure? 

A. Computer Assignment Group policy 

B. Local Users policy 

C. User Assignment Group 

D. Privileged Users policy 

Correct Answer: C 

 

QUESTION 3

An employee attempts to copy sensitive data from the Oracle HR database into a Microsoft Word document. To prevent
a violation of employee privacy, what actions should the administrator define in the DLPe rule? 

A. The paste should be blocked 

B. The paste should be monitored, and the employee notified 

C. The paste should be encrypted and stored pending further evaluation of the data being copied 

D. The file access protection should be blocked and the employee\\'s system locked down 

Correct Answer: A 

 

QUESTION 4

How long must the operational events be stored in the ePO database before purging? 
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A. As defined by the Acceptable Use Policy 

B. As defined by the Risk Management Framework 

C. As defined by the Auditor 

D. As defined by the Data Retention Policy 

Correct Answer: D 

 

QUESTION 5

Prior to editing the production DLP Endpoint Policy a backup copy should be taken as a precaution. Which method can
the DLP Administrator use to backup rules based on User Assignment Groups? 

A. The DLP Policy, File, Export Policy to HTML feature 

B. The DLP Policy, File, Synchronize Templates feature 

C. The McAfee ePolicy Orchestrator Policy Catalog feature 

D. The DLP Policy, File, Save as feature 

Correct Answer: D 

 

QUESTION 6

Applications in which of the following groups will NOT have their Disk Activity scanned for sensitive data? 

A. Editor 

B. Archiver 

C. Installer 

D. Trusted 

Correct Answer: D 

 

QUESTION 7

How can incident data be exported? 

A. Select specific events in DLP manager to export incident data 

B. Run reports or queries to generate specific report and export incident data 

C. Use database administration to export incident data 

D. Run incident task manager to export incident data 
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Correct Answer: B 

 

QUESTION 8

What does DLP Endpoint client use to send operational events and incidents to ePO? 

A. DLPe Windows Communication Foundation (WCF) service 

B. McAfee Agent 

C. ePO Event Parser 

D. DLP Endpoint Event Parser 

Correct Answer: B 

 

QUESTION 9

How can remote users who are not connected to the corporate network be protected? 

A. Enable online reactions within protection rules 

B. Enable location-aware rules for offline users 

C. Add local users to user assignment groups 

D. Enable offline reactions within protection rules 

Correct Answer: D 

 

QUESTION 10

Which of the following protocols cannot be blocked or monitored by McAfee DLP \\'Network Communication Protection
Rules\\'? 

A. Secure FTP (SFTP) 

B. Secure Copy (SCP) 

C. Server Message Block/NetBIOS (SMB) 

D. Secure Shell (SSH) 

Correct Answer: C 

 

QUESTION 11

Which of the following organizational structures demonstrates strict compliance to Segregation of Duties? 
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A. Separate teams for Administration, Operations, Support, and Incident Management 

B. Same team for Administration, Operations, Support, and Incident Management 

C. Same team for Administration and Operations. Separate teams for Support, and Incident Management 

D. Separate teams for Administration, and Operations. Same team for Support and Incident Management 

Correct Answer: A 

 

QUESTION 12

Which of the following DLP features could be used to target suspicious activity during the first phase of an attack at the
hardware layer? 

A. Removable Storage device rules 

B. Unmanageable device class 

C. File system protection rules 

D. Network communication protection rules 

Correct Answer: A 

 

QUESTION 13

When configuring access controls for the Evidence repository, which of the following minimum advanced security
settings need to be applied to the Evidence Folder, subfolders and files? 

A. List folder / read data 

B. Full control 

C. Change 

D. Create folders / append data 

Correct Answer: D 

 

QUESTION 14

Which of the following must be restarted after upgrading the ePO extensions for DLPe? 

A. McAfee Framework Service 

B. ePO Event Parser 

C. ePO Application Server 

D. ePO Server Service 
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Correct Answer: B 

 

QUESTION 15

The DLP End point administrator needs to prevent sensitive data from being transmitted over FTP. Which Rule can be
configured to meet this requirement? 

A. File System Protection Rule 

B. Cloud Protection Rule 

C. Application File Access Protection Rule 

D. Network Communication Protection Rule 

Correct Answer: D 
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