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QUESTION 1

You have a Microsoft 365 subscription. 

You have a conditional access policy that requires multi-factor authentication (MFA) for users in a group name Sales
when the users sign in from a trusted location. The policy is configured as shown in the exhibit. (Click the Exhibit tab.) 

You create a compliance policy. 
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You need to ensure that the users are authenticated only if they are using a compliant device. 

What should you configure in the conditional access policy? 

A. a condition 

B. a session control 

C. a cloud app 

D. a grant control 

Correct Answer: D 

Grant options available: Require multifactor authentication Require authentication strength (Preview) Require device to
be marked as compliant Require Hybrid Azure AD joined device Require approved client app See list of approved client
apps Require app protection policy See list of policy protected client apps Require password change 

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-grant 

 

QUESTION 2

You have a Microsoft 365 E5 subscription that contains 100 iOS devices enrolled in Microsoft Intune. 

You need to ensure that notifications of iOS updates are deferred for 30 days after the updates are released. 

What should you create? 

A. a device configuration profile based on the Device features template 

B. a device configuration profile based on the Device restrictions template 

C. an update policy for iOS/iPadOS 

D. an iOS app provisioning profile 

Correct Answer: C 

Manage iOS/iPadOS software update policies in Intune, delay visibility of software updates. When you use update
policies for iOS, you might have need to delay visibility of an iOS software update. Reasons to delay visibility include: 

Prevent users from updating the OS manually To deploy an older update while preventing users from installing a more
recent one To delay visibility, deploy a device restriction template that configures the following settings: Defer software
updates = Yes 

This doesn\\'t affect any scheduled updates. It represents days before software updates are visible to end users after
release. 

Delay default visibility of software updates = 1 to 90 90 days is the maximum delay that Apple supports. 

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/software-updates-ios 

 

QUESTION 3
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You need to prepare for the deployment of the Phoenix office computers. 

What should you do first? 

A. Extract the hardware ID information of each computer to a CSV file and upload the file from the Devices settings in
Microsoft Store for Business. 

B. Generalize the computers and configure the Mobility (MDM and MAM) settings from the Azure Active Directory blade
in the Azure portal. 

C. Generalize the computers and configure the Device settings from the Azure Active Directory blade in the Azure
portal. 

D. Extract the hardware ID information of each computer to an XLSX file and upload the file from the Devices settings in
Microsoft Store for Business. 

Correct Answer: A 

References: https://docs.microsoft.com/en-us/microsoft-store/add-profile-to-devices#manage-autopilot-deployment-
profiles 

 

QUESTION 4

HOTSPOT 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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QUESTION 5

You need to meet the technical requirements for the iOS devices. 

Which object should you create in Intune? 

A. A compliance policy 

B. An app protection policy 

C. A Deployment profile 

D. A device configuration profile 

Correct Answer: D 

Scenario: Technical requirements include: Block iOS devices from sending diagnostic and usage telemetry data. Intune
includes device restriction policies that help administrators control Android, iOS, macOS, and Windows devices. These
restrictions let you control a wide range of settings and features to protect your organization\\'s resources. For example,
administrators can: Allow or block the device camera Control access to Google Play, app stores, viewing documents,
and gaming Block built-in apps, or create a list of apps that allowed or prohibited Allow or prevent backing up files to
cloud and storage accounts Set a minimum password length, and block simple passwords Reference:
https://docs.microsoft.com/en-us/intune/device-restrictions-configure 

 

QUESTION 6

DRAG DROP 

You have 500 Windows 10 devices enrolled in Microsoft Intune. 

You plan to use Exploit protection in Microsoft Endpoint Manager to enable the following system settings on the
devices: 
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1. 

Data Execution Prevention (DEP) 

2. 

Force randomization for images (Mandatory ASLR) 

You need to configure a Windows 10 device that will be used to create a template file. 

Which protection areas on the device should you configure in the Windows Security app before you create the template
file? 

To answer, drag the appropriate protection areas to the correct settings. Each protection area may be used once, more
than once, or not at all. 

You may need to drag the split bar between panes or scroll to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 

Correct Answer: 
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Box 1: App and browser control 
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Note: Data Execution Prevention (DEP): This mitigation prevents code from being run from data-only memory pages. 

Box 2: App and browser control Force randomization for images (Mandatory ASLR). This mitigation forcibly relocates
images not compiled with /DYNAMICBASE. 

Reference: 

https://support.microsoft.com/en-us/windows/app-browser-control-in-windows-
security-8f68fb65-ebb4-3cfb-4bd7-ef0f376f3dc3 

 

QUESTION 7

HOTSPOT 

You have a Microsoft 365 subscription that contains the devices shown in the following table. 

You plan to enroll the devices in Microsoft Intune. 

How often will the compliance policy check-ins run after each device is enrolled in Intune? 

To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: Every three minutes for 15 minutes, then every 15 minutes for two hours, and then around every eight hours If
devices recently enroll, then the compliance, non-compliance, and configuration check-in runs more frequently. The
check-ins are estimated at: Windows 10: Every 3 minutes for 15 minutes, then every 15 minutes for 2 hours, and then
around every 8 hours 

Box 2: Every 15 minutes for one hour, and then every eight hours iOS/iPadOS: Every 15 minutes for 1 hour, and then
around every 8 hours 

Reference: https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-troubleshoot 

 

QUESTION 8

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You need to ensure that feature and quality updates install automatically on a Windows 10 computer during a
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maintenance window. 

Solution: In Group policy, from the Maintenance Scheduler settings, you configure Automatic Maintenance Random
Delay. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Instead. In Group policy, from the Windows Update settings, you enable Configure Automatic Updates, select 4-Auto
download and schedule the install, and then enter a time. 

Note: In Group Policy, within Configure Automatic Updates, you can configure a forced restart after a specified
installation time. 

To set the time, you need to go to Configure Automatic Updates, select option 4 - Auto download and schedule the
install, and then enter a time in the Scheduled install time dropdown. Alternatively, you can specify that installation will
occur 

during the automatic maintenance time. 

Reference: 

https://docs.microsoft.com/en-us/windows/deployment/update/waas-restart 

 

QUESTION 9

HOTSPOT 

You have groups that use the Dynamic Device membership type as shown in the following table. 

You are deploying Microsoft 365 apps. 

You have devices enrolled in Microsoft Intune as shown in the following table. 

In the Microsoft Endpoint Manager admin center, you create a Microsoft 365 Apps app as shown in the exhibit. (Click
the Exhibit tab.) 
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: Yes Policy applies to Group1. 

Box 2: No Policy does not apply to Group2. 

Box 3: No The policy will not apply for MacOs. 

Reference: 

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add-office365 

https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy 

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add 

 

QUESTION 10

Which users can purchase and assign App1? 
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A. User3 only 

B. User1 and User3 only 

C. User1, User2, User3, and User4 

D. User1, User3, and User4 only 

E. User3 and User4 only 

Correct Answer: C 

Global Administrator and Billing Administrator - IT Pros with these accounts have full access to Microsoft Store. They
can do everything allowed in the Microsoft Store Admin role, plus they can sign up for Microsoft Store. 

https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business
https://docs.microsoft.com/en-us/microsoft-store/assign-apps-to-employees 

 

QUESTION 11

You have a Microsoft Deployment Toolkit (MDT) deployment share. 

You plan to deploy Windows 10 by using the Standard Client Task Sequence template. 

You need to modify the task sequence to perform the following actions: 

1.

 Format disks to support Unified Extensible Firmware Interface (UEFI). 

2.

 Create a recovery partition. 

Which phase of the task sequence should you modify? 

A. Initialization 

B. Install 

C. PostInstall 

D. Preinstall 

Correct Answer: D 

Create Extra Partition in MDT We will create a new task sequence for a machine that doesn\\'t have an extra partition. 

1.

 On the Select Template page, click the drop-down and select Standard Client Task Sequence. Complete the remaining
steps. 

2.
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 Edit the task sequence and click the New Computer only step. Within that step, click Format and Partition Disk(BIOS)
step and edit it. 

Etc. 

Reference: 

https://www.prajwaldesai.com/create-extra-partition-in-mdt/ 

 

QUESTION 12

You need to consider the underlined segment to establish whether it is accurate. 

Your company has Microsoft Azure Active Directory (Azure AD) joined Windows 10 Pro computers that have been
enrolled in Microsoft Intune. 

You have been tasked with making sure that the computers are upgraded to Windows 10 Enterprise. 

You start by configuring a device enrollment policy in Intune. 

Select “No adjustment required” if the underlined segment is accurate. If the underlined segment is inaccurate, select
the accurate option. 

What should you configure in Intune? 

A. No adjustment required 
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B. an app protection policy 

C. a Windows AutoPilot deployment profile 

D. A device configuration profile 

Correct Answer: D 

Do you have a bunch of Windows 10 Pro devices and would like upgrade them to Windows 10 Enterprise? Microsoft
365 (specifically Microsoft Intune) can help you! First, create a Microsoft Intune configuration policy. In the Azure Portal
navigate to Microsoft Intune -> Device Configuration -> Profiles. Click Create Profile 

Reference: https://blogs.technet.microsoft.com/skypehybridguy/2018/09/21/intune-upgrade-windows-from-pro-to-
enterprise-automatically/ 

 

QUESTION 13

You have an Azure Active Directory (Azure AD) tenant and 100 Windows 10 devices that are Azure AD joined and
managed by using Microsoft Intune. You need to configure Microsoft Defender Firewall and Microsoft Defender Antivirus
on the devices. The solution must minimize administrative effort. Which two actions should you perform? Each correct
answer presents part of the solution. NOTE: Each correct selection is worth one point. 

A. To configure Microsoft Defender Antivirus, create a device configuration profile and configure the Endpoint protection
settings. 

B. To configure Microsoft Defender Firewall, crate a device configuration profile and configure the Device restrictions
settings. 

C. To configure Microsoft Defender Firewall, create a Group Policy Object (GPO) and configure Windows Defender
Firewall with Advanced Security. 

D. To configure Microsoft Defender Antivirus, create a Group Policy Object (GPO) and configure Windows Defender
Antivirus settings. 

E. To configure Microsoft Defender Antivirus, create a device configuration profile and configure the Device restrictions
settings. 

F. To configure Microsoft Defender Firewall, create a device configuration profile and configure the Endpoint protection
settings. 

Correct Answer: EF 

F: With Intune, you can use device configuration profiles to manage common endpoint protection security features on
devices, including: 

1. 

Firewall 

2. 

BitLocker 

3. 

Latest MD-101 Dumps | MD-101 Practice Test | MD-101 Study Guide                             15 / 19

https://www.lead4pass.com/md-101.html
https://www.lead4pass.com/md-101.html
https://www.lead4pass.com/md-101.html


https://www.lead4pass.com/md-101.html
2023 Latest lead4pass MD-101 PDF and VCE dumps Download

Allowing and blocking apps 

4. 

Microsoft Defender and encryption 

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-security-policy#create-an-endpoint-security-policy 

 

QUESTION 14

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com and a Microsoft Intune
subscription. 

Contoso.com contains a user named user1@contoso.com. 

You have a computer named Computer1 that runs Windows 8.1. 

You need to perform an in-place upgrade of Computer1 to Windows 10. 

Solution: You assign an Enterprise Mobility + Security license to User1. You instruct User1 to sign in to Computer1. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Instead: From Windows 8.1, you run setup.exe from the Windows 10 installation media. How To Upgrade To Windows
10 Using ISO File 

1. Open your existing Windows edition and locate the ISO file. Now right click on this file and Mount, restart the
machine. After rebooting, open File Explorer and locate the DVD drive, you\\'ll find that the ISO file is already mounted
to it with a temporary drive letter (as you can see in below shown window, where D: is temporary drive letter). Open this
drive and click on the setup.exe file. 

Reference: https://www.kapilarya.com/how-to-upgrade-to-windows-10-using-iso-file 

 

QUESTION 15

HOTSPOT 
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You have a Microsoft Intune subscription. 

You create the Windows Autopilot deployment profile-shown in the following exhibit. 

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Correct answers: change desktop settings only for themselves, keyboard layout. 

Proo that you will able to change the keyboard layout: 

In the link below there is a LAB with the exact same scenario. There is also a demo video that shows and says: "You
should see the region selection screen, the keyboard selection screen, and the second keyboard selection screen". 

https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/demonstrate-deployment-on-vm 

Reference: 

https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/user-driven 
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