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QUESTION 1

Why is it important to ensure that SRV records are not publicly accessible?Choose the best answer. 

A. SRV records indicate how long a machine has been up since reboot and hence could indicate patch levels 

B. SRV records reveal Active Directory domain controllers 

C. SRV records reveal software Update Services computers 

D. SRV records are required on NT 4 domains 

Correct Answer: B 

 

QUESTION 2

A normal TCP connection is always established by using what is called a TCP Three Way Handshake. Which of the
packet sequences below would represent a normal TCP connection establishment? 

A. SYN,SYN/ACK,ACK 

B. SYN,PSH,ACK 

C. ACK,SYY,SYN/ACK 

D. FIN,ACK,SYN 

Correct Answer: A 

 

QUESTION 3

When a digital certificate has been revoked before its expiry date,how will the Certification Authority (CA) that issued the
certificate inform other CAs that the specific certificate is no longer valid. 

A. By posting it on the CA web site 

B. By sending on email message to the other CAs 

C. By posting it on the certificate revocation list 

D. By posting it on the certificate expiry list 

Correct Answer: C 

 

QUESTION 4

Which of the following ports could be associated with a trojan on a Windows computer? Choose two. 

A. 135 
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B. 3268 

C. 12345 

D. 27374 

Correct Answer: CD 

 

QUESTION 5

As you have learned in your Penetration Testing training or field experience,WEP is the encryption that was used with
early WLAN implementation.it uses a stream cipher called RC4 to produce a string of bith that will be exclusive OR or
XOR with the plain text to form the cliphertext.Which of the following statements represents the rules associated with
XOR binary mathematics or comparison? Choose the best answer. 

A. If both bits are different the result will be one,if both bits are the same the result will be a zero. 

B. If both bits are different the result will be zero,if both bits are the same the result will be a one. 

C. Only when both bits have a value of one,will the result be one. 

D. Only when both bits have a value of zero,will the result be one. 

Correct Answer: A 

 

QUESTION 6

An administrator has just completed the installation of Nessus on a Linux System that will only have physical space for
the server and no monitor.The administrator was told that Nessus has to be run when performing assessments from the
system front end you installed Nessus on. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 7

One of the challenges when doing large scale security tests is the time required. 

If you have to scan a class B network it might take you a very long time. Scanrand is a tool that has been optimized to
scan a large number of hosts in very little time.It was reported that it was used to scan about 8300 web servers in less
than 4 seconds. 

How does scanrand achieve such an impressive benchmark? 

A. It does not maintain any state 

B. It makes use of multiple Network Interface Cards (NIC) 
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C. It has a probabilistic algorithm that can predict if a port is open or not 

D. It does not attempt to use UDP due to the overhead involved 

Correct Answer: A 

 

QUESTION 8

Bob is using a new sniffer called Ethereal. 

However,it seems that Bob can only see packets that are sent from and to his own network interface card 

(NIC).He cannot see any traffic from the other station. 

What could be the cause of Bobs problem?(Select two) 

A. The NIC is not in promiscuous mode 

B. The network is using UDP traffic 

C. Bob is connected to a switched network 

D. The sniffer does not support Bobs TCP/IP network stack 

Correct Answer: AB 

 

QUESTION 9

To prevent the storage of hashes in LANMAN format in either the local SAM file or in Active Dierctory for computers
running Windows 2000 SP2 or later,which of the following registry settings should be applied? Choose the best answer. 

A. NoLMSam=1 

B. NoLMSam=0 

C. NoLMHash=1 

D. NoLMHash=0 

Correct Answer: C 

 

QUESTION 10

Which of the following scanning methods would be the most stealthy and best at hiding the source of a scan? 

A. TCP Connect() 

B. Syn-Ack 

C. Fin-Ack 
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D. Idlescan 

Correct Answer: D 

 

QUESTION 11

Which of these methods would help protect DNS records from unauthorized users?(Choose two.) 

A. Removing the default setting on NT 4 and Windows 2000 DNS servers that allows zone transfers to any IP address 

B. Using Active Directory Integrated zones on publicly-available DNS servers 

C. Blocking incoming UDP port 53 requests to a DMZ hosting a DNS server 

D. Using two DNS servers;An internal DNS server with internal resource records and an external DNS server with DMZ-
based resource records 

Correct Answer: AD 

 

QUESTION 12

Which of the following capabilities do rootkits have?Choose all that apply. 

A. Hide any file 

B. Hide any process 

C. Hide any listening port 

D. Cause a blue screen of death on Windows computers. 

Correct Answer: ABCD 

 

QUESTION 13

You have successfully exploited a remote computer.You now have limited privilege on the remote computer. 

You tests have revealed that it is possible to download files from the internet but the size of the limited to less than 60K. 

You would like to escalate your privilege by scanning the internal network and also setup a permanent backdoor that
would allow you to return to the compromised host at will. 

Which of the following tools could be used for such purpose? 

A. Hijack This 

B. Netcat 

C. ButtSniff 

D. BackOrifice 
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Correct Answer: B 

 

QUESTION 14

Which of the following pieces of information can be obtained from a Whois query?Choose all that apply. 

A. Technical point of contact 

B. Authoritative DNS servers 

C. Private IP Address block 

D. Public IP address block 

Correct Answer: ABD 

 

QUESTION 15

You are concerned about other people sniffing your data while it is travelling over your local network and the internet. 

Which of the following would be the most effective countermeauser to protect your data against sniffing while it is in
transit?Choose the best answer. 

A. Encryption 

B. AntiSniff 

C. PromiScan 

D. Usage of a switch 

Correct Answer: A 
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