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QUESTION 1

You need to ensure that all the sales department users can authenticate successfully during Project1 and Project2.
Which authentication strategy should you implement for the pilot projects? 

A. password hash synchronization and seamless SSO 

B. pass-through authentication 

C. password hash synchronization 

D. pass-through authentication and seamless SSO 

Correct Answer: A 

1. 

Project1: During Project1, the mailboxes of 100 users in the sales department will be moved to Microsoft 365. 

2. 

Project2: After the successful completion of Project1, Microsoft Teams and Skype for Business will be enabled in
Microsoft 365 for the sales department users. 

3. 

After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloud-based applications
automatically. 

4. 

Fabrikam does NOT plan to implement identity federation. 

5. 

After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint
sites by using their UPN. 

You need to enable password hash synchronization to enable the users to continue to authenticate to their mailbox and
to SharePoint sites by using their UPN. 

You need to enable SSO to enable all users to be signed in to on-premises and cloud-based applications automatically. 

References: 

https://docs.microsoft.com/en-us/azure/security/azure-ad-choose-authn 

 

QUESTION 2

You are responsible for your company Microsoft 365 subscription. 

The company introduces a security policy that requires DLP incident reports to be automatically sent to legal department
users. 
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You are required to configure the reports to be delivered via email as often you can. 

Which of the following is the option you should use? 

A. Annually 

B. Monthly 

C. Weekly 

D. Quarterly 

Correct Answer: C 

 

QUESTION 3

Your network contains an Active Directory forest named adatum.local. The forest contains 500 users and uses
adatum.com as a UPN suffix. 

You deploy a Microsoft 365 tenant. 

You implement directory synchronization and sync only 50 support users. 

You discover that five of the synchronized users have usernames that use a UPN suffix of onmicrosoft.com. 

You need to ensure that all synchronized identities retain the UPN set in their on-premises user account. 

What should you do? 

A. From the Microsoft 365 admin center, add adatum.com as a custom domain name. 

B. From Windows PowerShell, run the Set-ADDomain -AllowedDNSSuffixes adatum.comcommand. 

C. From Active Directory Users and Computers, modify the UPN suffix of the five user accounts. 

D. From the Microsoft 365 admin center, add adatum.local as a custom domain name. 

Correct Answer: C 

The question states that only five of the synchronized users have usernames that use a UPN suffix of onmicrosoft.com.
Therefore the other 45 users have the correct UPN suffix. This tells us that the adatum.com domain has already been 

added to Office 365 as a custom domain. 

The forest is named adatum.local and uses adatum.com as a UPN suffix. User accounts in the domain will have
adatum.local as their default UPN suffix. To use adatum.com as the UPN suffix, each user account will need to be
configured to 

use adatum.com as the UPN suffix. 

Any synchronized user account that has adatum.local as a UPN suffix will be configured to use a UPN suffix of
onmicrosoft.com because adatum.local cannot be added to Office 365 as a custom domain. Therefore, the reason that
the five 

synchronized users have usernames with a UPN suffix of onmicrosoft.com is because their accounts were not
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configured to use the UPN suffix of contoso.com. 

Reference: 

https://docs.microsoft.com/en-us/office365/enterprise/prepare-a-non-routable-domain-for-directory-synchronization 

 

QUESTION 4

HOTSPOT 

You have an Azure AD tenant named contoso.com that contains an enterprise app named App1 and two users named
User1 and User2. 

You need to ensure that each user can perform the following action: 

1. 

User1: Create entitlement management access packages to provide external users with access to App1. 

2. 

User2: Create an access review for App1. 

The solution must use the principle of least privilege. 

Which role should you assign to each user? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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Box 1: External Identity Provider Administrator 

User1: Create entitlement management access packages to provide external users with access to App1. 

External Identity Provider Administrator 

This administrator manages federation between Azure AD organizations and external identity providers. With this role,
users can add new identity providers and configure all available settings (e.g. authentication path, service ID, assigned
key 

containers). This user can enable the Azure AD organization to trust authentications from external identity providers. 

Incorrect: 

* User Administrator can manage access reviews for access package assignments in entitlement management 

Box 2: Identity Governance Administrator User2: Create an access review for Appl. 

Identity Governance Administrator can manage access reviews for access package assignments in entitlement
management, 

Note: Identity Governance Administrator Users with this role can manage Azure AD identity governance configuration,
including access packages, access reviews, catalogs and policies, ensuring access is approved and reviewed and
guest users who no longer need access are removed. 

Incorrect: 

*

 Cloud App Security Administrator 

Users with this role have full permissions in Defender for Cloud Apps. They can add administrators, add Microsoft
Defender for Cloud Apps policies and settings, upload logs, and perform governance actions. 

*

 Cloud Application Administrator 

Users in this role have the same permissions as the Application Administrator role, excluding the ability to manage
application proxy. This role grants the ability to create and manage all aspects of enterprise applications and application 

registrations. Users assigned to this role are not added as owners when creating new application registrations or
enterprise applications. 

This role also grants the ability to consent for delegated permissions and application permissions, with the exception of
application permissions for Microsoft Graph. 

*

 User Administrator Users with this role can create users, and manage all aspects of users with some restrictions (see
the table), and can update password expiration policies. Additionally, users with this role can create and manage all
groups. This role also includes the ability to create and manage user views, manage support tickets, and monitor
service health. User Administrators don\\'t have permission to manage some user properties for users in most
administrator roles. Admins with this role do not have permissions to manage MFA or manage shared mailboxes. 

User Administrator can create access reviews for membership in Security and Microsoft 365 groups. 
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*

 Privileged Role Administrator is not an option here. 

Users with this role can manage role assignments in Azure Active Directory, as well as within Azure AD Privileged
Identity Management. They can create and manage groups that can be assigned to Azure AD roles. In addition, this role
allows 

management of all aspects of Privileged Identity Management and administrative units. 

Privileged Role Administrator can create access reviews for membership in groups that are assignable to Azure AD
roles 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference 

 

QUESTION 5

SIMULATION 

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few
minutes, and the wait time will not be deducted from your overall test time. 

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a
live environment. While most functionality will be available to you as it would be in a live environment, some
functionality 

(e.g., copy and paste, ability to navigate to external websites) will not be possible by design. 

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn\\'t matter how you
accomplish the task, if you successfully perform it, you will earn credit for that task. 

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are 

able to complete the lab(s) and all other sections of the exam in the time provided. 

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab. 

You may now click next to proceed to the lab. 

Lab information 

Use the following login credentials as needed: 

To enter your username, place your cursor in the Sign in box and click on the username below. 

To enter your password, place your cursor in the Enter password box and click on the password below. 

Microsoft 365 Username:admin@M365x981607.onmicrosoft.com 

Microsoft 365 Password: *yfLo7Ir2andy-

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser
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tab. 

The following information is for technical support purposes only: 

Lab Instance: 10811525 

Your organization plans to open an office in New York, and then to add 100 users to the office. The city attribute for all
new users will be New York. 

You need to ensure that all the new users in the New York office are licensed for Microsoft Office 365 automatically. 

A. See explanation below. 

Correct Answer: A 

You need create a dynamic group based on the city attribute. You then need to assign a license to the group. User
accounts with the city attribute set to ‘New York will automatically be added to the group. Anyone who is added to the
group will automatically be assigned the license that is assigned to the group. 

1.

 Go to the Azure Active Directory admin center. 

2.

 Select Azure Active Directory then select Groups. 

3.

 Click on the New Group link. 

4.

 Give the group a name such as New York Users. 

5.

 Select Users as the membership type. 

6.

 Select ‘Add dynamic query’. 

7.

 Select ‘City’ in the Property drop-down box. 

8.

 Select ‘Equals’ in the Operator drop-down box. 

9.

 Enter ‘New York’ as the Value. You should see the following text in the Expression box: user.city -eq "New York" 

10.
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 Click Save to create the group. 

11.

 In the Groups list, select the new group to open the properties page for the group. 

12.

 Select ‘Licenses’. 

13.

 Select the ‘+ Assignments’ link. 

14.

 Tick the box to select the license. 

15.

 Click the Save button to save the changes. 

References: https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/licensing-groups-assign 

 

QUESTION 6

You need to meet the application requirement for App1. 

Which three actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. From the Azure Active Directory admin center, configure the application URL settings. 

B. From the Azure Active Directory admin center, add an enterprise application. 

C. On an on-premises server, download and install the Microsoft AAD Application Proxy connector. 

D. On an on-premises server, install the Hybrid Configuration wizard. 

E. From the Azure Active Directory admin center, configure the Software download settings. 

Correct Answer: ABC 

An on-premises web application named App1 must allow users to complete their expense reports online. App1 must be
available to users from the My Apps portal. 

Application Proxy is a feature of Azure AD that enables users to access on-premises web applications from a remote
client. Application Proxy includes both the Application Proxy service which runs in the cloud, and the Application Proxy 

connector which runs on an on-premises server. Azure AD, the Application Proxy service, and the Application Proxy
connector work together to securely pass the user sign-on token from Azure AD to the web application. 

In this question, we need to add an enterprise application in Azure and configure a Microsoft AAD Application Proxy
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connector to connect to the on-premises web application (App1). 

References: 

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-proxy#how-application-proxy-works 

 

QUESTION 7

Your network contains an on-premises Active Directory domain named contoso.local. The domain contains five domain
controllers. 

Your company purchases Microsoft 365 and creates a Microsoft Azure Active Directory (Azure AD) tenant named
contoso.onmicrosoft.com. 

You plan to implement pass-through authentication. 

You need to prepare the environment for the planned implementation of pass-through authentication. 

Which three actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Modify the email address attribute for each user account. 

B. From the Azure portal, add a custom domain name. 

C. From Active Directory Domains and Trusts, add a UPN suffix. 

D. Modify the User logon name for each user account. 

E. From the Azure portal, configure an authentication method. 

F. From a domain controller, install an Authentication Agent. 

Correct Answer: BCF 

To implement pass-through authentication, you need to install and configure Azure AD Connect. 

The on-premise Active Directory domain is named contoso.local. Before you can configure Azure AD Connect, you
need to purchase a routable domain, for example, contoso.com. You then need to add the domain contoso.com to
Microsoft as a custom domain name. 

The user accounts in the Active Directory domain need to be configured to use the domain name contoso.com as a
UPN suffix. You need to add contoso.com to the Active Directory first by using Active Directory Domains and Trusts to
add contoso.com add a UPN suffix. You can then configure each account to use the new UPN suffix. 

An Authentication Agent is required on a domain controller to perform the authentication when pass-through
authentication is used. When the custom domain and user accounts are configured, you can install and configure Azure
AD Connect. An Authentication Agent is installed when you select the pass-through authentication option in the Azure
AD Connect configuration or you can install the Authentication Agent manually. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-quick-start 
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QUESTION 8

Your network contains an Active Directory domain that spans a number of cities and a multitude of users. 

After acquiring Microsoft 365, you intend to deploy quite a few Microsoft 365 services. 

You want to make sure that pass-through authentication and seamless SSO can be used in your environment. You also
decide that Azure AD Connect won be configured to be in staging mode. 

With regards to redundancy limits, which of the following is the maximum amount of servers that can run Azure AD
Connect? 

A. 1 

B. 3 

C. 5 

D. 7 

Correct Answer: A 

 

 

QUESTION 9

HOTSPOT 

You have a hybrid Microsoft Exchange Online deployment that contains the users shown in the following table. 

Mailbox permissions are assigned as shown in the following table. 

You plan to migrate the mailboxes to Exchange Online by using remote mailbox move requests. The mailboxes will be
migrated in batches as shown in the following table. 
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A cutover migration will be performed for each batch of mailboxes. 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

 

 

QUESTION 10

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 
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others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your network contains an Active Directory domain. 

You deploy a Microsoft Azure Active Directory (Azure AD) tenant. 

Another administrator configures the domain to synchronize to Azure AD. 

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user
accounts synchronized successfully. 

You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully. 

You need to ensure that the 10 user accounts are synchronized to Azure AD. 

Solution: From Azure AD Connect, you modify the filtering settings. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

The question states that "all the user account synchronizations completed successfully". Therefore, we know that Azure
AD Connect is working and configured correctly. The only thing that would prevent the 10 user accounts from being
synchronized is that they are being excluded from the synchronization cycle by a filtering rule. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-filtering 

 

QUESTION 11

Your on-premises network contains five file servers. The file servers host shares that contain user data. 

You plan to migrate the user data to a Microsoft 365 subscription. 

You need to recommend a solution to import the user data into Microsoft OneDrive. 

What should you include in the recommendation? 

A. Configure the settings of the OneDrive client on your Windows 10 device. 

B. Configure the Sync settings in the OneDrive admin center. 

C. Run the SharePoint Hybrid Configuration Wizard. 

D. Run the SharePoint Migration Tool. 

Correct Answer: D 

The SharePoint Migration Tool lets you migrate content to SharePoint Online and OneDrive from the following
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locations: 

1.

 SharePoint Server 2013 

2.

 SharePoint Server 2010 

3.

 Network and local file shares 

Reference: https://docs.microsoft.com/en-us/sharepointmigration/introducing-the-sharepoint-migration-tool 

 

QUESTION 12

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. 

You add an app named App1 to the enterprise applications in contoso.com. 

You need to configure self-service app access for App1. 

What should you do first? 

A. Assign App1 to users and groups. 

B. Add an owner to App1. 

C. Configure the provisioning mode for App1. 

D. Configure an SSO method for App1. 

Correct Answer: C 

The provisioning mode (manual or automatic) needs to be configured for an app before you can enable self-service
application access. Incorrect Answers: 

A: If you\\'re assign App1 to users and groups, the users will not need to use self-service to request access to the App.
They would already have access to the app. 

B: The app does not need an owner. You would configure an owner to delegate control of the app. Without an owner, a
Global Admin could configure self-service. 

D: The SSO method depends on the provisioning mode. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access https://tec
hcommunity.microsoft.com/t5/Azure-Active-Directory-Identity/Employee-Self-Service-App-Access-for-Azure-AD-now-in-
preview/ba-p/243966 

 

QUESTION 13
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SIMULATION 

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few
minutes, and the wait time will not be deducted from your overall test time. 

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a
live environment. While most functionality will be available to you as it would be in a live environment, some
functionality 

(e.g., copy and paste, ability to navigate to external websites) will not be possible by design. 

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn\\'t matter how you
accomplish the task, if you successfully perform it, you will earn credit for that task. 

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are 

able to complete the lab(s) and all other sections of the exam in the time provided. 

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab. 

You may now click next to proceed to the lab. 

Lab information 

Use the following login credentials as needed: 

To enter your username, place your cursor in the Sign in box and click on the username below. 

To enter your password, place your cursor in the Enter password box and click on the password below. 

Microsoft 365 Username:admin@LODSe426243.onmicrosoft.com 

Microsoft 365 Password: 3andYWyjse-6-d 

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser
tab. 

The following information is for technical support purposes only: 

Lab Instance: 10887751 

You hire a new global administrator named Irvin Sayers to manage your Microsoft 365 tenant. 

You need to modify Irvin Sayers to meet the following requirements: 

Uses at least two methods of user authentication 

Has the highest Microsoft Office 365 administrative privileges 

A. See explanation below. 

Correct Answer: A 

You need to assign the Global Admin role to Irvin Sayers. You then need to configure the account to require Multi-
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Factor Authentication (MFA). 

1.

 In the Microsoft 365 admin center, select Users then select Active Users. 

2.

 Select the Irvin Sayers account to open the account properties blade. 

3.

 In the Roles section, click on the ‘Manage roles’ link. 

4.

 Select the ‘Admin center access’ option. 

5.

 Select Global Administrator then click the ‘Save changes’ button. The next step is to enable the account for Multi-
Factor Authentication (MFA). 

1.

 If the Irvin Sayers account is selected in the user accounts list, deselect it (click on the tick icon next to the account
name). Selecting a user account changes the menu options at the top of the page; deselecting the accounts changes
the menu options back. 

2.

 Click on the ‘Multi-factor authentication’ link at the top of the page. 

3.

 In the ‘Multi-factor authentication’ page, select the Irvin Sayers account. 

4.

 Click the ‘Enable’ link on the right side of the page. 

5.

 In the pop-up window, click the ‘enable multi-factor auth’ button. 

 

QUESTION 14

You have a Microsoft 365 E5 subscription that uses Microsoft Teams and SharePoint Online. 

You create a team and a SharePoint Online site for a new project named Project1. 

You need to manage access to the team and the site. The solution must meet the following requirements: 

1. 
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Members of Project1 must be able to control who has access to the team and the site. 

2. 

Only users in the subscription must be able to request access to the team and the site. 

3. 

Access to the team and the site must be removed after 12 months. 

4. 

Access to the team and the site must be reviewed every month. What should you create first? 

A. a catalog 

B. an access review 

C. a Conditional Access policy 

D. an access package 

Correct Answer: C 

 

 

QUESTION 15

You have a Microsoft 365 Enterprise E5 subscription. 

You need to enforce multi-factor authentication on all cloud-based applications for the users in the finance department. 

What should you do? 

A. Create a sign-in risk policy. 

B. Create a new app registration. 

C. Assign an Enterprise Mobility + Security E5 license to the finance department users. 

D. Configure the sign-in status for the user accounts of the finance department users. 

Correct Answer: A 

You can configure a sign-in risk policy that applies to the Finance department users. The policy can be configured to
`Allow access\\' but with multi-factor authentication as a requirement. 

Note: 

There are several versions of this question in the exam. The question has two possible correct answers: 

1.

 Create a sign-in risk policy. 
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2.

 Create a conditional access policy. 

Other incorrect answer options you may see on the exam include the following: 

1.

 Create an activity policy. 

2.

 Create a session policy. 

3.

 Create an app permission policy. 

4.

 Configure the sign-in status for the user accounts of the finance department users. 

5.

 Assign an Enterprise Mobility + Security E5 license to the finance department users. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-sign-in-risk-policy 
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