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QUESTION 1

A network technician recently replaced a managed switch in an enterprise network with a new managed switch. Users
on the switch can communicate with each other but now cannot access other network segments. Which of the following
is the MOST likely reason that the users are unable to access any network segments? 

A. The newly installed switch is defective and must be returned. 

B. The newly installed switch is using a different MAC address than the previous switch. 

C. The technician forgot to change the VTP mode on the new switch to server. 

D. The technician did not use the correct cable when trunking the new switch. 

Correct Answer: D 

 

 

QUESTION 2

In order to limit the number of dynamic addresses of hosts on a network, which of the following can be implemented? 

A. Scope options 

B. Leases 

C. Reservations 

D. DNS suffixes 

Correct Answer: A 

 

 

QUESTION 3

Users inform an administrator that the network is slow. The administrator notices the bulk of the traffic is SIP and RTP
traffic. Which of the following could the administrator do to help BEST alleviate the traffic congestion for the users? 

A. Create an ACL on the switches and routers that are dropping SIP and RTP packets. 

B. Create a QoS policy prioritizing users over RTP and SIP traffic. 

C. Create another VLAN for SIP and RTP traffic. 

D. Create a rule to throttle SIP and RTP to 10Kbps or less. 

Correct Answer: C 

As if we will create a vlan for sip and rtp traffic only this traffic will flow from the ports then . 
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QUESTION 4

A large company has experienced Internet slowdowns as users have increased their use of the Internet. 

Which of the following can the Network Administrator use to determine the amount of bandwidth used by type of
application? 

A. Network maps 

B. Traffic analysis 

C. Syslog 

D. ICMP 

Correct Answer: B 

 

 

QUESTION 5

Which of the following TCP/IP model layers does the OSI model Presentation layer map to? 

A. Transport 

B. Internet 

C. Application 

D. Network Interface 

Correct Answer: C 

The Application layer provides applications the ability to access the services of the other layers and defines the
protocols that applications use to exchange data. There are many Application layer protocols and new protocols are
always being developed. 

 

QUESTION 6

The network technician has recently implemented VLANs on the company network. Ever since this implementation,
sections within the company can no longer share information. While troubleshooting, the technician realizes they are
unable to ping a device from another VLAN. 

Which of the following needs to be configured to fix this problem? 

A. Clear the ARP table 

B. Add host entries on the user\\'s computer 

C. Configure 802.1x trunks on the switches 
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D. Configure 802.1q trunks on the switches 

Correct Answer: D 

 

 

QUESTION 7

A technician is implementing a wireless network at a small business. The business already has a certificate authority
and RADIUS server that they would like the technician to integrate with the wireless network. Additionally, the business
would like to utilize their legacy 802.11b TKIP printers. 

Which of the following configurations should the technician use? 

A. 802.11a with WPA2-Enterprise 

B. 802.11n with WPA-PSK 

C. 802.11n with WPA2-PSK 

D. 802.11g with WPA-Enterprise 

Correct Answer: D 

 

 

QUESTION 8

A company has a remote access VPN and wants to ensure that if a username and password are compromised, the
corporate network will remain secure. Which of the following will allow the company to achieve its security goal? 

A. Posture assessment 

B. Kerberos 

C. TACACS+ 

D. Two-factor authentication 

Correct Answer: D 

 

 

QUESTION 9

The security measure used to reduce vulnerabilities for MOST network devices that require regular application and
monitoring is: 

A. patch management 

B. security limitations 
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C. documentation 

D. social engineering 

Correct Answer: A 

A patch is a piece of software designed to fix security vulnerabilities and other bugs, and improving the usability or
performance. 

 

QUESTION 10

Which of the following would be used to run an instance of a Layer 2 device within an application? 

A. Virtual switch 

B. Virtual router 

C. Virtual PBX 

D. NaaS 

Correct Answer: A 

 

 

QUESTION 11

Which of the following is the MOST secure way to prevent malicious changes to a firewall? 

A. SNMPv2 access only 

B. TELNET access only 

C. SSH access only 

D. Console access only 

Correct Answer: D 

Console access requires physical access to the device, so this is the most secure method. 

 

QUESTION 12

Which of the following network topologies is MOST likely used in remote access VPN? 

A. Point to Point 

B. Bus 

C. Ring 
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D. Mesh 

Correct Answer: A 

 

 

QUESTION 13

A recent flood in the office caused a lot of equipment to be damaged and the manager of the IT department would like a
way to prevent such an incident in the future. Which of the following is the BEST way to mitigate such an equipment
failure? 

A. Reduce the power input on the replacement servers. 

B. Cover the servers with plastic tarps. 

C. Purchase twice as many servers to create high availability clusters. 

D. Transfer the replacement servers offsite to a data center. 

Correct Answer: D 

As we replace replacement servers offsite to datacenter this will cause lower traffic on over lan and will not cause failure
of these server also. 

 

QUESTION 14

Which of the following would the telecommunications carrier use to segregate customer traffic over long fiber links? 

A. VLAN 

B. MPLS 

C. VPN 

D. PSTN 

Correct Answer: B 

MPLS is a mechanism in high-performance telecommunications networks that directs data from one network node to
the next based on short path labels rather than long network addresses, avoiding complex lookups in a routing table.
The labels identify virtual links (paths) between distant nodes rather than endpoints 

 

QUESTION 15

Which of the following connector types is only used with copper media? 

A. ST 

B. SC 
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C. MTRJ 

D. DB-9 

Correct Answer: D 
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