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QUESTION 1

Examine the IPS sensor configuration shown in the exhibit, and then answer the question below. 

An administrator has configured the WINDOS_SERVERS IPS sensor in an attempt to determine 

whether the influx of HTTPS traffic is an attack attempt or not. After applying the IPS sensor, FortiGate is 

still not generating any IPS logs for the HTTPS traffic. 
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What is a possible reason for this? 

A. The IPS filter is missing the Protocol: HTTPS option. 

B. The HTTPS signatures have not been added to the sensor. 

C. A DoS policy should be used, instead of an IPS sensor. 

D. The firewall policy is not using a full SSL inspection profile. 

Correct Answer: D 

 

QUESTION 2

View the exhibit: 

Which statement about the exhibit is true? (Choose two.) 

A. Broadcast traffic received in port1-VLAN10 will not be forwarded to port2-VLAN10. 

B. port-VLAN1 is the native VLAN for the port1 physical interface. 

C. port1-VLAN10 and port2-VLAN10 can be assigned to different VDOMs. 

D. Traffic between port1-VLAN1 and port2-VLAN1 is allowed by default. 

Correct Answer: AC 

 

QUESTION 3

Which statements about DNS filter profiles are true? (Choose two.) 

A. They can inspect HTTP traffic. 

B. They can redirect blocked requests to a specific portal. 

C. They can block DNS requests to known botnet command and control servers. 

D. They must be applied in firewall policies with SSL inspection enabled. 

Latest NSE4_FGT-6.0 Dumps | NSE4_FGT-6.0 VCE Dumps | NSE4_FGT-6.0 Practice Test                             3 / 10

https://www.leads4pass.com/nse4_fgt-6-0.html
https://www.leads4pass.com/nse4_fgt-6-0.html
https://www.leads4pass.com/nse4_fgt-6-0.html


https://www.leads4pass.com/nse4_fgt-6-0.html
2024 Latest leads4pass NSE4_FGT-6.0 PDF and VCE dumps Download

Correct Answer: BC 

 

QUESTION 4

View the exhibit. 

Which of the following statements are correct? (Choose two.) 

A. This setup requires at least two firewall policies with the action set to IPsec. 

B. Dead peer detection must be disabled to support this type of IPsec setup. 

C. The TunnelB route is the primary route for reaching the remote site. The TunnelA route is used only if the TunnelB
VPN is down. 

D. This is a redundant IPsec setup. 

Correct Answer: CD 

 

QUESTION 5

View the exhibit. 
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Based on this output, which statements are correct? (Choose two.) 

A. The all VDOM is not synchronized between the primary and secondary FortiGate devices. 

B. The root VDOM is not synchronized between the primary and secondary FortiGate devices. 

C. The global configuration is synchronized between the primary and secondary FortiGate devices. 

D. The FortiGate devices have three VDOMs. 

Correct Answer: BC 
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QUESTION 6

Examine the following web filtering log. 

Which statement about the log message is true? 

A. The action for the category Games is set to block. 

B. The usage quota for the IP address 10.0.1.10 has expired 

C. The name of the applied web filter profile is default. 

D. The web site miniclip.com matches a static URL filter whose action is set to Warning. 

Correct Answer: C 

 

QUESTION 7

View the exhibit. 

Based on the configuration shown in the exhibit, what statements about application control behavior are true? (Choose
two.) 

A. Access to all unknown applications will be allowed. 

B. Access to browser-based Social.Media applications will be blocked. 

C. Access to mobile social media applications will be blocked. 

D. Access to all applications in Social.Media category will be blocked. 

Correct Answer: AB 

 

QUESTION 8

What types of traffic and attacks can be blocked by a web application firewall (WAF) profile? (Choose three.) 
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A. Traffic to botnetservers 

B. Traffic to inappropriate web sites 

C. Server information disclosure attacks 

D. Credit card data leaks 

E. SQL injection attacks 

Correct Answer: ACE 

 

QUESTION 9

An administrator has configured central DNAT and virtual IPs. Which of the following can be selected in the firewall
policy Destination field? 

A. A VIP group 

B. The mapped IP address object of the VIP object 

C. A VIP object 

D. An IP pool 

Correct Answer: C 

 

QUESTION 10

Which statements about the firmware upgrade process on an active-active HA cluster are true? (Choose two.) 

A. The firmware image must be manually uploaded to each FortiGate. 

B. Only secondary FortiGate devices are rebooted. 

C. Uninterruptable upgrade is enabled by default. 

D. Traffic load balancing is temporally disabled while upgrading the firmware. 

Correct Answer: BD 

 

QUESTION 11

Which of the following are purposes of NAT traversal in IPsec? (Choose two.) 

A. To detect intermediary NAT devices in the tunnel path. 

B. To dynamically change phase 1 negotiation mode aggressive mode. 

C. To encapsulation ESP packets in UDP packets using port 4500. 
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D. To force a new DH exchange with each phase 2 rekey. 

Correct Answer: AC 

 

QUESTION 12

Examine this network diagram: 

Examine this explicit web proxy configuration: 

What filter can be used in the command diagnose sniffer packet to capture the traffic between the client and the explicit
web proxy? 

A. `host 10.0.0.50 and port 8080\\' 
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B. `host 10.0.0.50 and port 80\\' 

C. `host 192.168.0.2 and port 8080\\' 

D. `host 192.168.0.1 and port 80\\' 

Correct Answer: C 

 

QUESTION 13

Examine the network diagram shown in the exhibit, then answer the following question: 

Which one of the following routes is the best candidate route for FGT1 to route traffic from the Workstation to the Web
server? 

A. 172.16.0.0/16 [50/0] via 10.4.200.2, port2 [5/0] 

B. 0.0.0.0/0 [20/0] via 10.4.200.2, port2 

C. 10.4.200.0/30 is directly connected, port2 

D. 172.16.32.0/24 is directly connected, port1 

Correct Answer: D 

 

QUESTION 14

An administrator has configured a route-based IPsec VPN between two FortiGate devices. Which statement about this
IPsec VPN configuration is true? 

A. A phase 2 configuration is not required. 

B. This VPN cannot be used as part of a hub-and-spoke topology. 

C. A virtual IPsec interface is automatically created after the phase 1 configuration is completed. 
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D. The IPsec firewall policies must be placed at the top of the list. 

Correct Answer: C 

 

QUESTION 15

Examine the network diagram shown in the exhibit, and then answer the following question: 

A firewall administrator must configure equal cost multipath (ECMP) routing on FGT1 to ensure both port1 and port3
links are used at the same time for all traffic destined for 172.20.2.0/24. Which of the following static routes will satisfy
this requirement on FGT1? (Choose two.) 

A. 172.20.2.0/24 (1/0) via 10.10.1.2, port1 [0/0] 

B. 172.20.2.0/24 (25/0) via 10.30.3.2, port3 [5/0] 

C. 172.20.2.0/24 (25/0) via 10.10.1.2, port1 [5/0] 

D. 172.20.2.0/24 (1/150) via 10.30.3.2, port3 [10/0] 

Correct Answer: BC 
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