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QUESTION 1

An administrator would like to create an SD-WAN using central management. What steps does the administrator need
to perform to create an SD-WAN using central management? 

A. First create an SD-WAN firewall policy, add member interfaces to the SD-WAN template and create a static route 

B. You must specify a gateway address when you create a default static route 

C. Remove all the interface references such as routes or policies 

D. Enable SD-WAN central management in the ADOM, add member interfaces, create a static route and SD-WAN
firewall policies. 

Correct Answer: D 

 

QUESTION 2

View the following exhibit. 
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Which one of the following statements is true regarding installation targets in use Install On column? 

A. The Install On column value represents successful installation on the managed devices 

B. Policy seq#3 will be installed on all managed devices and VDOMs that are listed under Installation Targets 

C. Policy seq#3 will be installed on the Trainer[NAT] VDOM only 

D. Policy seq#3 will be not installed on any managed device 

Correct Answer: B 

 

QUESTION 3

View the following exhibit: 

How will FortiManager try to get updates for antivirus and IPS? 

A. From the list of configured override servers with ability to fall back to public FDN servers 

B. From the configured override server list only 

C. From the default server fdsl.fortinet.com 

D. From public FDNI server with highest index number only 

Correct Answer: A 

 

QUESTION 4

View the following exhibit. 

When using Install Config option to install configuration changes to managed FortiGate, which of the 

following statements are true? (Choose two.) 
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A. Once initiated, the install process cannot be canceled and changes will be installed on the managed device 

B. Will not create new revision in the revision history 

C. Installs device-level changes to FortiGate without launching the Install Wizard 

D. Provides the option to preview configuration changes prior to installing them 

Correct Answer: AC 

 

QUESTION 5

In the event that the primary FortiManager fails, which of the following actions must be performed to return the
FortiManager HA to a working state? 

A. Secondary device with highest priority will automatically be promoted to the primary role, and manually reconfigure all
other secondary devices to point to the new primary device 

B. Reboot one of the secondary devices to promote it automatically to the primary role, and reconfigure all other
secondary devices to point to the new primary device. 

C. Manually promote one of the secondary devices to the primary role, and reconfigure all other secondary devices to
point to the new primary device. 

D. FortiManager HA state transition is transparent to administrators and does not require any reconfiguration. 

Correct Answer: C 

 

QUESTION 6

An administrator has added all the devices in a Security Fabric group to FortiManager. How does the administrator
identify the root FortiGate? 

A. By a dollar symbol ($) at the end of the device name 

B. By an at symbol (@) at the end of the device name 
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C. By a question mark(?) at the end of the device name 

D. By an Asterisk (*) at the end of the device name 

Correct Answer: D 

 

QUESTION 7

An administrator is unable to log in to FortiManager. Which one of the following troubleshooting step should you take to
resolve the issue? 

A. Make sure FortiManager Access is enabled in the administrator profile 

B. Make sure Offline Mode is disabled 

C. Make sure the administrator IP address is part of the trusted hosts. 

D. Make sure ADOMs are enabled and the administrator has access to the Global ADOM 

Correct Answer: C 

 

QUESTION 8

Which of the following conditions trigger FortiManager to create a new revision history? (Choose two.) 

A. When configuration revision is reverted to previous revision in the revision history 

B. When FortiManager installs device-level changes to a managed device 

C. When FortiManager is auto-updated with configuration changes made directly on a managed device 

D. When changes to device-level database is made on FortiManager 

Correct Answer: CD 

 

QUESTION 9

An administrator wants to delete an address object that is currently referenced in a firewall policy. Which one of the
following statements is true? 

A. FortiManager will not allow the administrator to delete a referenced address object 

B. FortiManager will disable the status of the referenced firewall policy 

C. FortiManager will replace the deleted address object with the none address object in the referenced firewall policy 

D. FortiManager will replace the deleted address object with all address object in the referenced firewall policy 

Correct Answer: C 
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QUESTION 10

View the following exhibit. 

Which of the following statements are true if FortiManager and FortiGate are behind the NAT devices? (Choose two.) 

A. FortiGate is discovered by FortiManager through the FortiGate NATed IP address. 

B. FortiGate can announce itself to FortiManager only if the FortiManager IP address is configured on FortiGate under
central management. 

C. During discovery, the FortiManager NATed IP address is not set by default on FortiGate. 

D. If the FGFM tunnel is torn down, FortiManager will try to re-establish the FGFM tunnel. 

Correct Answer: AD 
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