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QUESTION 1

Examine the output from the \\'diagnose debug authd fsso list\\' command; then answer the question below. 

# diagnose debug authd fsso list --FSSO logons-IP: 192.168.3.1 User: STUDENT Groups: TRAININGAD/ 

USERS Workstation: INTERNAL2. TRAINING. LAB The IP address 192.168.3.1 is NOT the one used by 

the workstation INTERNAL2. TRAINING. 

LAB. 

What should the administrator check? 

A. The IP address recorded in the logon event for the user STUDENT. 

B. The DNS name resolution for the workstation name INTERNAL2. TRAINING. LAB. 

C. The source IP address of the traffic arriving to the FortiGate from the workstation INTERNAL2. TRAINING. LAB. 

D. The reserve DNS lookup forthe IP address 192.168.3.1. 

Correct Answer: C 

 

QUESTION 2

A FortiGate is configured as an explicit web proxy. Clients using this web proxy are reposting DNS errors when
accessing any website. The administrator executes the following debug commands and observes that the n-dns-timeout
counter is increasing: 

What should the administrator check to fix the problem? 

A. The connectivity between the FortiGate unit and the DNS server. 

B. The connectivity between the client workstations and the DNS server. 

C. That DNS traffic from client workstations is allowed by the explicit web proxy policies. 

D. That DNS service is enabled in the explicit web proxy interface. 
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Correct Answer: AB 

 

QUESTION 3

Four FortiGate devices configured for OSPF connected to the same broadcast domain. The first unit is elected as the
designated router The second unit is elected as the backup designated router Under normal operation, how many OSPF
full adjacencies are formed to each of the other two units? 

A. 1 

B. 2 

C. 3 

D. 4 

Correct Answer: B 

 

QUESTION 4

View the exhibit, which contains the output of diagnose sys session list, and then answer the question below. 

If the HA ID for the primary unit is zero (0), which statement is correct regarding the output? 

A. This session is for HA heartbeat traffic. 

B. This session is synced with the slave unit. 

C. The inspection of this session has been offloaded to the slave unit. 

D. This session cannot be synced with the slave unit. 
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Correct Answer: B 

 

QUESTION 5

What is the purpose of an internal segmentation firewall (ISFW)? 

A. It inspects incoming traffic to protect services in the corporate DMZ. 

B. It is the first line of defense at the network perimeter. 

C. It splits the network into multiple security segments to minimize the impact of breaches. 

D. It is an all-in-one security appliance that is placed at remote sites to extend the enterprise network. 

Correct Answer: B 

 

QUESTION 6

An administrator has decreased all the TCP session timers to optimize the FortiGate memory usage. However, after the
changes, one network application started to have problems. During the troubleshooting, the administrator noticed that
the FortiGate deletes the sessions after the clients send the SYN packets, and before the arrival of the SYN/ACKs.
When the SYN/ACK packets arrive to the FortiGate, the unit has already deleted the respective sessions. Which TCP
session timer must be increased to fix this problem? 

A. TCP half open. 

B. TCP half close. 

C. TCP time wait. 

D. TCP session time to live. 

Correct Answer: A 

 

QUESTION 7

Which of the following statements are true regarding the SIP session helper and the SIP application layer gateway
(ALG)? (Choose three.) 

A. SIP session helper runs in the kernel; SIP ALG runs as a user space process. 

B. SIP ALG supports SIP HA failover; SIP helper does not. 

C. SIP ALG supports SIP over IPv6; SIP helper does not. 

D. SIP ALG can create expected sessions for media traffic; SIP helper does not. 

E. SIP helper supports SIP over TCP and UDP; SIP ALG supports only SIP over UDP. 

Correct Answer: BCD 
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QUESTION 8

View the exhibit, which contains the output of get sys ha status, and then answer the question below. 

Which statements are correct regarding the output? (Choose two.) 

A. The slave configuration is not synchronized with the master. 

B. The HA management IP is 169.254.0.2. 

C. Master is selected because it is the only device in the cluster. 

D. port 7 is used the HA heartbeat on all devices in the cluster. 

Correct Answer: AC 

 

QUESTION 9

Two independent FortiGate HA clusters are connected to the same broadcast domain. The administrator has reported
that both clusters are using the same HA virtual MAC address. This creates a duplicated MAC address problem in the
network. What HA setting must be changed in one of the HA clusters to fix the problem? 
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A. Group ID. 

B. Group name. 

C. Session pickup. 

D. Gratuitous ARPs. 

Correct Answer: A 

 

QUESTION 10

View the IPS exit log, and then answer the question below. 

# diagnose test application ipsmonitor 3 

ipsengine exit log" 

pid = 93 (cfg), duration = 5605322 (s) at Wed Apr 19 09:57:26 2017 

code = 11, reason: manual 

What is the status of IPS on this FortiGate? 

A. IPS engine memory consumption has exceeded the model-specific predefined value. 

B. IPS daemon experienced a crash. 

C. There are communication problems between the IPS engine and the management database. 

D. All IPS-related features have been disabled in FortiGate\\'s configuration. 

Correct Answer: B 

 

QUESTION 11

View the exhibit, which contains the partial output of a diagnose command, and then answer the question below. 
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Based on the output, which of the following statements is correct? 

A. Anti-reply is enabled. 

B. DPD is disabled. 

C. Quick mode selectors are disabled. 

D. Remote gateway IP is 10.200.5.1. 

Correct Answer: A 

 

QUESTION 12

Examine the output of the `diagnose sys session list expectation\\' command shown in the exhibit; than answer the
question below. 

Latest NSE7 Dumps | NSE7 Practice Test | NSE7 Braindumps                              7 / 11

https://www.lead4pass.com/nse7.html
https://www.lead4pass.com/nse7.html
https://www.lead4pass.com/nse7.html


https://www.lead4pass.com/nse7.html
2023 Latest lead4pass NSE7 PDF and VCE dumps Download

Which statement is true regarding the session in the exhibit? 

A. It was created by the FortiGate kernel to allow push updates from FotiGuard. 

B. It is for management traffic terminating at the FortiGate. 

C. It is for traffic originated from the FortiGate. 

D. It was created by a session helper or ALG. 

Correct Answer: A 

 

QUESTION 13

Which statement is true regarding File description (FD) conserve mode? 

A. IPS inspection is affected when FortiGate enters FD conserve mode. 

B. A FortiGate enters FD conserve mode when the amount of available description is less than 5%. 

C. FD conserve mode affects all daemons running on the device. 

D. Restarting the WAD process is required to leave FD conserve mode. 

Correct Answer: B 

 

Latest NSE7 Dumps | NSE7 Practice Test | NSE7 Braindumps                              8 / 11

https://www.lead4pass.com/nse7.html
https://www.lead4pass.com/nse7.html
https://www.lead4pass.com/nse7.html


https://www.lead4pass.com/nse7.html
2023 Latest lead4pass NSE7 PDF and VCE dumps Download

QUESTION 14

An administrator added the following Ipsec VPN to a FortiGate configuration: configvpn ipsec phasel -interface 

edit "RemoteSite" set type dynamic set interface "portl" set mode main set psksecret ENC LCVkCiK2E2PhVUzZe next
end config vpn ipsec phase2-interface edit "RemoteSite" set phasel name "RemoteSite" set proposal 3des-sha256 next
end However, the phase 1 negotiation is failing. The administrator executed the IKF real time debug while 

attempting the Ipsec connection. The output is shown in the exhibit. 

What is causing the IPsec problem in the phase 1 ? 

A. The incoming IPsec connection is matching the wrong VPN configuration 

B. The phrase-1 mode must be changed to aggressive 

C. The pre-shared key is wrong 

D. NAT-T settings do not match 

Correct Answer: C 

 

QUESTION 15

View the central management configuration shown in the exhibit, and then answer the question below. 
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Which server will FortiGate choose for antivirus and IPS updates if 10.0.1.243 is experiencing an outage? 

A. 10.0.1.240 

B. One of the public FortiGuard distribution servers 

C. 10.0.1.244 

D. 10.0.1.242 

Correct Answer: B 
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