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QUESTION 1

A FortiGate has two default routes: All Internet traffic is currently using port1. The exhibit shows partial information for
one sample session of Internet traffic from an internal user: 

What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were
changed from 5 to 20? 

A. Session would remain in the session table and its traffic would keep using port1 as the outgoing interface. 

B. Session would remain in the session table and its traffic would start using port2 as the outgoing interface. 

C. Session would be deleted, so the client would need to start a new session. 
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D. Session would remain in the session table and its traffic would be shared between port1 and port2. 

Correct Answer: A 

 

QUESTION 2

Examine the output of the `get router info ospf interface\\' command shown in the exhibit; then answer the question
below. 

Which statements are true regarding the above output? (Choose two.) 

A. The port4 interface is connected to the OSPF backbone area. 

B. The local FortiGate has been elected as the OSPF backup designated router. 

C. There are at least 5 OSPF routers connected to the port4 network. 

D. Two OSPF routers are down in the port4 network. 

Correct Answer: AC 

on BROADCAST network there are 4 neighbors, among which 1*DR +1*BDR. So our FG has 4 neighbors, but create
adjacency only with 2 (with DR and BDR). 2 neighbors DRother (not down). 

 

QUESTION 3

Examine the partial output from the IKE real time debug shown in the exhibit; then answer the question 

below. 
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Why didn\\'t the tunnel come up? 

A. IKE mode configuration is not enabled in the remote IPsec gateway. 

B. The remote gateway\\'s Phase-2 configuration does not match the local gateway\\'s phase-2 configuration. 

C. The remote gateway\\'s Phase-1 configuration does not match the local gateway\\'s phase-1 configuration. 

D. One IPsec gateway is using main mode, while the other IPsec gateway is using aggressive mode. 

Correct Answer: C 

 

QUESTION 4

Which two conditions must be met for a statistic route to be active in the routing table? (Choose two.) 

A. The link health monitor (if configured) is up. 

B. There is no other route, to the same destination, with a higher distance. 

C. The outgoing interface is up. 

D. The next-hop IP address is up. 

Correct Answer: AC 

 

QUESTION 5

Which two statements about FortiManager is true when it is deployed as a local FDS? (Choose two.) 

A. It caches available firmware updates for unmanaged devices. 

B. It can be configured as an update server, or a rating server, but not both. 

C. It supports rating requests from both managed and unmanaged devices. 

D. It provides VM license validation services. 

Correct Answer: AD 

 

QUESTION 6

Refer to the exhibit, which contains partial outputs from two routing debug commands. 
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Why is the port2 default route not in the second command\\'s output? 

A. It has a higher priority value than the default route using port1. 

B. It is disabled in the FortiGate configuration. 

C. It has a lower priority value than the default route using port1. 

D. It has a higher distance than the default route using port1. 

Correct Answer: D 

 

QUESTION 7

A FortiGate device has the following LDAP configuration: 

The administrator executed the `dsquery\\' command in the Windows LDAp server 10.0.1.10, and got the following
output: >dsquery user -samid administrator "CN=Administrator, CN=Users, DC=trainingAD, DC=training, DC=lab"
Based on the output, what FortiGate LDAP setting is configured incorrectly? 

A. cnid. 

B. username. 

C. password. 
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D. dn. 

Correct Answer: B 

https://kb.fortinet.com/kb/viewContent.do?externalId=FD37516 

 

QUESTION 8

An LDAP user cannot authenticate against a FortiGate device. Examine the real time debug output shown in the exhibit
when the user attempted the authentication; then answer the question below. 

Based on the output in the exhibit, what can cause this authentication problem? 

A. User student is not found in the LDAP server. 

B. User student is using a wrong password. 

C. The FortiGate has been configured with the wrong password for the LDAP administrator. 

D. The FortiGate has been configured with the wrong authentication schema. 

Correct Answer: A 

 

 

QUESTION 9

In which two states is a given session categorized as ephemeral? (Choose two.) 

A. A TCP session waiting to complete the three-way handshake. 

B. A TCP session waiting for FIN ACK. 

C. A UDP session with packets sent and received. 
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D. A UDP session with only one packet received. 

Correct Answer: BC 

 

QUESTION 10

When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filter web requests
when the client browser does not provide the server name indication (SNI) extension? 

A. FortiGate uses the requested URL from the user\\'s web browser. 

B. FortiGate uses the CN information from the Subject field in the server certificate. 

C. FortiGate blocks the request without any further inspection. 

D. FortiGate switches to the full SSL inspection method to decrypt the data. 

Correct Answer: B 

 

QUESTION 11

An administrator has configured the following CLI script on FortiManager, which failed to apply any changes to the
managed device after being executed. 

Why didn\\'t the script make any changes to the managed device? 

A. Commands that start with the # sign are not executed. 

B. CLI scripts will add objects only if they are referenced by policies. 

C. Incomplete commands are ignored in CLI scripts. 

D. Static routes can only be added using TCL scripts. 

Correct Answer: A 

https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%
20Manager/2400_Scripts/1000_Script%20samples/02 00_CLI%20scripts+.htm#Error_Messages A sequence of
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FortiGate CLI commands, as you would type them at the command line. A comment line starts with the number sign (#).
A comment line will not be executed. 

 

QUESTION 12

An administrator has configured a FortiGate device with two VDOMs: root and internal. The administrator has also
created and inter-VDOM link that connects both VDOMs. The objective is to have each VDOM advertise some routes to
the other VDOM via OSPF through the inter-VDOM link. What OSPF configuration settings must match in both VDOMs
to have the OSPF adjacency successfully forming? (Choose three.) 

A. Router ID. 

B. OSPF interface area. 

C. OSPF interface cost. 

D. OSPF interface MTU. 

E. Interface subnet mask. 

Correct Answer: BDE 

 

QUESTION 13

Which statement about memory conserve mode is true? 

A. A FortiGate exits conserve mode when the configured memory use threshold reaches yellow. 

B. A FortiGate starts dropping all the new and old sessions when the configured memory use threshold reaches
extreme. 

C. A FortiGate starts dropping new sessions when the configured memory use threshold reaches red 

D. A FortiGate enters conserve mode when the configured memory use threshold reaches red 

Correct Answer: C 

 

QUESTION 14

View the exhibit, which contains a screenshot of some phase-1 settings, and then answer the question below. 
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The VPN is up, and DPD packets are being exchanged between both IPsec gateways; however, traffic cannot pass
through the tunnel. To diagnose, the administrator enters these CLI commands: 

However, the IKE real time debug does not show any output. Why? 

A. The debug output shows phases 1 and 2 negotiations only. Once the tunnel is up, it does not show any more output. 

B. The log-filter setting was set incorrectly. The VPN\\'s traffic does not match this filter. 

C. The debug shows only error messages. If there is no output, then the tunnel is operating normally. 

D. The debug output shows phase 1 negotiation only. After that, the administrator must enable the following real time
debug: diagnose debug application ipsec -1. 

Correct Answer: B 

 

QUESTION 15

View the exhibit, which contains the output of a web diagnose command, and then answer the question below. 
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Which one of the following statements explains why the cache statistics are all zeros? 

A. The administrator has reallocated the cache memory to a separate process. 

B. There are no users making web requests. 

C. The FortiGuard web filter cache is disabled in the FortiGate\\'s configuration. 

D. FortiGate is using a flow-based web filter and the cache applies only to proxy-based inspection. 

Correct Answer: C 
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