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QUESTION 1

Which two tasks are automated using the Install Wizard on FortiManager? (Choose two.) 

A. Installing configuration changes to managed devices 

B. Importing interface mappings from managed devices 

C. Adding devices to FortiManager 

D. Previewing pending configuration changes for managed devices 

Correct Answer: AD 

Reference: https://docs.fortinet.com/document/fortimanager/6.2.0/administration- guide/668612/using-theinstall-wizard-
to-install-device-settings-only 

 

QUESTION 2

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below. 

Latest NSE7_EFW-6.4 Dumps | NSE7_EFW-6.4 Practice Test | NSE7_EFW-6.4 Braindumps                             2 / 10

https://www.lead4pass.com/nse7_efw-6-4.html
https://www.lead4pass.com/nse7_efw-6-4.html
https://www.lead4pass.com/nse7_efw-6-4.html


https://www.lead4pass.com/nse7_efw-6-4.html
2023 Latest lead4pass NSE7_EFW-6.4 PDF and VCE dumps Download

The administrator does not have access to the remote gateway. Based on the debug output, what configuration
changes can the administrator make to the local gateway to resolve the phase 1 negotiation error? 

A. Change phase 1 encryption to 3DES and authentication to SHA128. 

B. Change phase 1 encryption to AES128 and authentication to SHA512. 

C. Change phase 1 encryption to AESCBC and authentication to SHA2. 
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D. Change phase 1 encryption to AES256 and authentication to SHA256. 

Correct Answer: D 

 

QUESTION 3

Examine the following routing table and BGP configuration; then answer the question below. 

TheBGP connection is up, but the local peer is NOT advertising the prefix 192.168.1.0/24. Which configuration change
will make the local peer advertise this prefix? 

A. Enable the redistribution of connected routers into BGP. 

B. Enable the redistribution of static routers into BGP. 

C. Disable the setting network-import-check. 

D. Enable the setting ebgp-multipath. 

Correct Answer: C 

 

QUESTION 4

Which statement about NGFW policy-based application filtering is true? 

A. After the application has been identified, the kernel uses only the Layer 4 header to match the traffic. 

B. The IPS security profile is the only security option you can apply to the security policy with the action set to ACCEPT. 
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C. After IPS identifies the application, it adds an entry to a dynamic ISDB table. 

D. FortiGate will drop all packets until the application can be identified. 

Correct Answer: D 

 

QUESTION 5

Examine the output from the BGP real time debug shown in the exhibit, then the answer the question below: 

Which statements are true regarding the output in the exhibit? (Choose two.) 

A. BGP peers have successfully interchanged Open and Keepalive messages. 

B. Local BGP peer received a prefix for a default route. 

C. The state of the remote BGP peer is OpenConfirm. 

D. The state of the remote BGP peer will go to Connect after it confirms the received prefixes. 

Correct Answer: AB 

 

QUESTION 6

View the exhibit, which contains the output of a debug command, and then answer the question below. 
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Which one of the following statements about this FortiGate is correct? 

A. It is currently in system conserve mode because of high CPU usage. 

B. It is currently in extreme conserve mode because of high memory usage. 

C. It is currently in proxy conserve mode because of high memory usage. 

D. It is currently in memory conserve mode because of high memory usage. 

Correct Answer: D 

 

QUESTION 7

The logs in a FSSO collector agent (CA) are showing the following error: failed to connect to registry: PIKA1026
(192.168.12.232) 

What can be the reason for this error? 

A. The CA cannot resolve the name of the workstation. 

B. The FortiGate cannot resolve the name of the workstation. 

C. The remote registry service is not running in the workstation 192.168.12.232. 

D. The CA cannot reach the FortiGate with the IP address 192.168.12.232. 

Correct Answer: C 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD30548 

 

QUESTION 8

When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the
browser client does not provide the server name indication (SNI) extension? 

A. FortiGate uses CN information from the Subject field in the server\\'s certificate. 

B. FortiGate switches to the full SSL inspection method to decrypt the data. 

C. FortiGate blocks the request without any further inspection. 

D. FortiGate uses the requested URL from the user\\'s web browser. 

Correct Answer: A 

 

QUESTION 9

Which real time debug should an administrator enable to troubleshoot RADIUS authentication problems? 

A. Diagnose debug application radius -1. 
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B. Diagnose debug application fnbamd -1. 

C. Diagnose authd console ?og enable. 

D. Diagnose radius console ?og enable. 

Correct Answer: B 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD32838 

 

QUESTION 10

When does a RADIUS server send an Access-Challenge packet? 

A. The server does not have the user credentials yet. 

B. The server requires more information from the user, such as the token code for two- factor authentication. 

C. The user credentials are wrong. 

D. The user account is not found in the server. 

Correct Answer: B 

 

QUESTION 11

An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the administrator
notices that some of the switches in the network continue to send traffic to the former primary device. The administrator
decides to enable the setting link- failed-signal to fix the problem. 

Which statement about this setting is true? 

A. It sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a
new master after a failover. 

B. It sends a link failed signal to all connected devices. 

C. It disabled all the non-heartbeat interfaces in all HA members for two seconds after a failover. 

D. It forces the former primary device to shut down all its non-heartbeat interfaces for one second, while the failover
occurs. 

Correct Answer: D 

Reference: https://kb.fortinet.com/kb/viewContent.do?externalId=FD40860andsliceId=1 

 

QUESTION 12

Which two statements about an auxiliary session are true? (Choose two.) 

A. With the auxiliary session setting enabled, ECMP traffic is accelerated to the NP6 processor. 
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B. With the auxiliary session setting enabled, two sessions will be created in case of routing change. 

C. With the auxiliary session setting disabled, for each traffic path, FortiGate will use the same auxiliary session. 

D. With the auxiliary session disabled, only auxiliary sessions will be offloaded. 

Correct Answer: CD 

Reference: https://docs.fortinet.com/document/fortigate/7.0.1/administration- guide/14295/controllingreturn-path-with-
auxiliary-session 

 

QUESTION 13

Which statement is true regarding File description (FD) conserve mode? 

A. IPS inspection is affected when FortiGate enters FD conserve mode. 

B. A FortiGate enters FD conserve mode when the amount of available description is less than 5%. 

C. FD conserve mode affects all daemons running on the device. 

D. Restarting the WAD process is required to leave FD conserve mode. 

Correct Answer: B 

 

QUESTION 14

Which of the following statements are correct regarding application layer test commands? (Choose two.) 

A. They are used to filter real-time debugs. 

B. They display real-time application debugs. 

C. Some of them display statistics and configuration information about a feature or process. 

D. Some of them can be used to restart an application. 

Correct Answer: CD 

Application layer test commands don\\'t display info in real time, but they do show statistics and configuration info about
a feature or process. You can also use some of these commands to restart a process or execute a change in its
operation. 

 

QUESTION 15

View the exhibit, which contains a partial routing table, and then answer the question below. 
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Assuming all the appropriate firewall policies are configured, which of the following pings will FortiGate route? (Choose
two.) 

A. Source IP address 10.1.0.24, Destination IP address 10.72.3.20. 

B. Source IP address 10.72.3.27, Destination IP address 10.1.0.52. 

C. Source IP address 10.72.3.52, Destination IP address 10.1.0.254. 

D. Source IP address 10.73.9.10, Destination IP address 10.72.3.15. 

Correct Answer: BC 
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