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QUESTION 1

A FortiGate has two default routes: 

All Internet traffic is currently using port1. The exhibit shows partial information for one sample session of Internet traffic
from an internal user: 

What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were
changed from 5 to 20? 

A. Session would remain in the session table and its traffic would keep using port1 as the outgoing interface. 

B. Session would remain in the session table and its traffic would start using port2 as the outgoing interface. 

C. Session would be deleted, so the client would need to start a new session. 
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D. Session would remain in the session table and its traffic would be shared between port1 and port2. 

Correct Answer: A 

 

QUESTION 2

Four FortiGate devices configured for OSPF connected to the same broadcast domain. The first unit is elected as the
designated router The second unit is elected as the backup designated router Under normal operation, how many OSPF
full adjacencies are formed to each of the other two units? 

A. 1 

B. 2 

C. 3 

D. 4 

Correct Answer: B 

 

QUESTION 3

Examine the following partial outputs from two routing debug commands; then answer the question below: 

Why the default route using port2 is not displayed in the output of the second command? 

A. It has a lower priority than the default route using port1. 

B. It has a higher priority than the default route using port1. 

C. It has a higher distance than the default route using port1. 

D. It is disabled in the FortiGate configuration. 

Correct Answer: A 

 

QUESTION 4
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Examine the output of the `get router info ospf interface\\' command shown in the exhibit; then answer the question
below. 

Which statements are true regarding the above output? (Choose two.) 

A. The port4 interface is connected to the OSPF backbone area. 

B. The local FortiGate has been elected as the OSPF backup designated router. 

C. There are at least 5 OSPF routers connected to the port4 network. 

D. Two OSPF routers are down in the port4 network. 

Correct Answer: AD 

 

QUESTION 5

View the exhibit, which contains the output of a real-time debug, and then answer the question below. 
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Which of the following statements is true regarding this output? (Choose two.) 

A. This web request was inspected using the root web filter profile. 

B. FortiGate found the requested URL in its local cache. 

C. The requested URL belongs to category ID 52. 

D. The web request was allowed by FortiGate. 

Correct Answer: BC 

 

QUESTION 6

Examine the output from the `diagnose vpn tunnel list\\' command shown in the exhibit; then answer the question
below. 
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Which command can be used to sniffer the ESP traffic for the VPN DialUP_0? 

A. diagnose sniffer packet any `port 500\\' 

B. diagnose sniffer packet any `esp\\' 

C. diagnose sniffer packet any `host 10.0.10.10\\' 

D. diagnose sniffer packet any `port 4500\\' 

Correct Answer: B 

 

QUESTION 7

An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator
noticed that some of the switches in the network continue to send traffic to the former primary unit. The administrator
decides to enable the setting link-failed-signal to fix the problem. Which statement is correct regarding this command? 

A. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover
occurs. 

B. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a
new master after a failover. 

C. Sends a link failed signal to all connected devices. 

D. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover. 

Correct Answer: A 
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QUESTION 8

What configuration changes can reduce the memory utilization in a FortiGate? (Choose two.) 

A. Reduce the session time to live. 

B. Increase the TCP session timers. 

C. Increase the FortiGuard cache time to live. 

D. Reduce the maximum file size to inspect. 

Correct Answer: AD 

 

QUESTION 9

When does a RADIUS server send an Access-Challenge packet? 

A. The server does not have the user credentials yet. 

B. The server requires more information from the user, such as the token code for two-factor authentication. 

C. The user credentials are wrong. 

D. The user account is not found in the server. 

Correct Answer: B 

 

QUESTION 10

Examine the following partial outputs from two routing debug commands; then answer the question below. 

# get router info kernel 

tab=254 vf=0 scope=0type=1 proto=11 prio=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 

gwy=10.200.1.254 dev=2(port1) 

tab=254 vf=0 scope=0type=1 proto=11 prio=10 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 

gwy=10.200.2.254 dev=3(port2) 

tab=254 vf=0 scope=253type=1 proto=2 prio=0 0.0.0.0/0.0.0.0/.->10.0.1.0/24 pref=10.0.1.254 

gwy=0.0.0.0 dev=4(port3) 

# get router info routing-table all s*0.0.0.0/0 [10/0] via 10.200.1.254, portl [10/0] via 10.200.2.254, port2, 

[10/0] dO.0.1.0/24 is directly connected, port3 dO.200.1.0/24 is directly connected, portl d0.200.2.0/24 is 

directly connected, port2 Which outbound interface or interfaces will be used by this FortiGate to route web traffic from
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internal users to the Internet? 

A. port! 

B. port2. 

C. Both portl and port2. 

D. port3. 

Correct Answer: B 

 

QUESTION 11

Examine the output of the `get router info ospf neighbor\\' command shown in the exhibit; then answer the question
below. 

Which statements are true regarding the output in the exhibit? (Choose two.) 

A. The interface ToRemote is OSPF network type point-to-point. 

B. The OSPF router with the ID 0.0.0.2 is the designated router for the ToRemote network. 

C. The local FortiGate is the backup designated router for the wan1 network. 

D. The OSPF routers with the IDs 0.0.0.69 and 0.0.0.117 are both designated routers for the wan1 network. 

Correct Answer: AC 

 

QUESTION 12

What is the purpose of an internal segmentation firewall (ISFW)? 

A. It inspects incoming traffic to protect services in the corporate DMZ. 

B. It is the first line of defense at the network perimeter. 

C. It splits the network into multiple security segments to minimize the impact of breaches. 
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D. It is an all-in-one security appliance that is placed at remote sites to extend the enterprise network. 

Correct Answer: B 

 

QUESTION 13

View the global IPS configuration, and then answer the question below. 

Which of the following statements is true regarding this configuration? 

A. IPS will scan every byte in every session. 

B. FortiGate will spawn IPS engine instances based on the system load. 

C. New packets will be passed through without inspection if the IPS socket buffer runs out of memory. 

D. IPS will use the faster matching algorithm which is only available for units with more than 4 GB memory. 

Correct Answer: A 

 

QUESTION 14

The logs in a FSSO collector agent (CA) are showing the following error: 

failed to connect to registry: PIKA1026 (192.168.12.232) 

What can be the reason for this error? 

A. The CA cannot resolve the name of the workstation. 

B. The FortiGate cannot resolve the name of the workstation. 

C. The remote registry service is not running in the workstation 192.168.12.232. 

D. The CA cannot reach the FortiGate with the IP address 192.168.12.232. 

Correct Answer: C 

 

QUESTION 15

Examine the following partial output from a sniffer command; then answer the question below. 
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What is the meaning of the packets dropped counter at the end of the sniffer? 

A. Number of packets that didn\\'t match the sniffer filter. 

B. Number of total packets dropped by the FortiGate. 

C. Number of packets that matched the sniffer filter and were dropped by the FortiGate. 

D. Number of packets that matched the sniffer filter but could not be captured by the sniffer. 

Correct Answer: C 
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