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QUESTION 1

Which activities do local organization security policies cover for a SaaS application? 

A. how the data is backed up in one or more locations 

B. how the application can be used 

C. how the application processes the data 

D. how the application can transit the Internet 

Correct Answer: B 

 

QUESTION 2

Which not-for-profit organization maintains the common vulnerability exposure catalog that is available through their
public website? 

A. Department of Homeland Security 

B. MITRE 

C. Office of Cyber Security and Information Assurance 

D. Cybersecurity Vulnerability Research Center 

Correct Answer: B 

 

QUESTION 3

What is a characteristic of the National Institute Standards and Technology (NIST) defined cloud computing model? 

A. requires the use of only one cloud service provider 

B. enables on-demand network services 

C. requires the use of two or more cloud service providers 

D. defines any network service 

Correct Answer: B 

Cloud computing is not a location but rather a pool of resources that can be rapidly provisioned in an automated, on-
demand manner. 

 

QUESTION 4

Which characteristic of serverless computing enables developers to quickly deploy application code? 

Latest PCCET Dumps | PCCET PDF Dumps | PCCET VCE Dumps                              2 / 10

https://www.lead4pass.com/pccet.html
https://www.lead4pass.com/pccet.html
https://www.lead4pass.com/pccet.html


https://www.lead4pass.com/pccet.html
2023 Latest lead4pass PCCET PDF and VCE dumps Download

A. Uploading cloud service autoscaling services to deploy more virtual machines to run their application code based on
user demand 

B. Uploading the application code itself, without having to provision a full container image or any OS virtual machine
components 

C. Using cloud service spot pricing to reduce the cost of using virtual machines to run their application code 

D. Using Container as a Service (CaaS) to deploy application containers to run their code. 

Correct Answer: B 

"In serverless apps, the developer uploads only the app package itself, without a full container image or any OS
components. The platform dynamically packages it into an image, runs the image in a container, and (if needed)
instantiates the underlying host OS and VM and the hardware required to run them." 

 

QUESTION 5

Which option is a Prisma Access security service? 

A. Compute Security 

B. Firewall as a Service (FWaaS) 

C. Virtual Private Networks (VPNs) 

D. Software-defined wide-area networks (SD-WANs) 

Correct Answer: B 

Prisma Access provides firewall as a service (FWaaS) that protects branch offices from threats while also providing the
security services expected from a next- generation firewall. The full spectrum of FWaaS includes threat prevention, URL
filtering, sandboxing, and more. 

 

QUESTION 6

DRAG DROP 

Match the description with the VPN technology. 

Select and Place: 
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Correct Answer: 

 

QUESTION 7

Which of the following is an AWS serverless service? 

A. Beta 

B. Kappa 

Latest PCCET Dumps | PCCET PDF Dumps | PCCET VCE Dumps                              4 / 10

https://www.lead4pass.com/pccet.html
https://www.lead4pass.com/pccet.html
https://www.lead4pass.com/pccet.html


https://www.lead4pass.com/pccet.html
2023 Latest lead4pass PCCET PDF and VCE dumps Download

C. Delta 

D. Lambda 

Correct Answer: D 

Examples of serverless environments include Amazon Lambda and Azure Functions. Many PaaS offerings, such as
Pivotal Cloud Foundry, also are effectively serverless even if they have not historically been marketed as such. Although
serverless may appear to lack the container-specific, cloud native attribute, containers are extensively used in the
underlying implementations, even if those implementations are not exposed to end users directly. 

 

QUESTION 8

Systems that allow for accelerated incident response through the execution of standardized and automated playbooks
that work upon inputs from security technology and other data flows are known as what? 

A. XDR 

B. STEP 

C. SOAR 

D. SIEM 

Correct Answer: C 

 

QUESTION 9

Why have software developers widely embraced the use of containers? 

A. Containers require separate development and production environments to promote authentic code. 

B. Containers share application dependencies with other containers and with their host computer. 

C. Containers simplify the building and deploying of cloud native applications. 

D. Containers are host specific and are not portable across different virtual machine hosts. 

Correct Answer: C 

 

QUESTION 10

In a traditional data center what is one result of sequential traffic analysis? 

A. simplifies security policy management 

B. reduces network latency 

C. causes security policies to be complex 

D. improves security policy application ID enforcement 
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Correct Answer: C 

Multiple policies, no policy reconciliation tools: Sequential traffic analysis (stateful inspection, application control,
intrusion prevention system (IPS), anti-malware, etc.) in traditional data center security solutions requires a
corresponding security policy or profile, often using multiple management tools. The result is that your security policies
become convoluted as you build and manage a firewall policy with source, destination, user, port, and action; an
application control policy with similar rules; and any other threat prevention rules required. Multiple security policies that
mix positive (firewall) and negative (application control, IPS, and anti-malware) control models can cause security holes
by missing traffic and/or not identifying 

 

QUESTION 11

Which network firewall operates up to Layer 4 (Transport layer) of the OSI model and maintains information about the
communication sessions which have been established between hosts on trusted and untrusted networks? 

A. Group policy 

B. Stateless 

C. Stateful 

D. Static packet-filter 

Correct Answer: C 

Stateful packet inspection firewalls Second-generation stateful packet inspection (also known as dynamic packet
filtering) firewalls have the following characteristics: They operate up to Layer 4 (Transport layer) of the OSI model and
maintain state information about the communication sessions that have been established between hosts on the trusted
and untrusted networks. They inspect individual packet headers to determine source and destination IP address,
protocol (TCP, UDP, and ICMP), and port number (during session establishment only) to determine whether the session
should be allowed, blocked, or dropped based on configured firewall rules. After a permitted connection is established
between two hosts, the firewall creates and deletes firewall rules for individual connections as needed, thus effectively
creating a tunnel that allows traffic to flow between the two hosts without further inspection of individual packets during
the session. This type of firewall is very fast, but it is port-based and it is highly dependent on the trustworthiness of the
two hosts because individual packets aren\\'t inspected after the connection is established. 

 

QUESTION 12

Which type of malware takes advantage of a vulnerability on an endpoint or server? 

A. technique 

B. patch 

C. vulnerability 

D. exploit 

Correct Answer: A 

 

QUESTION 13
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In SecOps, what are two of the components included in the identify stage? (Choose two.) 

A. Initial Research 

B. Change Control 

C. Content Engineering 

D. Breach Response 

Correct Answer: AC 

 

QUESTION 14

Routing Information Protocol (RIP), uses what metric to determine how network traffic should flow? 

A. Shortest Path 

B. Hop Count 

C. Split Horizon 

D. Path Vector 

Correct Answer: B 

Routing Information Protocol (RIP) is an example of a distance-vector routing protocol that uses hop count as its routing
metric. To prevent routing loops, in which packets effectively get stuck bouncing between various router nodes, RIP
implements a hop limit of 15, which limits the size of networks that RIP can support. After a data packet crosses 15
router nodes (hops) between a source and a destination, the destination is considered unreachable. 

 

QUESTION 15

DRAG DROP 

Match the IoT connectivity description with the technology. 

Select and Place: 
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Correct Answer:  
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