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QUESTION 1

An administrator wants multiple web servers in the DMZ to receive connections from the internet. Traffic destined for
206.15.22.9 port 80/TCP needs to be forwarded to the server at 10 1.22 Based on the information shown in the age,
which NAT rule will forward web-browsing traffic correctly? 
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A. B. C. D. 

Correct Answer: A 

 

QUESTION 2

Which Captive Portal mode must be contoured to support MFA authentication? 

A. Single Sign-On 

B. Redirect 

C. Transparent 

D. NTLM 

Correct Answer: B 

 

 

QUESTION 3

Which PAN-OS policy must you configure to force a user to provide additional credential before he is allowed to access
an internal application that contains highly sensitive business data? 

A. Authentication policy 

B. Decryption policy 

C. Security policy 

D. Application Override policy 

Correct Answer: A 

 

 

QUESTION 4

During the packet flow process, which two processes are performed in application identification? (Choose two.) 

A. Application changed from content inspection 

B. session application identified 

C. pattern based application identification 

D. application override policy match 

Correct Answer: BD 
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QUESTION 5

When a malware-infected host attempts to resolve a known command-and-control server, the traffic matches a security
policy with DNS sinhole enabled, generating a traffic log. What will be the destination IP Address in that log entry? 

A. The IP Address of sinkhole.paloaltonetworks.com 

B. The IP Address of the command-and-control server 

C. The IP Address specified in the sinkhole configuration 

D. The IP Address of one of the external DNS servers identified in the anti-spyware database 

Correct Answer: C 

https://live.paloaltonetworks.com/t5/Management-Articles/How-to-Verify-DNS-Sinkhole-Function-is-Working/ta-p/65864 

 

QUESTION 6

An administrator accidentally closed the commit window/screen before the commit was finished. Which two options
could the administrator use to verify the progress or success of that commit task? (Choose two.) 
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A. Option A 

B. Option B 

C. Option C 

D. Option D 
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Correct Answer: ABC 

 

 

QUESTION 7

What are two benefits of nested device groups in panorama? (Choose two ) 

A. overwrites local firewall configuration 

B. requires configuration both function and location for every device 

C. all device groups inherit setting from the Shared group 

D. reuse of the existing Security policy rules and objects 

Correct Answer: BC 

 

QUESTION 8

An administrator logs in to the Palo Alto Networks NGFW and reports and reports that the WebUI is missing the policies
tab. Which profile is the cause of the missing policies tab? 

A. WebUI 

B. Admin Role 

C. Authorization 

D. Authentication 

Correct Answer: B 

 

 

QUESTION 9

View the GlobalProtect configuration screen capture. 

What is the purpose of this configuration? 

A. It forces an internal client to connect to an internal gateway at IP address 192 168 10 1. 
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B. It configures the tunnel address of all internal clients lo an IP address range starting at 192 168 10 1. 

C. It forces the firewall to perform a dynamic DNS update, Which adds the internal gateway\\'s hostname and IP
address to the DNS server. 

D. It enables a Client to perform a reverse DNS lookup on 192 .168. 10 .1. to delect it is an internal client. 

Correct Answer: D 

 

 

QUESTION 10

Which administrative authentication method supports authorization by an external service? 

A. RADIUS 

B. SSH keys 

C. Certification 

D. LDAP 

Correct Answer: B 

 

QUESTION 11

The firewall identified a popular application as a unknown-tcp. Which options are available to identify the application?
(Choose two.) 

A. Create a Security policy to identify the customer application. 

B. Create a customer object for the customer application server to identify the custom application. 

C. Submit an App-ID request to Palo Alto Networks. 

D. Create a custom application. 

Correct Answer: BD 

 

QUESTION 12

Which three file types can be forward to WildMFire for analysis a part of the basic WildMFire service? 

A. .exe 

B. .apk 

C. .dil 

D. .jar 
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E. .pdf 

F. .fon 

Correct Answer: BDE 

 

QUESTION 13

Which three authentication faction factors does PAN-OS software support for MFA? (Choose three.) 

A. Voice 

B. Pull 

C. SMS 

D. Push 

E. Okta Adaptive 

Correct Answer: ABD 

 

 

QUESTION 14

VPN traffic intended for an administrator\\'s Palo Alto Networks NGfW is being maliciously intercepted and retransmitted
by the interceptor. When Creating a VPN tunnel, which protection profile cm be enabled to prevent this malicious
behavior? 

A. zone Protection 

B. Web Application 

C. DoS Protection 

D. Replay 

Correct Answer: A 

 

QUESTION 15

If an administrator wants to decrypt SMTP traffic and possesses the saver\\'s certificate, which SSL decryption mode will
allow the Palo Alto Networks NGFW to inspect traffic to the server? 

A. TLS Bidirectional Inspection 

B. SSL Inbound Inspection 

C. SSH Forward now proxy 
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D. SMTP inbound Decryption 

Correct Answer: C 
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