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QUESTION 1

Which three file types can be forwarded to WildFire for analysis as a part of the basic WildFire service? (Choose three.) 

A. dll 

B. exe 

C. src 

D. apk 

E. pdf 

F. jar 

Correct Answer: DEF 

Reference: https://www.paloaltonetworks.com/documentation/80/wildfire/wf_admin/wildfire- overview/wildfire-file-type-
support 

 

QUESTION 2

An administrator just submitted a newly found piece of spyware for WildFire analysis. The spyware passively monitors
behavior without the user\\'s knowledge. What is the expected verdict from WildFire? 

A. Gray ware 

B. Malware 

C. Spyware 

D. Phishing 

Correct Answer: A 

 

QUESTION 3

Which two virtualized environments support Active/Active High Availability (HA) in PAN-OS 8.0? (Choose two.) 

A. KVM 

B. VMware ESX 

C. VMware NSX 

D. AWS 

Correct Answer: AB 
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QUESTION 4

Refer to the exhibit. 

Which certificates can be used as a Forwarded Trust certificate? 

A. Certificate from Default Trust Certificate Authorities 

B. Domain Sub-CA 

C. Forward_Trust 

D. Domain-Root-Cert 

Correct Answer: A 

 

QUESTION 5

Refer to the exhibit. 
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An administrator cannot see any of the Traffic logs from the Palo Alto Networks NGFW on Panorama reports. The
configuration problem seems to be on the firewall. Which settings, if configured incorrectly, most likely would stop only
Traffic logs from being sent from the firewall to Panorama? 
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A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: D 

 

 

QUESTION 6

Which three firewall states are valid? (Choose three) 

A. Suspended 

B. Passive 

C. Active 

D. Pending 

E. Functional 

Correct Answer: ABC 

 

QUESTION 7

Which three options are supported in HA Lite? (Choose three.) 

A. Virtual link 

B. Active/passive deployment 

C. Synchronization of IPsec security associations 

D. Configuration synchronization 

E. Session synchronization 

Correct Answer: BCD 

Reference: https://www.paloaltonetworks.com/documentation/80/pan-os/web-interface- help/device/device-high-
availability/ha-lite 

 

QUESTION 8

When is it necessary to activate a license when provisioning a new Palo Alto Networks firewall? 
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A. When configuring Certificate Profiles 

B. When configuring GlobalProtect portal 

C. When configuring User Activity Reports 

D. When configuring Antivirus Dynamic Updates 

Correct Answer: D 

 

QUESTION 9

In a virtual router, which object contains all potential routes? 

A. MIB 

B. RIB 

C. SIP 

D. FIB 

Correct Answer: B 

Reference: https://www.google.com/url?sa=tandrct=jandq=andesrc=sandsource=webandcd=10andved=0ahUKEwiOkbf
YzPzXAhVnEJoKHcwVCg4QFghiMAk
andurl=https%3A%2F%2Flive.paloaltonetworks.com%2Ftwzvq79624%2Fattachments%
2Ftwzvq79624%2Fdocumentation_tk b%2F487%2F1%2FRoute%
2520Redistribution%2520and%2520Filtering%2520TechNote%2520- %2520Rev% 2520B.
pdfandusg=AOvVaw0H9qgaJK0oI2xjIJBNo1Km 

 

QUESTION 10

An administrator wants multiple web servers in the DMZ to receive connections initiated from the internet. Traffic
destined for 206.15.22.9 port 80/TCP needs to be forwarded to the server at 10.1.1.22 

Based on the information shown in the image, which NAT rule will forward web-browsing traffic correctly? 
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A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: C 

 

 

QUESTION 11

How does Panorama prompt VMWare NSX to quarantine an infected VM? 

A. HTTP Server Profile 

B. Syslog Server Profile 

C. Email Server Profile 

D. SNMP Server Profile 

Correct Answer: A 

 

QUESTION 12

Which virtual router feature determines if a specific destination IP address is reachable? 

A. Heartbeat Monitoring 

B. Failover 

C. Path Monitoring 

D. Ping-Path 

Correct Answer: C 

Reference: https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/policy/pbf 

 

QUESTION 13

Palo Alto Networks maintains a dynamic database of malicious domains. 

Which two Security Platform components use this database to prevent threats? (Choose two) 

A. Brute-force signatures 

B. BrightCloud Url Filtering 

PCNSE8 PDF Dumps | PCNSE8 VCE Dumps | PCNSE8 Braindumps                              9 / 10

https://www.leads4pass.com/pcnse8.html
https://www.leads4pass.com/pcnse8.html
https://www.leads4pass.com/pcnse8.html


https://www.leads4pass.com/pcnse8.html
2024 Latest leads4pass PCNSE8 PDF and VCE dumps Download

C. PAN-DB URL Filtering 

D. DNS-based command-and-control signatures 

Correct Answer: CD 

 

 

QUESTION 14

A client is concerned about resource exhaustion because of denial-of-service attacks against their DNS servers. Which
option will protect the individual servers? 

A. Enable packet buffer protection on the Zone Protection Profile. 

B. Apply an Anti-Spyware Profile with DNS sinkholing. 

C. Use the DNS App-ID with application-default. 

D. Apply a classified DoS Protection Profile. 

Correct Answer: A 

 

 

QUESTION 15

An administrator encountered problems with inbound decryption. Which option should the administrator investigate as
part of triage? 

A. Security policy rule allowing SSL to the target server 

B. Firewall connectivity to a CRL 

C. Root certificate imported into the firewall with "Trust" enabled 

D. Importation of a certificate from an HSM 

Correct Answer: A 

Reference: https://www.paloaltonetworks.com/documentation/80/pan-os/pan- os/decryption/configure-ssl-inbound-
inspection 
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