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QUESTION 1

According to the principle of purpose limitation, data should not be processed beyond the legitimate purpose defined.
However, further processing is allowed in a few specific cases, provided that appropriate safeguards for the rights and
freedoms of the data subjects are taken. For which purpose is further processing not allowed? 

A. For archiving purposes in the public interest 

B. For generalized statistical purposes 

C. For scientific or historical research purposes 

D. For direct marketing and commercial purposes 

Correct Answer: D 

For archiving purposes in the public interest. Incorrect. With the safeguards in place, further processing is allowed for
archiving purposes in the public interest. 

For direct marketing and commercial purposes. Correct. This is not a purpose that is allowed, if it is not the original
legitimate purpose of the processing. (Literature: A, Chapter 2) 

For generalized statistical purposes. Incorrect. With the safeguards in place, further processing is allowed for
generalized statistical purposes. 

For scientific or historical research purposes. Incorrect. With the safeguards in place, further processing is allowed for
research purposes. 

 

QUESTION 2

What year did the General Data Protection Regulation (GDPR) come into force? 

A. 2016 

B. 2018 

C. 2017 

D. 2019 

Correct Answer: B 

The deadline for companies to adapt and comply with GDPR was May 25, 2018. This is an important date and should
be memorized. It is common to have this question in this exam. 

Article 99 of GDPR 

1.

 This Regulation shall enter into force on the twentieth day following that of its publication in the Official Journal of the
European Union. 

2.
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 It shall apply from 25 May 2018. 

 

QUESTION 3

How is Data Lifecycle Management (DLM) related to data protection? 

A. The DLM makes it possible to create a profile of the data subject. 

B. DLM manages the data flow throughout its life cycle. 

C. DLM makes it possible to know the risks and plans how to mitigate them. 

Correct Answer: B 

It aims to manage the flow of data throughout the life cycle, from collection, processing, sharing, storage and deletion. 

Having the knowledge where the data travels, who is responsible, who has access, helps and a lot to implement
security measures. 

 

QUESTION 4

The General Data Protection Regulation (GDPR) allows processing of personal data only for purposes explicitly
permitted by law. A tax advisor wants to file income tax returns for a neighbor. 

Which of the legitimate grounds in the GDPR applies? 

A. Processing of the personal data is permitted in this case with explicit consent of the data subject. 

B. Processing of the personal data is permitted because this is necessary for compliance with a legal obligation to which
the controller is subject. 

C. Processing of personal data is permitted in the course of a purely personal or household activity. 

Correct Answer: A 

 

QUESTION 5

Which of the following has a data breach under the General Data Protection Regulation (GDPR)? 

A. A processor, after terminating its contract with the controller, deletes personal data. 

B. A collaborator goes away without locking his workstation. 

C. A backup is restored by the controller to a corrupted personal data server. 

D. A notebook with financial reports from a multinational is stolen. 

Correct Answer: B 
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QUESTION 6

What is the main purpose of cookies? 

A. Identify user preferences, identify the user and it can also save login to a website. 

B. Save the browser history, making it easier for the user to access the page again in the future. 

C. Display advertisements directed to the user, using information collected from the browser. 

D. Infect computers so that unsolicited advertisements are displayed in the browser. 

Correct Answer: A 

There are some types of cookies, each with its own purpose. 

Cookies are considered personal data, as they can identify a person. 

They are stored on our computers. 

You may have come across the situation of searching for a particular product on the internet and then 

seeing ads for that product or similar on various websites. 

Cookies are used to provide this information. 

 

QUESTION 7

Which of the following options is provided for in the GDPR and can be made by Member States? 

A. Approve national provisions for implementation of GDPR. 

B. Forcing the controller to notify the data subject of a breach. 

C. Audit controller and processor safety processes. 

D. Penalize controllers and processors. 

Correct Answer: A 

Recital 10 of GDPR states: 

"Regarding the processing of personal data for compliance with a legal obligation, for the performance of a task carried
out in the public interest or in the exercise of official authority vested in the controller, Member States should be allowed
to maintain or introduce national provisions to further specify the application of the rules of this Regulation." 

It also says: "This Regulation also provides a margin of manoeuvre for Member States to specify its rules, including for
the processing of special categories of personal data (`sensitive data\\'). 

However, this does not mean that Member States can approve a rule that goes against a GDPR guideline. Note that
these national provisions are measures to increase the effectiveness of the law. Here is an example the case of Ireland
where it was established that the DPO is responsible for data breaches, something that is not provided for in the
GDPR. 
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QUESTION 8

Personal data shall be adequate, relevant and limited to what is necessary in relation to the purposes for which they are
processed. Which data processing principle is described here? 

A. Purpose limitation 

B. Data minimization 

C. Accuracy 

D. Fairness and transparency 

Correct Answer: B 

Accuracy. Incorrect. Accuracy is the principle that personal data shall be accurate and kept up to date. 

Data minimization. Correct. Data minimization means that personal data shall be adequate, relevant and limited to what
is necessary. (Literature: A, Chapter 2; GDPR Article 5(1)) 

Fairness and transparency. Incorrect. Fairness and transparency mean that personal data shall be processed lawfully,
fairly and in a transparent manner in relation to the data subject. 

Purpose limitation. Incorrect. Purpose limitation means that personal data shall be collected for specified, explicit and
legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing
for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall, in
accordance with GDPR Article 89(1), not be considered to be incompatible with the initial purposes. 

 

QUESTION 9

What is the definition of privacy related to the General Data protection Regulation (GDPR)? 

A. A situation in which one is not observed or distributed by the government or uninvited people. 

B. The right to respect for a person\\'s private and family life, his home and his correspondence. 

C. The fundamental right to respect a person\\'s physical and mental integrity. 

D. The right to be protected against unsolicited intrusion into a computer or network and the processing of personal data
by third parties. 

Correct Answer: B 

 

QUESTION 10

Under what EU legislation is data transfer between the EEA and the U.S.A. allowed? 

A. An adequacy decision based on the Privacy Shield program 

B. An adequacy decision by reason of US domestic legislation 

C. The Transatlantic Trade an Investment Partnership (TTIP) 
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D. The U.S.A.\\'s commitment to join the European Economic Area 

Correct Answer: A 

Reference: https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu_en 

 

QUESTION 11

What is the most important difference between the 95/46/EC and the GDPR? 

A. 95/46/EC applies as law in all EEA member states while the GDPR is a guidance. 

B. 95/46/EC applies to processing of data on EEA residents worldwide and the GDPR does not. 

C. The GDPR applies as law in all EEA member states while 95/46/EC is a guidance. 

D. The GDPR applies to persons and organizations which process personal data within EEA member states. The scope
of 95/46/EC is more restricted in this aspect. 

Correct Answer: D 

 

QUESTION 12

What is the purpose of Data Lifecycle Management (DLM)? 

A. Ensure data integrity and its periodic update 

B. Ensure data confidentiality and availability throughout its useful life. 

C. Ensure that the processing of personal data, throughout its useful life complies with the GDPR 

D. Ensure data confidentiality throughout its useful life, from collection to deletion. 

Correct Answer: C 

It aims to manage the flow of data throughout the life cycle, from collection, processing, sharing, storage and deletion. 

Having the knowledge where the data travels, who is responsible, who has access, helps and a lot to implement
security measures. 

 

QUESTION 13

On July 12, 2016 the European Commission implemented a ruling regarding the transfer of personal data between the
EEA and the US. The ruling is based on the data protection measures described in the EUUS Privacy Shield. What kind
of a ruling is this? 

A. Derogation 

B. Legally binding contract 

C. Treaty superseding the GDPR 
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D. Adequacy decision 

Correct Answer: D 

 

Adequacy decision. Correct. The ruling is an adequacy decision regarding processing in third countries. (Literature: A,
Chapter 7; GDPR Article 45 and Recitals (104) and (106) 

Derogation. Incorrect. A derogation is for specific situations where a transfer is necessary, but there is no ruling
permitting it. (Literature: GDPR Article 49(1)(q)) 

Legally binding contract. Incorrect. The ruling is an adequacy decision. A legally binding contract is between a processor
and a controller. 

Treaty superseding the GDPR. Incorrect. The ruling is an adequacy decision. It does not supersede the GDPR. 

 

QUESTION 14

When personal data are processed, who is ultimately responsible for demonstrating compliance with the GDPR? 

A. Data protection officer (DPO) 

B. Supervisory authority 

C. Processor 

D. Controller 

Correct Answer: D 

Controller. Correct. The controller is responsible for adequate data security measures and must be able to demonstrate
compliance with the GDPR. (Literature:A, Chapter 2) 

Data protection officer (DPO). Incorrect. The DPO has expert knowledge and assists the controller or processor to
monitor internal compliance. 

Processor. Incorrect. The processor is the one who processes personal data according to the instructions of the
controller. The controller remains ultimately responsible though. 

Supervisory authority. Incorrect. The controller needs to demonstrate compliance with the GDPR if requested by the
supervisory authority. 

 

QUESTION 15

Which of these should appear in a Data Protection Impact Assessment (DPIA) according to the General Data Protection
Regulation (GDPR)? 

A. An assessment of the need and proportionality of treatment operations in relation to the objectives. 

B. Data Protection Officer (DPO) contact and responsibilities. 

C. An inventory and the flow of personal data within the organization. 
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D. A survey of other laws that must be taken into account in addition to the GDPR. 

Correct Answer: A 

In its Article 35 the GDPR legislates on the Impact assessment on data protection. 

7) The assessment shall contain at least: 

a) a systematic description of the envisaged processing operations and the purposes of the processing, 

including, where applicable, the legitimate interest pursued by the controller; 

b) an assessment of the necessity and proportionality of the processing operations in relation to the 

purposes; 

c) an assessment of the risks to the rights and freedoms of data subjects referred to in paragraph 1; and 

d) the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure
the protection of personal data and to demonstrate compliance with this Regulation taking into account the rights and
legitimate interests of data subjects and other persons concerned. 
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