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QUESTION 1

Your product is currently deployed in three Google Cloud Platform (GCP) zones with your users divided between the
zones. You can fail over from one zone to another, but it causes a 10-minute service disruption for the affected users.
You typically experience a database failure once per quarter and can detect it within five minutes. You are cataloging
the reliability risks of a new real-time chat feature for your product. You catalog the following information for each risk:
Mean Time to Detect (MTTD) in minutes Mean Time to Repair (MTTR) in minutes Mean Time Between Failure (MTBF)
in days User Impact Percentage 

The chat feature requires a new database system that takes twice as long to successfully fail over between zones. You
want to account for the risk of the new database failing in one zone. What would be the values for the risk of database
failover with the new system? 

A. MTTD: 5 MTTR: 10 MTBF: 90 Impact: 33% 

B. MTTD: 5 MTTR: 20 MTBF: 90 Impact: 33% 

C. MTTD: 5 MTTR: 10 MTBF: 90 Impact: 50% 

D. MTTD: 5 MTTR: 20 MTBF: 90 Impact: 50% 

Correct Answer: C 

 

 

QUESTION 2

You manage an application that is writing logs to Stackdriver Logging. You need to give some team members the ability
to export logs. What should you do? 

A. Grant the team members the IAM role of logging.configWriter on Cloud IAM. 

B. Configure Access Context Manager to allow only these members to export logs. 

C. Create and grant a custom IAM role with the permissions logging.sinks.list and logging.sink.get. 

D. Create an Organizational Policy in Cloud IAM to allow only these members to create log exports. 

Correct Answer: A 

Reference: https://cloud.google.com/logging/docs/access-control 

 

QUESTION 3

You are using Stackdriver to monitor applications hosted on Google Cloud Platform (GCP). You recently deployed a
new application, but its logs are not appearing on the Stackdriver dashboard. 

You need to troubleshoot the issue. What should you do? 

A. Confirm that the Stackdriver agent has been installed in the hosting virtual machine. 
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B. Confirm that your account has the proper permissions to use the Stackdriver dashboard. 

C. Confirm that port 25 has been opened in the firewall to allow messages through to Stackdriver. 

D. Confirm that the application is using the required client library and the service account key has proper permissions. 

Correct Answer: B 

 

 

QUESTION 4

You are running an application on Compute Engine and collecting logs through Stackdriver. You discover that some
personally identifiable information (PII) is leaking into certain log entry fields. All PII entries begin with the text userinfo.
You want to capture these log entries in a secure location for later review and prevent them from leaking to Stackdriver
Logging. What should you do? 

A. Create a basic log filter matching userinfo, and then configure a log export in the Stackdriver console with Cloud
Storage as a sink. 

B. Use a Fluentd filter plugin with the Stackdriver Agent to remove log entries containing userinfo, and then copy the
entries to a Cloud Storage bucket. 

C. Create an advanced log filter matching userinfo, configure a log export in the Stackdriver console with Cloud Storage
as a sink, and then configure a log exclusion with userinfo as a filter. 

D. Use a Fluentd filter plugin with the Stackdriver Agent to remove log entries containing userinfo, create an advanced
log filter matching userinfo, and then configure a log export in the Stackdriver console with Cloud Storage as a sink. 

Correct Answer: A 

 

QUESTION 5

You support a service with a well-defined Service Level Objective (SLO). Over the previous 6 months, your service has
consistently met its SLO and customer satisfaction has been consistently high. Most of your service\\'s operations tasks
are automated and few repetitive tasks occur frequently. You want to optimize the balance between reliability and
deployment velocity while following site reliability engineering best practices. What should you do? (Choose two.) 

A. Make the service\\'s SLO more strict. 

B. Increase the service\\'s deployment velocity and/or risk. 

C. Shift engineering time to other services that need more reliability. 

D. Get the product team to prioritize reliability work over new features. 

E. Change the implementation of your Service Level Indicators (SLIs) to increase coverage. 

Correct Answer: DE 

Reference: https://sre.google/sre-book/service-level-objectives/ 
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QUESTION 6

You use Spinnaker to deploy your application and have created a canary deployment stage in the pipeline. Your
application has an in-memory cache that loads objects at start time. You want to automate the comparison of the canary
version against the production version. How should you configure the canary analysis? 

A. Compare the canary with a new deployment of the current production version. 

B. Compare the canary with a new deployment of the previous production version. 

C. Compare the canary with the existing deployment of the current production version. 

D. Compare the canary with the average performance of a sliding window of previous production versions. 

Correct Answer: D 

Reference: https://cloud.google.com/solutions/automated-canary-analysis-kubernetes-engine-spinnaker 

 

QUESTION 7

You support an application running on App Engine. The application is used globally and accessed from various device
types. You want to know the number of connections. You are using Stackdriver Monitoring for App Engine. What metric
should you use? 

A. flex/connections/current 

B. tcp_ssl_proxy/new_connections 

C. tcp_ssl_proxy/open_connections 

D. flex/instance/connections/current 

Correct Answer: D 

Reference: https://cloud.google.com/monitoring/api/metrics_gcp 

 

QUESTION 8

You are performing a semi-annual capacity planning exercise for your flagship service. You expect a service user
growth rate of 10% month-over-month over the next six months. Your service is fully containerized and runs on Google
Cloud Platform (GCP), using a Google Kubernetes Engine (GKE) Standard regional cluster on three zones with cluster
autoscaler enabled. You currently consume about 30% of your total deployed CPU capacity, and you require resilience
against the failure of a zone. You want to ensure that your users experience minimal negative impact as a result of this
growth or as a result of zone failure, while avoiding unnecessary costs. How should you prepare to handle the predicted
growth? 

A. Verify the maximum node pool size, enable a horizontal pod autoscaler, and then perform a load test to verify your
expected resource needs. 

B. Because you are deployed on GKE and are using a cluster autoscaler, your GKE cluster will scale automatically
regardless of growth rate. 

C. Because you are at only 30% utilization, you have significant headroom and you won\\'t need to add any additional
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capacity for this rate of growth. 

D. Proactively add 60% more node capacity to account for six months of 10% growth rate, and then perform a load test
to make sure you have enough. 

Correct Answer: B 

 

QUESTION 9

You use Cloud Build to build your application. You want to reduce the build time while minimizing cost and development
effort. What should you do? 

A. Use Cloud Storage to cache intermediate artifacts. 

B. Run multiple Jenkins agents to parallelize the build. 

C. Use multiple smaller build steps to minimize execution time. 

D. Use larger Cloud Build virtual machines (VMs) by using the machine-type option. 

Correct Answer: C 

 

 

QUESTION 10

Your organization recently adopted a container-based workflow for application development. Your team develops
numerous applications that are deployed continuously through an automated build pipeline to a Kubernetes cluster in
the production environment. The security auditor is concerned that developers or operators could circumvent automated
testing and push code changes to production without approval. What should you do to enforce approvals? 

A. Configure the build system with protected branches that require pull request approval. 

B. Use an Admission Controller to verify that incoming requests originate from approved sources. 

C. Leverage Kubernetes Role-Based Access Control (RBAC) to restrict access to only approved users. 

D. Enable binary authorization inside the Kubernetes cluster and configure the build pipeline as an attestor. 

Correct Answer: C 

 

QUESTION 11

Your team uses Cloud Build for all CI/CD pipelines. You want to use the kubectl builder for Cloud Build to deploy new
images to Google Kubernetes Engine (GKE). You need to authenticate to GKE while minimizing development effort.
What should you do? 

A. Assign the Container Developer role to the Cloud Build service account. 

B. Specify the Container Developer role for Cloud Build in the cloudbuild.yaml file. 
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C. Create a new service account with the Container Developer role and use it to run Cloud Build. 

D. Create a separate step in Cloud Build to retrieve service account credentials and pass these to kubectl. 

Correct Answer: C 

 

QUESTION 12

You are responsible for the reliability of a high-volume enterprise application. A large number of users report that an
important subset of the application\\'s functionality – a data intensive reporting feature – is consistently failing with an
HTTP 500 error. When you investigate your application\\'s dashboards, you notice a strong correlation between the
failures and a metric that represents the size of an internal queue used for generating reports. You trace the failures to a
reporting backend that is experiencing high I/O wait times. You quickly fix the issue by resizing the backend\\'s
persistent disk (PD). How you need to create an availability Service Level Indicator (SLI) for the report generation
feature. How would you define it? 

A. As the I/O wait times aggregated across all report generation backends 

B. As the proportion of report generation requests that result in a successful response 

C. As the application\\'s report generation queue size compared to a known-good threshold 

D. As the reporting backend PD throughout capacity compared to a known-good threshold 

Correct Answer: C 

 

 

QUESTION 13

Your application artifacts are being built and deployed via a CI/CD pipeline. You want the CI/CD pipeline to securely
access application secrets. You also want to more easily rotate secrets in case of a security breach. What should you
do? 

A. Prompt developers for secrets at build time. Instruct developers to not store secrets at rest. 

B. Store secrets in a separate configuration file on Git. Provide select developers with access to the configuration file. 

C. Store secrets in Cloud Storage encrypted with a key from Cloud KMS. Provide the CI/CD pipeline with access to
Cloud KMS via IAM. 

D. Encrypt the secrets and store them in the source code repository. Store a decryption key in a separate repository and
grant your pipeline access to it. 

Correct Answer: C 

 

QUESTION 14

Your team is designing a new application for deployment into Google Kubernetes Engine (GKE). You need to set up
monitoring to collect and aggregate various application-level metrics in a centralized location. You want to use Google
Cloud Platform services while minimizing the amount of work required to set up monitoring. What should you do? 
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A. Publish various metrics from the application directly to the Stackdriver Monitoring API, and then observe these
custom metrics in Stackdriver. 

B. Install the Cloud Pub/Sub client libraries, push various metrics from the application to various topics, and then
observe the aggregated metrics in Stackdriver. 

C. Install the OpenTelemetry client libraries in the application, configure Stackdriver as the export destination for the
metrics, and then observe the application\\'s metrics in Stackdriver. 

D. Emit all metrics in the form of application-specific log messages, pass these messages from the containers to the
Stackdriver logging collector, and then observe metrics in Stackdriver. 

Correct Answer: C 

 

QUESTION 15

Your company follows Site Reliability Engineering principles. You are writing a postmortem for an incident, triggered by
a software change, that severely affected users. You want to prevent severe incidents from happening in the future.
What should you do? 

A. Identify engineers responsible for the incident and escalate to their senior management. 

B. Ensure that test cases that catch errors of this type are run successfully before new software releases. 

C. Follow up with the employees who reviewed the changes and prescribe practices they should follow in the future. 

D. Design a policy that will require on-call teams to immediately call engineers and management to discuss a plan of
action if an incident occurs. 

Correct Answer: C 
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