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QUESTION 1

Your organization deployed G Suite Enterprise within the last year, with the support of a partner. The deployment was
conducted in three stages: Core IT, Google Guides, and full organization. You have been tasked with developing a
targeted ongoing adoption plan for your G Suite organization. 

What should you do? 

A. Use Google Guides to deliver ad-hoc training to all of their co-workers and reports. 

B. Use Work Insights to gather adoption metrics and target your training exercises. 

C. Use Reports APIs to gather adoption metrics and Gmail APIs to deliver training content directly. 

D. Use a script to monitor Email attachment types and target users that aren\\'t using Drive sharing. 

Correct Answer: A 

 

QUESTION 2

In the years prior to your organization moving to G Suite, it was relatively common practice for users to create consumer
Google accounts with their corporate email address (for example, to monitor Analytics, manage AdSense, and
collaborate in Docs with other partners who were on G Suite.) You were able to address active employees\\' use of
consumer accounts during the rollout, and you are now concerned about blocking former employees who could
potentially still have access to those services even though they don\\'t have access to their corporate email account. 

What should you do? 

A. Contact Google Enterprise Support to provide a list of all accounts on your domain(s) that access non-G Suite
Google services and have them blocked. 

B. Use the Transfer Tool for Unmanaged Accounts to send requests to the former users to transfer their account to your
domain as a managed account. 

C. Provide a list of all active employees to the managers of your company\\'s Analytics, AdSense, etc. accounts, so they
can clean up the respective access control lists. 

D. Provision former user accounts with Cloud Identity licenses, generate a new Google password, and place them in an
OU with all G Suite and Other Google Services disabled. 

Correct Answer: C 

 

QUESTION 3

After making a recent migration to G Suite, you updated your Google Cloud Directory Sync configuration to synchronize
the global address list. Users are now seeing duplicate contacts in their global directory in G Suite. You need to resolve
this issue. 

What should you do? 

A. Train users to use G Suite\\'s merge contacts feature. 
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B. Enable directory contact deduplication in the G Suite Admin panel. 

C. Update shared contact search rules to exclude internal users. 

D. Create a new global directory, and delete the original. 

Correct Answer: A 

 

QUESTION 4

What action should be taken to configure alerting related to phishing attacks? 

A. Set up a Token audit log event alert. 

B. Set up an Admin audit log event alert. 

C. Set up an email settings changed alert. 

D. Set up a suspicious login event alert. 

Correct Answer: D 

Reference: https://support.google.com/a/answer/9104586?hl=en 

 

QUESTION 5

A user does not follow their usual sign-in pattern and signs in from an unusual location. 

What type of alert is triggered by this event? 

A. Suspicious mobile activity alert. 

B. Suspicious login activity alert. 

C. Leaked password alert. 

D. User sign-in alert. 

Correct Answer: B 

Reference: https://support.google.com/a/answer/7102416?hl=en 

 

QUESTION 6

Your Accounts Payable department is auditing software license contracts companywide and has asked you to provide a
report that shows the number of active and suspended users by organization unit, which has been set up to match the
Regions and Departments within your company. You need to produce a Google Sheet that shows a count of all active
user accounts and suspended user accounts by Org unit. 

What should you do? 
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A. From the Admin Console Billing Menu, turn off auto-assign, and then click into Assigned Users and export the data to
Sheets. 

B. From the Admin Console Users Menu, download a list of all Users to Google Sheets, and join that with a list of
ORGIDs pulled from the Reports API. 

C. From the G Suite Reports Menu, run and download the Accounts Aggregate report, and export the data to Google
Sheets. 

D. From the Admin Console Users Menu, download a list of all user info columns and currently selected columns. 

Correct Answer: D 

Reference: https://support.google.com/a/answer/7348070?hl=en 

 

QUESTION 7

Your organization has implemented Single Sign-On (SSO) for the multiple cloud-based services it utilizes. During
authentication, one service indicates that access to the SSO provider cannot be accessed due to invalid information. 

What should you do? 

A. Verify the NameID Element in the SAML Response matches the Assertion Consumer Service (ACS) URL. 

B. Verify the Audience Element in the SAML Response matches the Assertion Consumer Service (ACS) URL. 

C. Verify the Subject attribute in the SAML Response matches the Assertion Consumer Service (ACS) URL. 

D. Verify the Recipient attribute in the SAML Response matches the Assertion Consumer Service (ACS) URL. 

Correct Answer: B 

Reference: https://auth0.com/docs/protocols/saml/saml-configuration/troubleshoot/auth0-as-sp 

 

QUESTION 8

The application development team has come to you requesting that a new, internal, domain-owned G Suite app be
allowed to access Google Drive APIs. You are currently restricting access to all APIs using approved whitelists, per
security policy. You need to grant access for this app. 

What should you do? 

A. Enable all API access for Google Drive. 

B. Enable "trust domain owned apps" setting. 

C. Add OAuth Client ID to Google Drive Trusted List. 

D. Whitelist the app in the G Suite Marketplace. 

Correct Answer: C 
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QUESTION 9

All Human Resources employees at your company are members of the "HR Department" Team Drive. The HR Director
wants to enact a new policy to restrict access to the "Employee Compensation" subfolder stored on that Team Drive to a
small subset of the team. 

What should you do? 

A. Use the Drive API to modify the permissions of the Employee Compensation subfolder. 

B. Use the Drive API to modify the permissions of the individual files contained within the subfolder. 

C. Move the contents of the subfolder to a new Team Drive with only the relevant team members. 

D. Move the subfolder to the HR Director\\'s MyDrive and share it with the relevant team members. 

Correct Answer: B 

 

QUESTION 10

Your organization has been on G Suite Enterprise for one year. Recently, an admin turned on public link sharing for
Drive files without permission from security. Your CTO wants to get better insight into changes that are made to the G
Suite environment. The chief security officer wants that data brought into your existing SIEM system. 

What are two ways you should accomplish this? (Choose two.) 

A. Use the Data Export Tool to export admin audit data to your existing SIEM system 

B. Use Apps Script and the Reports API to export admin audit data to your existing SIEM system. 

C. Use Apps Script and the Reports API to export drive audit data to the existing SIEM system 

D. Use the BigQuery export to send admin audit data to the existing SIEM system via custom code 

E. Use the BigQuery export to send drive audit data to the existing SIEM system via custom code. 

Correct Answer: CE 

 

QUESTION 11

Your CISO is concerned about third party applications becoming compromised and exposing G Suite data you have
made available to them. How could you provide granular insight into what data third party applications are accessing? 

What should you do? 

A. Create a report using the OAuth Token Audit Activity logs. 

B. Create a report using the Calendar Audit Activity logs. 

C. Create a report using the Drive Audit Activity logs. 

D. Create a reporting using the API Permissions logs for Installed Apps. 
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Correct Answer: A 

 

QUESTION 12

Your-company.com recently started using G Suite. The CIO is happy with the deployment, but received notifications that
some employees have issues with consumer Google accounts (conflict accounts). You want to put a plan in place to
address this concern. 

What should you do? 

A. Use the conflict account remove tool to remove the accounts from G Suite. 

B. Rename the accounts to temp@your-company.com, and recreate the accounts. 

C. Ask users to request a new G Suite account from your local admin. 

D. Use the Transfer tool for unmanaged users to find the conflict accounts. 

Correct Answer: A 

 

QUESTION 13

With the help of a partner, you deployed G Suite last year and have seen the rapid pace of innovation and development
within the platform. Your CIO has requested that you develop a method of staying up-to-date on all things G Suite so
that you can be prepared to take advantage of new features and ensure that your organization gets the most out of the
platform. 

What should you do? 

A. Develop a cadence of regular roadmap and business reviews with your partner. 

B. Regularly scan the admin console and keep track of any new features you identify. 

C. Create a Feature Release alert in the Alert Center to be alerted to new functionality. 

D. Put half of your organization on the Rapid Release Schedule to highlight differences. 

Correct Answer: C 

 

QUESTION 14

Your company recently migrated to G Suite and wants to deploy a commonly used third-party app to all of finance. Your
OU structure in G Suite is broken down by department. You need to ensure that the correct users get this app. 

What should you do? 

A. For the Finance OU, enable the third-party app in SAML apps. 

B. For the Finance OU, enable the third-party app in Marketplace Apps. 

C. At the root level, disable the third-party app. For the Finance OU, allow users to install any application from the G
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Suite Marketplace. 

D. At the root level, disable the third-party app. For the Finance OU, allow users to install only whitelisted apps from the
G Suite Marketplace. 

Correct Answer: B 

Reference: https://support.google.com/a/answer/6089179?hl=en 

 

QUESTION 15

You are supporting an investigation that is being conducted by your litigation team. The current default retention policy
for mail is 180 days, and there are no custom mail retention policies in place. The litigation team has identified a user
who is central to the investigation, and they want to investigate the mail data related to this user without the user\\'s
awareness. 

What two actions should you take? (Choose two.) 

A. Move the user to their own Organization Unit, and set a custom retention policy 

B. Create a matter using Google Vault, and share the matter with the litigation team members. 

C. Create a hold on the user\\'s mailbox in Google Vault 

D. Reset the user\\'s password, and share the new password with the litigation team. 

E. Copy the user\\'s data to a secondary account. 

Correct Answer: DE 
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