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QUESTION 1

Which three methods used to map users to IP addresses are supported in Palo Alto Networks firewalls? (Choose
three.) 

A. Client Probing 

B. TACACS 

C. eDirectory monitoring 

D. SNMP server 

E. Lotus Domino 

F. RADIUS 

G. Active Directory monitoring 

Correct Answer: ABF 

Explanation: https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/user- id/user-idconcepts/user-
mapping 

 

QUESTION 2

How often are regularly scheduled update for the Anti-virus Application, Threats, and Wildfire subscription databases
made available by Palo Alto Networks in PAN-OS 8.0? 

A. Anti-Virus (Daily) Application (Weekly), Threats (Daily), Wildfire (5 Minutes) 

B. Anti-Virus (Weekly) Application (Daily), Threats (Daily), Wildfire (5 Minutes) 

C. Anti-Virus (Daily) Application (Weekly), Threats (Weekly), Wildfire (5 Minutes) 

D. Anti-Virus (Weekly) Application (Daily), Threats (Weekly), Wildfire (5 Minutes) 

Correct Answer: C 

 

 

QUESTION 3

Which configuration creates the most comprehensive "best-practice" Anti Spyware profile to prevent command and
Control traffic? 

A. Clone the Strict Anti-Spyware Profile, enable DNS Sinkholing and Passive DNS Monitoring, and deploy this
customized clone 

B. Clone the Default Anti-Spyware Profile and enable DNS Sinkholing and Passive DNS Monitoring, and deploy this
customized clone 
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C. Edit and deploy the Default Anti-Spyware Profile (DNS Sinkholing and Passive DNS Monitoring is already enabled) 

D. Edit and deploy the Strict Anti-Spyware Profile Profile (DNS Sinkholing and Passive DNS Monitoring is already
enabled) 

Correct Answer: A 

 

 

QUESTION 4

Which profile or policy should be applied to protect against port scans from the internet? 

A. An App-ID security policy rule to block traffic sourcing from the untrust zone 

B. Security profiles to security policy rules for traffic sourcing from the untrust zone 

C. Interface management profile on the zone of the ingress interface 

D. Zone protection profile on the zone of the ingress interface 

Correct Answer: D 

 

QUESTION 5

A network covers three geographical areas: Americas, Europe (EMEA), and Asia (APAC). The APAC 

segment of the network consists of nine HA pairs of PA-3060 firewalls, generating a combined log output K 

logs per second. 

Only 14 days of traffic log retention is required. 

Which management and logging solution will be effective and cost-efficient for this segment of the network? 

A. Two M-500s in HA management at the global level, with one M-100 with 4 TB of storage for APAC 

B. Two M-500s in HA management at the global level, and one log collector-mode M-500 with 8 TB of storage for
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APAC 

C. Two M-500s in HA management at the global level, and two log collector-mode M-500s in a log collector group with
16 TB of storage for APAC 

D. Two Dual-mode M-500s in HA for both global management and storage. Each M-500 has 8 TB of storage 

Correct Answer: C 

 

 

QUESTION 6

An administrator needs a PDF summary report that contains information compiled from existing reports 

based on data for the top 5 in each category. 

How often will the Administrator receive the report? 

A. Bi-weekly 

B. Daily 

C. Weekly 

D. Monthly 

Correct Answer: B 

 

 

QUESTION 7

Palo Alto Networks publishes updated Command and Control signatures. How frequently should the related signatures
schedule be set? 

A. Once an hour 

B. Once every minute 

C. Once a week 

D. Once a day 

Correct Answer: D 

 

 

QUESTION 8

What are three best practices for running an Ultimate Test Drive (UTD)? (Choose three.) 
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A. It should be used to create pipeline and customer interest. 

B. It should be used to demonstrate the power of the platform. 

C. The lab documentation should be reviewed and tested. 

D. It should be led by Palo Alto Network employees. 

E. The required equipment should be shipped to lab site in advance. 

Correct Answer: ABC 

 

QUESTION 9

DNS sinkholing helps identify infected hosts on the protected network using DNS traffic in situations where the firewall
cannot see the infected client\\'s DNS query (that is, the firewall cannot see the originator of DNS query) 

Which of the following Statements is true? 

A. DNS Sinkholing requires the Vulnerability Protection Profile be enabled. 

B. Sinkholing malware DNS queries solves this visibilty problem by forging responses to the client host queries directed
at fake domains created in a controlled "Fake Internet" called Zanadu which designed for testing and honeypots. 

C. Infected hosts can then be easily identified in the traffic logs because any host that attempts to connect the sinkhole
IP address are most likely infected with malware. 

D. DNS Sinkholing requires a license SinkHole license in order to activate. 

Correct Answer: C 

 

 

QUESTION 10

How does SSL Forward Proxy decryption work? 

A. SSL Forward Proxy decryption policy decrypts and inspects SSL/TLS traffic from internal users to the web. 

B. The SSL Forward Proxy Firewall creates a certificate intended for the client that is intercepted and altered by the
firewall. 

C. If the server\\'s certificate is signed by a CA that the firewall does not trust, the firewall will use the certificate only on
Forward Trust. 

D. The firewall resides between the internal client and internal server to intercept traffic between the two. 

Correct Answer: A 
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