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QUESTION 1

How can a network engineer export all flow logs and security actions to a security information and event management
(SIEM) system? 

A. Enable syslog on the Instant-On Network (ION) device. 

B. Use a zone-based firewall to export directly through application program interface (API) to the SIEM. 

C. Enable Simple Network Management Protocol (SNMP) on the Instant-On Network (ION) device. 

D. Use the centralized flow data-export tool built into the controller. 

Correct Answer: A 

 

QUESTION 2

What are two benefits provided to an organization using a secure web gateway (SWG)? (Choose two.) 

A. VPNs remain connected, reducing user risk exposure. 

B. Security policies for making internet access safer are enforced. 

C. Access to inappropriate websites or content is blocked based on acceptable use policies. 

D. An encrypted challenge-response mechanism obtains user credentials from the browser. 

Correct Answer: BC 

 

QUESTION 3

Which element of Prisma Access enables both mobile users and users at branch networks to access resources in
headquarters or a data center? 

A. User-ID 

B. private clouds 

C. App-ID 

D. service connections 

Correct Answer: D 

 

QUESTION 4

Which element of a secure access service edge (SASE)-enabled network uses many points of presence to reduce
latency with support of in-country or in-region resources and regulatory requirements? 
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A. cloud-native, cloud-based delivery 

B. converged WAN edge and network security 

C. broad network-edge support 

D. identity and network location 

Correct Answer: A 

 

QUESTION 5

How does SaaS Security Inline provide a consistent management experience? 

A. user credentials required before accessing the resource 

B. uses advanced predictive analysis and machine learning (ML) 

C. automatically forwards samples for WildFire analysis 

D. integrates with existing security 

Correct Answer: D 

 

QUESTION 6

Which product leverages GlobalProtect agents for endpoint visibility and native Prisma SD- WAN integration for remote
sites and branches? 

A. Cloud-Delivered Security Services (CDSS) 

B. WildFire 

C. CloudBlades: 

D. Autonomous Digital Experience Management (ADEM) 

Correct Answer: A 

 

QUESTION 7

In an SD-WAN deployment, what allows customers to modify resources in an automated fashion instead of logging on
to a central controller or using command-line interface (CLI) to manage all their configurations? 

A. dynamic user group (DUG) 

B. DNS server 

C. application programming interface (API) 

D. WildFire 
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Correct Answer: A 

 

QUESTION 8

What allows enforcement of policies based on business intent, enables dynamic path selection, and provides visibility
into performance and availability for applications and networks? 

A. Identity Access Management (IAM) methods 

B. Firewall as a Service (FWaaS) 

C. Instant-On Network (ION) devices 

D. Cloud Access Security Broker (CASB) 

Correct Answer: B 

 

QUESTION 9

A customer currently has 150 Mbps of capacity at a site. Records show that, on average, a total of 30 Mbps of
bandwidth is used for the two links. 

What is the appropriate Prisma SD-WAN license for this site? 

A. 50 Mbps 

B. 175 Mbps 

C. 250 Mbps 

D. 25 Mbps 

Correct Answer: A 

 

QUESTION 10

Which type of access allows unmanaged endpoints to access secured on-premises applications? 

A. manual external gateway 

B. secure web gateway (SWG) 

C. GlobalProtect VPN for remote access 

D. Prisma Access Clientless VPN 

Correct Answer: D 

 

QUESTION 11
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Users connect to a server in the data center for file sharing. The organization wants to decrypt the traffic to this server in
order to scan the files being uploaded and downloaded to determine if malware or sensitive data is being moved by
users. 

Which proxy should be used to decrypt this traffic? 

A. SCP Proxy 

B. SSL Inbound Proxy 

C. SSH Forward Proxy 

D. SSL Forward Proxy 

Correct Answer: B 

 

QUESTION 12

What is an advantage of next-generation SD-WAN over legacy SD-WAN solutions? 

A. It enables definition of the privileges and responsibilities of administrative users in a network. 

B. It allows configuration to forward logs to external logging destinations, such as syslog servers. 

C. It steers traffic and defines networking and security policies from an application-centric perspective, rather than a
packet-based approach. 

D. It provides the ability to push common configurations, configuration updates, and software upgrades to all or a subset
of the managed appliances. 

Correct Answer: C 

 

QUESTION 13

Which application gathers health telemetry about a device and its WiFi connectivity in order to help determine whether
the device or the WiFi is the cause of any performance issues? 

A. data loss prevention (DLP) 

B. remote browser isolation (RBI) 

C. Cortex Data Lake 

D. GlobalProtect 

Correct Answer: C 

 

QUESTION 14

A customer currently uses a third-party proxy solution for client endpoints and would like to migrate to Prisma Access to
secure mobile user internet-bound traffic. 
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Which recommendation should the Systems Engineer make to this customer? 

A. With the explicit proxy license add-on, set up GlobalProtect. 

B. With the mobile user license, set up explicit proxy. 

C. With the explicit proxy license, set up a service connection. 

D. With the mobile user license, set up a corporate access node. 

Correct Answer: B 

 

QUESTION 15

Which component of the secure access service edge (SASE) solution provides complete session protection, regardless
of whether a user is on or off the corporate network? 

A. Zero Trust 

B. threat prevention 

C. single-pass architecture (SPA) 

D. DNS Security 

Correct Answer: A 
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