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QUESTION 1

A security consultant found a SCADA device in one of the VLANs in scope. Which of the following actions would BEST
create a potentially destructive outcome against device? 

A. Launch an SNMP password brute force attack against the device. 

B. Lunch a Nessus vulnerability scan against the device. 

C. Launch a DNS cache poisoning attack against the device. 

D. Launch an SMB exploit against the device. 

Correct Answer: A 

 

QUESTION 2

A penetration tester is perform initial intelligence gathering on some remote hosts prior to conducting a vulnerability 

A. The network is submitted as a /25 or greater and the tester needed to access hosts on two different subnets 

B. The tester is trying to perform a more stealthy scan by including several bogus addresses 

C. The scanning machine has several interfaces to balance the scan request across at the specified rate 

D. A discovery scan is run on the first set of addresses, whereas a deeper, more aggressive scan is run against the
latter host. 

Correct Answer: B 

 

QUESTION 3

A file contains several hashes. Which of the following can be used in a pass-the-hash attack? 

A. NTLMv2 

B. Kerberos 

C. NTLMv1 

D. LMv2 

E. NTLM 

Correct Answer: B 

 

QUESTION 4

An attacker receives a DHCP address and notices the hostname was populated in the corporate DNS server. Which of
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the following BEST describes how the attacker can use this information? 

A. VLAN hopping 

B. DCSync operation 

C. Setting custom SRV records 

D. WPAD attack 

Correct Answer: D 

 

Reference: https://www.sentinelone.com/blog/in-the-wild-wpad-attack-how-threat-actors-abused-flawed-protocol-for-
years/ 

 

QUESTION 5

Which of the following types of physical security attacks does a mantrap mitigate-? 

A. Lock picking 

B. Impersonation 

C. Shoulder surfing 

D. Tailgating 

Correct Answer: D 

 

QUESTION 6

A penetration tester has successfully exploited a vulnerability on an organization\\'s authentication server and now
wants to set up a reverse shell. The penetration tester finds that Netcat is not available on the target. Which of the
following approaches is a suitable option to attempt NEXT? 

A. Run xterm to connect to the X-server of the target. 

B. Attempt to escalate privileges to acquire an interactive shell. 

C. Try to use the /dev/tcp socket. 

D. Attempt to read out/etc/shadow. 

Correct Answer: C 

Reference: https://www.netsparker.com/blog/web-security/understanding-reverse-shells/ 

 

QUESTION 7
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Which of the following can be used to perform online password attacks against RDP? 

A. Hashcat 

B. John the Ripper 

C. Aircrack-ng 

D. Ncrack 

Correct Answer: D 

Reference: https://sushant747.gitbooks.io/total-oscp-guide/content/online_password_cracking.html 

 

QUESTION 8

Which of the following wordlists is BEST for cracking MD5 password hashes of an application\\'s users from a
compromised database? 

A. . /wordlists/rockyou.txt 

B. ./dirb/wordlists/big.txt 

C. ./wfuzz/wordlist\\'\\'vulns/sq1_inj -txt 

D. ./wordlists/raeta3ploit/roet_uaerpass.txt 

Correct Answer: A 

 

QUESTION 9

Given the following HTTP response: 

http/1.0 200 OKServer: ApacheSet-Cookie: AUTHID=879DHUT74D9A7C; http-onlyContent-type: text/htmlConnection:
Close 

Which of the following aspects of an XSS attack would be prevented? 

A. Client-side website defacement 

B. Session hijacking 

C. Cross-site request forgery 

D. JavaScript keylogging 

Correct Answer: A 

Reference: https://securityboulevard.com/2020/08/the-httponly-flag-protecting-cookies-against-xss/ 

 

QUESTION 10
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After gaining initial low-privilege access to a Linux system, a penetration tester identifies an interesting binary in a
user\\'s home folder titled ’’changepass.”

-sr-xr-x 1 root root 6443 Oct 18 2017 /home/user/changepass 

Using “strings" to print ASCII printable characters from changepass, the tester notes the following: 

$ strings changepassexit setuid strcmpGLIBC_2.0 ENV_PATH %s/changepwmalloc strlen 

Given this information, which of the following is the MOST likely path of exploitation to achieve root privileges on the
machine? 

A. Copy changepass to a writable directory and export the ENV_PATH environmental variable to the path of a token-
stealing binary titled changepw. Then run changepass 

B. Create a copy of changepass in the same directory, naming it changpw. Export the ENV_PATH environmental
variable to the path "/home/user\\'. Then run changepass 

C. Export the ENV_PATH environmental variable to the path of a writable directory that contains a token-stealing binary
title changepw 

D. Run changepass within the current directory with sudo after exporting the ENV_PATH environmental variable to the
path of `/usr/local/bin\\' 

Correct Answer: D 

 

 

QUESTION 11

During the information gathering phase, a penetration tester discovers a spreadsheet that contains a domain
administrator\\'s credentials. In addition, port scanning reveals that TCP port 445 was open on multiple hosts. Which of
the following methods would BEST leverage this information? 

A. telnet [target IP] 445 

B. ncat [target IP] 445 

C. nbtstat -a [targetIP] 445 

D. psexec [target IP] 

Correct Answer: A 

 

 

QUESTION 12

A penetration tester has identified a directory traversal vulnerability. Which of the following payloads could have helped
the penetration tester identify this vulnerability? 

A. `or `folder\\' like `file\\';  
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B. || is /tmp/ 

C. ">document.location=/root/ 

D. andand dir C:/ 

E. ../../../../../../../../ 

Correct Answer: E 

Reference: https://www.sciencedirect.com/topics/computer-science/directory-traversal 

 

QUESTION 13

While prioritizing findings and recommendations for an executive summary, which of the following considerations would
De MOST valuable to the client? 

A. Levels of difficulty to exploit identified vulnerabilities 

B. Time taken to accomplish each step 

C. Risk tolerance of the organization 

D. Availability of patches and remediations 

Correct Answer: C 

 

QUESTION 14

A penetration tester discovers Heartbleed vulnerabilities in a target network Which of the following impacts would be a
result of exploiting this vulnerability? 

A. Code execution can be achieved on the affected systems 

B. Man-in-the-middle attacks can be used to eavesdrop cookie contents. 

C. The attacker can steal session IDs to impersonate other users 

D. Public certificate contents can be used lo decrypt traffic 

Correct Answer: C 

 

QUESTION 15

A penetration tester, who is not on the client\\'s network. is using Nmap to scan the network for hosts that are in scope.
The penetration tester is not receiving any response on the command: 

nmap 100.100/1/0-125 

Which of the following commands would be BEST to return results? 
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A. nmap -Pn -sT 100.100.1.0-125 

B. nmap -sF -p 100.100.1.0-125 

C. nmap -sV -oA output 100.100.10-125 

D. nmap 100.100.1.0-125 -T4 

Correct Answer: A 
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