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QUESTION 1

A customer adds a requirement to the scope of a penetration test that states activities can only occur during normal
business hours. Which of the following BEST describes why this would be necessary? 

A. To meet PCI DSS testing requirements 

B. For testing of the customer\\'s SLA with the ISP 

C. Because of concerns regarding bandwidth limitations 

D. To ensure someone is available if something goes wrong 

Correct Answer: D 

 

QUESTION 2

A penetration tester needs to upload the results of a port scan to a centralized security tool. Which of the following
commands would allow the tester to save the results in an interchangeable format? 

A. nmap -iL results 192.168.0.10-100 

B. nmap 192.168.0.10-100-O > results 

C. nmap -A 192.168.0.10-100-oX results 

D. nmap 192.168.0.10-100 | grep "results" 

Correct Answer: C 

 

QUESTION 3

A penetration tester who is conducting a vulnerability assessment discovers that ICMP is disabled on a network
segment. Which of the following could be used for a denial-of- service attack on the network segment? 

A. Smurf 

B. Ping flood 

C. Fraggle 

D. Ping of death 

Correct Answer: C 

Fraggle attack is same as a Smurf attack but rather than ICMP, UDP protocol is used. The prevention of these attacks is
almost identical to Fraggle attack. 

Ref: https://www.okta.com/identity-101/fraggle-attack/ 
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QUESTION 4

The output from a penetration testing tool shows 100 hosts contained findings due to improper patch management.
Which of the following did the penetration tester perform? 

A. A vulnerability scan 

B. A WHOIS lookup 

C. A packet capture 

D. An Nmap scan 

Correct Answer: A 

A vulnerability scan is a type of penetration testing tool that is used to scan a network for vulnerabilities. A vulnerability
scan can detect misconfigurations, missing patches, and other security issues that could be exploited by attackers. In
this case, the output shows that 100 hosts had findings due to improper patch management, which means that the
tester performed a vulnerability scan. 

 

QUESTION 5

A penetration tester has extracted password hashes from the lsass.exe memory process. Which of the following should
the tester perform NEXT to pass the hash and provide persistence with the newly acquired credentials? 

A. Use Patator to pass the hash and Responder for persistence. 

B. Use Hashcat to pass the hash and Empire for persistence. 

C. Use a bind shell to pass the hash and WMI for persistence. 

D. Use Mimikatz to pass the hash and PsExec for persistence. 

Correct Answer: D 

Mimikatz is a credential hacking tool that can be used to extract logon passwords from the LSASS process and pass
them to other systems. Once the tester has the hashes, they can then use PsExec, a command-line utility from
Sysinternals, to pass the hash to the remote system and authenticate with the new credentials. This provides the tester
with persistence on the system, allowing them to access it even after a reboot. "A penetration tester who has extracted
password hashes from the lsass.exe memory process can use various tools to pass the hash and gain access to other
systems using the same credentials. One tool commonly used for this purpose is Mimikatz, which can extract plaintext
passwords from memory or provide a pass-the-hash capability. After gaining access to a system, the tester can use
various tools for persistence, such as PsExec or WMI." (CompTIA PenTest+ Study Guide, p. 186) 

 

QUESTION 6

A company that requires minimal disruption to its daily activities needs a penetration tester to perform information
gathering around the company\\'s web presence. Which of the following would the tester find MOST helpful in the initial
information-gathering steps? (Choose two.) 

A. IP addresses and subdomains 

B. Zone transfers 
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C. DNS forward and reverse lookups 

D. Internet search engines 

E. Externally facing open ports 

F. Shodan results 

Correct Answer: DF 

 

QUESTION 7

A penetration tester is scanning a corporate lab network for potentially vulnerable services. Which of the following Nmap
commands will return vulnerable ports that might be interesting to a potential attacker? 

A. nmap192.168.1.1-5-PU22-25,80 

B. nmap192.168.1.1-5-PA22-25,80 

C. nmap192.168.1.1-5-PS22-25,80 

D. nmap192.168.1.1-5-Ss22-25,80 

Correct Answer: C 

PS/PA/PU/PY are host discovery flags which use TCP SYN/ACK, UDP or SCTP discovery respectively. And since the
ports in the options are mostly used by TCP protocols, then it\\'s either the PS or PA flag. But since we need to know if
the ports are live, sending SYN packet is a better alternative. Hence, I choose PS in this case. 

 

QUESTION 8

A penetration tester has completed an analysis of the various software products produced by the company under
assessment. The tester found that over the past several years the company has been including vulnerable third-party
modules in multiple products, even though the quality of the organic code being developed is very good. Which of the
following recommendations should the penetration tester include in the report? 

A. Add a dependency checker into the tool chain. 

B. Perform routine static and dynamic analysis of committed code. 

C. Validate API security settings before deployment. 

D. Perform fuzz testing of compiled binaries. 

Correct Answer: A 

 

QUESTION 9

Given the following script: 
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Which of the following BEST characterizes the function performed by lines 5 and 6? 

A. Retrieves the start-of-authority information for the zone on DNS server 10.10.10.10 

B. Performs a single DNS query for www.comptia.org and prints the raw data output 

C. Loops through variable b to count the results returned for the DNS query and prints that count to screen 

D. Prints each DNS query result already stored in variable b 

Correct Answer: D 

 

QUESTION 10

A penetration tester has found indicators that a privileged user\\'s password might be the same on 30 different Linux
systems. Which of the following tools can help the tester identify the number of systems on which the password can be
used? 

A. Hydra 

B. John the Ripper 

C. Cain and Abel 

D. Medusa 

Correct Answer: D 

Both Hydra and Medusa can be used for that same purpose: 

THC Hydra is a brute-force cracking tool for remote authentication services. It supports many protocols, including telnet,
FTP, LDAP, SSH, SNMP, and others. 

Medusa is a Parallel, Modular and Speedy method for brute-force which issued for remote authentication. Following are
the applications and protocols like modular design, Thread based parallel testing and flexible user input and protocols
are 

AFP, CVS, FTP, HTTP, IMAP etc. 
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QUESTION 11

In Python socket programming, SOCK_DGRAM type is: 

A. reliable. 

B. matrixed. 

C. connectionless. 

D. slower. 

Correct Answer: C 

Connectionless due to the Datagram portion mentioned so that would mean its using UDP. 

 

QUESTION 12

DRAG DROP 

You are a penetration tester reviewing a client\\'s website through a web browser. 

INSTRUCTIONS 

Review all components of the website through the browser to determine if vulnerabilities are present. 

Remediate ONLY the highest vulnerability from either the certificate, source, or cookies. 

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. 
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Correct Answer: 
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QUESTION 13

A penetration tester ran a simple Python-based scanner. The following is a snippet of the code: Which of the following
BEST describes why this script triggered a `probable port scan` alert in the organization\\'s IDS? 
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A. sock.settimeout(20) on line 7 caused each next socket to be created every 20 milliseconds. 

B. *range(1, 1025) on line 1 populated the portList list in numerical order. 

C. Line 6 uses socket.SOCK_STREAM instead of socket.SOCK_DGRAM 

D. The remoteSvr variable has neither been type-hinted nor initialized. 

Correct Answer: B 

Port randomization is widely used in port scanners. By default, Nmap randomizes the scanned port order (except that
certain commonly accessible ports are moved near the beginning for efficiency reasons) https://nmap.org/book/man-
portspecification.html 

 

QUESTION 14

An assessor wants to run an Nmap scan as quietly as possible. Which of the following commands will give the LEAST
chance of detection? 

A. nmap -"T3 192.168.0.1 

B. nmap - "P0 192.168.0.1 

C. nmap - T0 192.168.0.1 

D. nmap - A 192.168.0.1 

Correct Answer: C 

 

QUESTION 15

A penetration tester gives the following command to a systems administrator to execute on one of the target servers: 

rm-f /var/www/html/G679h32gYu.php 

Which of the following BEST explains why the penetration tester wants this command executed? 
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A. To trick the systems administrator into installing a rootkit 

B. To close down a reverse shell 

C. To remove a web shell after the penetration test 

D. To delete credentials the tester created 

Correct Answer: C 
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