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QUESTION 1

A security analyst is reviewing the following packet capture of an attack directed at a company\\'s server located in the
DMZ: 

Which of the following ACLs provides the BEST protection against the above attack and any further attacks from the
same IP, while minimizing service interruption? 

A. DENY TCO From ANY to 172.31.64.4 

B. Deny UDP from 192.168.1.0/24 to 172.31.67.0/24 

C. Deny IP from 192.168.1.10/32 to 0.0.0.0/0 

D. Deny TCP from 192.168.1.10 to 172.31.67.4 

Correct Answer: C 

 

QUESTION 2

A security administrator must implement a system to ensure that invalid certificates are not used by a custom developed
application. The system must be able to check the validity of certificates even when internet access is unavailable.
Which of the following MUST be implemented to support this requirement? 

A. CSR 

B. OCSP 

C. CRL 

D. SSH 

Correct Answer: C 

 

QUESTION 3

Which of the following are methods to implement HA in a web application server environment? (Select two.) 

A. Load balancers 

B. Application layer firewalls 

C. Reverse proxies 
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D. VPN concentrators 

E. Routers 

Correct Answer: AB 

 

QUESTION 4

An attacker discovers a new vulnerability in an enterprise application. The attacker takes advantage of the vulnerability
by developing new malware. After installing the malware, the attacker is provided with access to the infected machine.
Which of the following is being described? 

A. Zero-day explogt 

B. Remote code execution 

C. Session hijacking 

D. Command injection 

Correct Answer: A 

 

QUESTION 5

A remote user (User1) is unable to reach a newly provisioned corporate windows workstation. The system administrator
has been given the following log files from the VPN, corporate firewall and workstation host. Which of the following is
preventing the remote user from being able to access the workstation? 

A. Network latency is causing remote desktop service request to time out 

B. User1 has been locked out due to too many failed passwords 

C. Lack of network time synchronization is causing authentication mismatches 

D. The workstation has been compromised and is accessing known malware sites 

E. The workstation host firewall is not allowing remote desktop connections 

Correct Answer: B 

 

QUESTION 6

A security administrator is tasked with implementing centralized management of all network devices. Network
administrators will be required to logon to network devices using their LDAP credentials. All command executed by
network administrators on network devices must fall within a preset list of authorized commands and must be logged to
a central facility. Which of the following configuration commands should be implemented to enforce this requirement? 

A. LDAP server 10.55.199.3 

B. CN=company, CN=com, OU=netadmin, DC=192.32.10.233 

Latest RC0-501 Dumps | RC0-501 PDF Dumps | RC0-501 VCE Dumps                                3 / 8

https://www.lead4pass.com/rc0-501.html
https://www.lead4pass.com/rc0-501.html
https://www.lead4pass.com/rc0-501.html


https://www.lead4pass.com/rc0-501.html
2023 Latest lead4pass RC0-501 PDF and VCE dumps Download

C. SYSLOG SERVER 172.16.23.50 

D. TACAS server 192.168.1.100 

Correct Answer: B 

 

QUESTION 7

A database backup schedule consists of weekly full backups performed on Saturday at 12:00 a.m. and daily differential
backups also performed at 12:00 a.m. If the database is restored on Tuesday afternoon, which of the following is the
number of individual backups that would need to be applied to complete the database recovery? 

A. 1 

B. 2 

C. 3 

D. 4 

Correct Answer: B 

 

QUESTION 8

A manager suspects that an IT employee with elevated database access may be knowingly modifying financial
transactions for the benefit of a competitor. Which of the following practices should the manager implement to validate
the concern? 

A. Separation of duties 

B. Mandatory vacations 

C. Background checks 

D. Security awareness training 

Correct Answer: A 

 

QUESTION 9

During a recent audit, it was discovered that several user accounts belonging to former employees were still active and
had valid VPN permissions. Which of the following would help reduce the amount of risk the organization incurs in this
situation in the future? 

A. Time-of-day restrictions 

B. User access reviews 

C. Group-based privileges 

D. Change management policies 
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Correct Answer: B 

 

QUESTION 10

Joe, a technician, is working remotely with his company provided laptop at the coffee shop near his home. Joe is
concerned that another patron of the coffee shop may be trying to access his laptop. Which of the following is an
appropriate control to use to prevent the other patron from accessing Joe\\'s laptop directly? 

A. full-disk encryption 

B. Host-based firewall 

C. Current antivirus definitions 

D. Latest OS updates 

Correct Answer: B 

 

QUESTION 11

An analyst wants to implement a more secure wireless authentication for office access points. Which of the following
technologies allows for encrypted authentication of wireless clients over TLS? 

A. PEAP 

B. EAP 

C. WPA2 

D. RADIUS 

Correct Answer: A 

EAP by itself is only an authentication framework. 

PEAP (Protected Extensible Authentication Protocol) fully encapsulates EAP and is designed to work within a TLS
(Transport Layer Security) tunnel that may be encrypted but is authenticated. The primary motivation behind the
creation of 

PEAP was to help correct the deficiencies discovered within EAP since that protocol assumes that the communications
channel are protected. As a result, when EAP messages are able to be discovered in the "clear" they do not provide the 

protection that was assumed when the protocol was originally authored. PEAP, EAP-TTLS, and EAP-TLS "protect"
inner EAP authentication within SSL/TLS sessions. 

 

QUESTION 12

Two users need to send each other emails over unsecured channels. The system should support the principle of non-
repudiation. Which of the following should be used to sign the user\\'s certificates? 

A. RA 
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B. CA 

C. CRL 

D. CSR 

Correct Answer: B 

 

QUESTION 13

A security analyst wishes to increase the security of an FTP server. Currently, all traffic to the FTP server is
unencrypted. Users connecting to the FTP server use a variety of modern FTP client software. The security analyst
wants to keep the same port and protocol, while also still allowing unencrypted connections. Which of the following
would BEST accomplish these goals? 

A. Require the SFTP protocol to connect to the file server. 

B. Use implicit TLS on the FTP server. 

C. Use explicit FTPS for connections. 

D. Use SSH tunneling to encrypt the FTP traffic. 

Correct Answer: C 

 

QUESTION 14

Before an infection was detected, several of the infected devices attempted to access a URL that was similar to the
company name but with two letters transported. Which of the following BEST describes the attack vector used to infect
the devices? 

A. Cross-site scripting 

B. DNS poisoning 

C. Typo squatting 

D. URL hijacking 

Correct Answer: C 

 

QUESTION 15

An organization\\'s file server has been virtualized to reduce costs. Which of the following types of backups would be
MOST appropriate for the particular file server? 

A. Snapshot 

B. Full 

C. Incremental 
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D. Differential 

Correct Answer: C 
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