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QUESTION 1

A malicious active intermediary intercepts a message sent between two services. What concerns are raised by such an
attack? 

A. The integrity of the message can be compromised 

B. The confidentiality of the message can be compromised 

C. the message can be routed to a different destination 

D. All of the above. 

Correct Answer: D 

 

QUESTION 2

Because of a new security requirement, all messages received by Service A need to be logged. This requirement needs
to be expressed in a policy that is part of Service A\\'s service contract. However, the addition of this policy must not
impact existing service consumers that have already formed dependencies on Service A\\'s service contract. 

How can this be accomplished? 

A. The policy can be centralized and isolated into a separate policy document that is linked to the service contract. 

B. The policy can be expressed using a digital certificate that is added to the service contract. 

C. The policy can be expressed using an ignorable policy assertion that is added to the service contract. 

D. None of the above. 

Correct Answer: C 

 

QUESTION 3

The service contract for Service A uses an XML schema that does not specify the maximum length for the
CustomerAddress XML element. A service consumer sends a message that contains a very long string of characters
inside the CustomerAddress XML element. 

This can be an indication of what types of attacks? 

A. XML parser attack 

B. Buffer overrun attack 

C. Insufficient authorization attack 

D. XPath injection attack 

Correct Answer: AB 

S90-19A PDF Dumps | S90-19A VCE Dumps | S90-19A Practice Test                                2 / 8

https://www.lead4pass.com/S90-19A.html
https://www.lead4pass.com/S90-19A.html
https://www.lead4pass.com/S90-19A.html


https://www.lead4pass.com/S90-19A.html
2023 Latest lead4pass S90-19A PDF and VCE dumps Download

 

QUESTION 4

As an SOA security specialist you are being asked to educate an IT team about how to best design security policies for
a given set of services. 

Which of the following recommendations are valid? 

A. common security requirements can be centralized into shared security policies 

B. security policies are defined by using WSDL and XML Schema industry standards together 

C. security policies can be decoupled from service logic 

D. security policies can be part of service contracts and are therefore subject to the Service Loose Coupling principle 

Correct Answer: ACD 

 

QUESTION 5

A utility service is responsible for encapsulating a legacy database and providing centralized access to the database for
any of its service consumers. However, it is discovered that several service consumers are accessing the database
directly. This is considered a security concern because much of the data in the database is classified as sensitive. 

How can this concern be addressed? 

A. The Trusted Subsystem pattern can be applied to establish an architecture whereby service consumers are required
to access the utility service in order to gain access to the data in the database 

B. Service agents can be added to route messages to an authentication broker. That way, only authorized service
consumers would get access to the database. 

C. The Message Screening pattern can be applied so that messages sent to the utility service are inspected at runtime. 

D. None of the above. 

Correct Answer: A 

 

QUESTION 6

Service A has recently been the victim of XPath injection attacks. Messages sent between Service A and Service C
have traditionally been protected via transport-layer security. A redesign of the service composition architecture
introduces Service B, which is positioned as an intermediary service between Service A and Service C. The Message
Screening pattern was applied to the design of Service B. As part of the new service composition architecture, transport-
layer security is replaced with message-layer security for all services, but Service A and Service C continue to share the
same encryption key. After the new service composition goes live, Service A continues to be subjected to XPath
injection attacks. 

What is the reason for this? 

A. The message screening logic can only work for Service C. Therefore, Service A is not protected. 

S90-19A PDF Dumps | S90-19A VCE Dumps | S90-19A Practice Test                                3 / 8

https://www.lead4pass.com/S90-19A.html
https://www.lead4pass.com/S90-19A.html
https://www.lead4pass.com/S90-19A.html


https://www.lead4pass.com/S90-19A.html
2023 Latest lead4pass S90-19A PDF and VCE dumps Download

B. Because message-layer security is being used, it is not possible for the message screening logic in Service B to
inspect messages without having the encryption key that is shared by Service A and Service C. 

C. XPath injection attacks are not prevented by message screening logic or message- layer security. 

D. None of the above. 

Correct Answer: B 

 

QUESTION 7

Within a service composition, two Web services are using certificates in order to ensure message integrity and
sender\\'s authenticity. The certificates are included with every message exchange. Recently, the performance of these
message exchanges has degraded. 

How can the performance be improved without compromising message integrity and message authenticity? 

A. Use WS-Trust based SAML tokens by introducing an authenticationbroker 

B. Use WS-SecureConversation security context tokens that make use of sessionkeys and symmetric cryptography 

C. Because the services are part of the same service composition, there are no message integrity or message
authenticity requirements. Therefore,the certificates can be removed 

D. None of the above 

Correct Answer: B 

 

QUESTION 8

A security architecture needs to be created in order to guarantee that messages that are sent to Service A must comply
to a security policy that is published as part of Service A\\'s service contract. 

The application of which of the following patterns will fulfill this requirement? 

A. Message Screening 

B. Brokered Authentication 

C. Exception Shielding 

D. None of the above 

Correct Answer: D 

 

QUESTION 9

An attacker is able to gain access to a service and invokes the service. Upon executing the service logic, the attacker is
able to gain access to underlying service resources, including a private database. The attacker proceeds to delete data
from the database. 
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The attacker has successfully executed which type of attack? 

A. exception generation attack 

B. insufficient authorization attack 

C. denial of service attack 

D. None of the above. 

Correct Answer: B 

 

QUESTION 10

The use of parameterized expressions can help avoid which type of attack? 

A. XML parser attack 

B. Buffer overrun attack 

C. XPath injection attack 

D. Exception generation attack 

Correct Answer: C 

 

QUESTION 11

Which of the following statements regarding the usage of security tokens for authentication and authorization are true? 

A. Security tokens can be validated without resorting to pre-shared secrets. 

B. Security tokens issued by a token issuer in the same security domain can be used with a different token issuer in a
different security domain in order to get access to services in that domain. 

C. Security token issuance and cancellation are done by the relying party. 

D. Security tokens can only be issued by a legitimate token issuer. 

Correct Answer: AB 

 

QUESTION 12

The use of a perimeter service can centralize authentication and authorization logic and it can also prevent direct
access to other services positioned behind a firewall. 

A. True 

B. False 

Correct Answer: A 
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QUESTION 13

Which of the following can directly contribute to making a service composition architecture more vulnerable to attacks? 

A. Reliance on intermediaries 

B. Reliance on transport-layer security 

C. Reliance on open networks 

D. All of the above 

Correct Answer: D 

 

QUESTION 14

Service A, residing outside the private network of an organization, provides logic that sanitizes message error
information on behalf of other services that reside inside the private network, behind a firewall. 

Where is the vulnerability in this architecture? 

A. There is no central management of error messages. Instead, policy enforcement points should be used so that all
services are required to comply with a policy that states that any error message generated needs to be free of sensitive
data. 

B. The sanitization logic resides outside the private network. Therefore, if communication between Service A and the
services within the private network is compromised, an attacker can get access to sensitive data from non-sanitized
messages generated by services inside the private network. 

C. There is no single sign-on mechanism in place, which puts all services (within and outside the private network) at
risk. 

D. None of the above. 

Correct Answer: B 

 

QUESTION 15

When applying the Exception Shielding pattern, which of the following are valid options for implementing exception
shielding logic? 

A. as part of the core service logic 

B. within a service agent 

C. within a utility service 

D. All of the above. 

Correct Answer: D 
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