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QUESTION 1

A company build an application that gives users the ability to check in to places they visit, rank the places, and add
reviews about their experiences. The application is successful and is experiencing a rapid increase in the number of
users 

every month. 

The company uses a single Amazon RDS for MySQL DB instance for its database. The company fears that the
database might not be able to handle the load for the upcoming month because the DB instance has activated alarms
that are 

related to resource exhaustion. 

A solutions architect must design a solution that prevents service interruptions at the database layer. The solutions
architect also must minimize any changes to code. Which solution meets these requirements? 

A. Create RDS read replicas. Redirect read-only traffic to the read replica endpoints 

B. Create an Amazon EMR cluster. Migrate the data to a Hadoop Distributed File System (HDFS) with a replication
factor of 3. 

C. Create an Amazon ElastiCache cluster. Redirect all read-only traffic to the cluster. Set up the cluster to be deployed
in three Availability Zones 

D. Turn on the Multi-AZ feature for the DB instance. Redirect read-only traffic to the standby replica endpoint. 

Correct Answer: A 

 

QUESTION 2

A company is designing an application to run in a VPC on AWS The application consists of Amazon EC2 instances that
tun in private subnets as part of an Auto Scaling group The application also includes a Network Load Balancer that 

extends across public subnets The application stores data in an Amazon RDS OB instance 

The company has attached a security group that is named "web-servers\\' to the EC2 instances. The company has
attached a security group that is named "database" to the DB Instance. 

How should a solutions architect configure the communication between the EC2 instances and the DB instance? 

A. Configure the "web-servers* security group (o allow access lo the OB instance\\'s current IP addresses Configure the
"database" security group to allow access from the current set of IP addresses in use by the EC instances 

B. Configure the "web-servers" security group to allow access to the "database" security group Configure the "database"
security group to allow access from the "web-servers" security group 

C. Configure the "web-servers" security group to allow access to the DB instance\\'s current IP addresses Configure the
"database" security group to allow access from the Auto Scaling group 

D. Configure the "web servers" security group to allow access to the "database" security group Configure the "database"
security group to allow access from the Auto Scaling group 
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Correct Answer: C 

 

QUESTION 3

A solutions architect is designing the cloud architecture for a new application that is being deployed on AWS. The
application\\'s users will interactively download and upload files. Files that are more than 90 days old will be accessed
less frequently than newer files, but all files need to be instantly available. The solutions architect must ensure that the
application can scale to store petabytes of data with maximum durability. 

Which solution meets these requirements? 

A. Store the files in Amazon S3 Standard. Create an S3 Lifecycle policy that moves objects that are more than 90 days
old to S3 Glacier. 

B. Store the tiles in Amazon S3 Standard. Create an S3 Lifecycle policy that moves objects that are more than 90 days
old to S3 Standard-Infrequent Access (S3 Standard-IA). 

C. Store the files in Amazon Elastic Block Store (Amazon EBS) volumes. Schedule snapshots of the volumes. Use the
snapshots to archive data that is more than 90 days old. 

D. Store the files in RAID-striped Amazon Elastic Block Store (Amazon EBS) volumes. Schedule snapshots of the
volumes. Use the snapshots to archive data that is more than 90 days old. 

Correct Answer: B 

Reference: https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-examples.html 

 

QUESTION 4

A global company plans to track and store information about local allergens in aj Amazon DynamoDB table and query
this data from its website The website traffic will fluctuate The combined read capacity units (RCUs) and write capacity
units (WCUs) will range from 10 per second to 10.000 per second, depending on the severity of the conditions for the
given day A solutions architect must design a solution that avoids throttling issues and manages capacity efficiently The
solution also must provide the ability to set a maximum number of capacity units 

What should the solutions architect do to meet these requirements? 

A. Use provisioned capacity mode Set the table\\'s maximum RCUs to 10.000 

B. Use provisioned capacity mode. Configure a scaling policy in DynamoDB auto scaling 

C. Use on-demand capacity mode Set the table\\'s maximum RCUs to 10,000. 

D. Use on-demand capacity mode for a couple of months Then switch to provisioned capacity mode 

Correct Answer: B 

 

QUESTION 5

A company has developed a new content-sharing application that runs on Amazon Elastic Container Service (Amazon
ECS). The application runs on Amazon Linux Docker tasks that use the Amazon EC2 launch type. The application
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requires a storage solution that has the following characteristics: 

1.

 Accessibility (or multiple ECS tasks through bind mounts 

2.

 Resiliency across Availability Zones 

3.

 Burslable throughput of up to 3 Gbps 

4.

 Ability to be scaled up over time 

Which storage solution meets these requirements? 

A. Launch an Amazon FSx for Windows File Server Multi-AZ instance. Configure the ECS task definitions to mount the
Amazon FSx instance volume at launch. 

B. Launch an Amazon Elastic File System (Amazon EFS) instance. Configure the ECS task definitions to mount the
EFS Instance volume at launch. 

C. Create a Provisioned IOPS SSD (io2) Amazon Elastic Block Store (Amazon EBS) volume with Multi-Attach set to
enabled. Attach the EBS volume to the ECS EC2 instance Configure ECS task definitions to mount the EBS instance
volume at launch. 

D. Launch an EC2 instance with several Provisioned IOPS SSD (k>2) Amazon Elastic Block Store (Amazon EBS)
volumes attached m a RAID 0 configuration. Configure the EC2 instance as an NFS storage server. Configure ECS task
definitions to mount the volumes at launch. 

Correct Answer: B 

 

QUESTION 6

A solution architect is using an AWS CloudFormation template to deploy a three-tier web application. The web
application consist of a web tier and an application that stores and retrieves user data in Amazon DynamoDB tables.
The web and application tiers are hosted on Amazon EC2 instances, and the database tier is not publicly accessible.
The application EC2 instances need to access the Dynamo tables Without exposing API credentials in the template. 

What should the solution architect do to meet the requirements? 

A. Create an IAM role to read the DynamoDB tables. Associate the role with the application instances by referencing an
instance profile. 

B. Create an IAM role that has the required permissions to read and write from the DynamoDB tables. Add the role to
the EC2 instance profile, and associate the instances profile with the application instances. 

C. Use the parameter section in the AWS CloudFormation template to have the user input access and secret keys from
an already-created IAM user that has the required permissions to read and write from the DynamoDB tables. 

D. Create an IAM user in the AWS CloudFormation template that has the required permissions to read and write from
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the DynamoDB tables. Use the GetAtt function to retrieve the access secret keys, and pass them to the application
instances through the user data. 

Correct Answer: B 

 

QUESTION 7

A company\\'s near-real-time streaming application is running on AWS As (he data is ingested a job runs on the data
and takes 30 minutes to complete The workload frequently experiences high latency due to large amounts of incoming
data A solutions architect needs to design a scalable and serverless solution to enhance performance 

Which combination of steps should the solutions architect take? (Select TWO) 

A. Use Amazon Kinesis Data Firehose to ingest the data 

B. Use AWS Lambda with AWS Step Functions to process the data 

C. Use AWS Database Migration Service (AWS DMS) to ingest the data 

D. Use Amazon EC2 instances in an Auto Scaling group to process the data 

E. Use AWS Fargate with Amazon Elastic Container Service (Amazon ECS) to process the data. 

Correct Answer: AB 

 

 

QUESTION 8

A solutions architect needs to allow developers to have SSH connectivity to web servers The requirements are as
follows 

1.

 Limit access to users originating from the corporate network. 

2.

 Web servers cannot have SSH access directly from the internet. 

3.

 Web servers reside in a private subnet. 

Which combination of steps must the architect complete to meet these requirements? (Select TWO.) 

A. Create a bastion host that authenticates users against the corporate directory 

B. Create a bastion host with security group rules that only allow traffic from the corporate network. 

C. Attach an 1AM role to the bastion host with relevant permissions 

D. Configure the web servers\\' security group to allow SSH traffic from a bastion host. 
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E. Deny all SSH traffic from the corporate network in the inbound network ACL. 

Correct Answer: AE 

 

QUESTION 9

An application is running on an Amazon EC2 instance and must have millisecond latency when running the workload.
The application makes many small reads and writes to the file system, but the file system itself is small. Which Amazon
Elastic Block Store (Amazon EBS) volume type should a solutions architect attach to their EC2 instance? 

A. Cold HDD (sc1) 

B. General Purpose SSD (gp2) 

C. Provisioned IOPS SSD (io1) 

D. Throughput Optimized HDD (st1) 

Correct Answer: C 

Reference: https://aws.amazon.com/blogs/database/best-storage-practices-for-running-production-workloadson-hosted-
databases-with-amazon-rds-or-amazon-ec2/ 

 

QUESTION 10

A company runs a shopping application lhat uses Amazon DynamoDB to store customer information. In case of data
corruption, a solutions architect needs to design a solution that meets a recovery point objective (RPO) of 15 minutes
and a recovery time objective (RTO> of 1 hour. 

What should the solutions architect recommend to meet these requirements? 

A. Configure DynamoDB global tables. For RPO recovery, point the application to a different AWS Region. 

B. Configure DynamoDB point-in-time recovery. For RPO recovery, restore to the desired point in time. 

C. Export the DynamoDB data to Amazon S3 Glacier on a daily basis. For RPO recovery, import the data from S3
Glacier to DynamoDB. 

D. Schedule Amazon Elastic Block Store (Amazon EBS) snapshots for the DynamoDB table every 15 minutes. For RPO
recovery, restore the DynamoDB table by using the EBS snapshot. 

Correct Answer: B 

 

 

QUESTION 11

An entertainment company is using Amazon DynamoDB to store media metadata. The application Is read intensive and
experience delays The company does not have staff to handle additional operational overhead and needs to Improve
the performance efficiency of DynamoDB without reconfiguring the application 
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What should a solutions architect recommend to meet this requirement? 

A. Use Amazon ElastiCache for Redis 

B. Use Amazon DynamoDB Accelerator (DAX). 

C. Replicate data by using DynamoDB global tables 

D. Use Amazon ElasoCache for Merncached with Auto Discovery enabled 

Correct Answer: B 

 

QUESTION 12

A company has an ecommerce application that stores data in an on-premises SQL database. The company has
decided to migrate this database to AWS. However as part of the migration, the company wants to find a way to attain
sub-millisecond responses to common read requests. 

A solutions architect knows that the increase in speed is paramount and that a small percentage of stale data returned
in the database reads is acceptable. 

What should the solutions architect recommend? 

A. Build Amazon RDS read replicas. 

B. Build the database as a larger instance type. 

C. Build a database cache using Amazon ElastiCache 

D. Build a database cache using Amazon Elasticsearch Service (Amazon ES) 

Correct Answer: C 

 

 

QUESTION 13

A company has migrated several applications to AWS in the past 3 months. The company wants to know the breakdown
of costs for each of these applications. The company wants to receive a regular report that includes this information.
Which solution will meet these requirements MOST cost-effectively? 

A. Use AWS Budgets to download data for the past 3 months into a csv file. Look up the desired information. 

B. Load AWS Cost and Usage Reports into an Amazon RDS DB instance. Run SQL queries to get the desired
information. 

C. Tag all the AWS resources with a key for cost and a value of the application\\'s name. Activate cost allocation tags.
Use Cost Explorer to get the desired information. 

D. Tag all the AWS resources with a key for cost and a value of the application\\'s name. Use the AWS Billing and Cost
Management console to download bills for the past 3 months. Look up the desired information. 

Correct Answer: C 
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QUESTION 14

A company is working with an external vendor that requires write access to the company\\'s Amazon Simple Queue
Service (Amazon SQS) queue. The vendor has its own AWS account. What should a solutions architect do to
implement least privilege access? 

A. Update the permission policy on the SQS queue to give write access to the vendor\\'s AWS account. 

B. Create an IAM user with write access to the SQS queue and share the credentials for the IAM user. 

C. Update AWS Resource Access Manager to provide write access to the SQS queue from the vendor\\'s AWS
account. 

D. Create a cross-account role with access to all SQS queues and use the vendor\\'s AWS account in the trust
document for the role 

Correct Answer: D 

 

QUESTION 15

A solutions architect is designing a new service behind Amazon API Gateway The request patterns for the service will
be unpredictable and can change suddenly from 0 requests to over 500 per second The total size of the data that needs
to be persisted in a backend database is currently less than 1 GB with unpredictable future growth Data can be queried
using simple key-value requests 

Which combination of AWS services would meet these requirements? (Select TWO ) 

A. AWS Fargate 

B. AWS Lambda 

C. Amazon DynamoDB 

D. Amazon EC2 Auto Scaling 

E. MySQL-compatible Amazon Aurora 

Correct Answer: AC 

https://aws.amazon.com/about-aws/whats-new/2017/11/amazon-api-gateway-supports-endpoint-integrations-with-
private-vpcs/ 
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