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QUESTION 1

HOTSPOT 

You have an Azure Storage account that will be accessed by multiple Azure Function apps during the development of
an application. 

You need to hide Azure Defender alerts for the storage account. 

Which entity type and field should you use in a suppression rule? To answer, select the appropriate options in the
answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Reference: https://techcommunity.microsoft.com/t5/azure-security-center/suppression-rules-for-azure-security-center-
alerts-are-now/ba-p/1404920 

 

QUESTION 2

DRAG DROP 

You have an Azure subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains two users
named User1 and User2. 

You plan to deploy Azure Defender. 

You need to enable User1 and User2 to perform tasks at the subscription level as shown in the following table. 
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The solution must use the principle of least privilege. 

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may
be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view
content. 

Select and Place: 

Correct Answer: 
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QUESTION 3

Your company uses Azure Sentinel. 

A new security analyst reports that she cannot assign and dismiss incidents in Azure Sentinel. 

You need to resolve the issue for the analyst. The solution must use the principle of least privilege. 

Which role should you assign to the analyst? 

A. Azure Sentinel Responder 

B. Logic App Contributor 

C. Azure Sentinel Contributor 

D. Azure Sentinel Reader 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/roles 

 

QUESTION 4

You are configuring Azure Sentinel. 

You need to send a Microsoft Teams message to a channel whenever an incident representing a sign-in risk event is
activated in Azure Sentinel. 

Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution. 
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NOTE: Each correct selection is worth one point. 

A. Enable Entity behavior analytics. 

B. Associate a playbook to the analytics rule that triggered the incident. 

C. Enable the Fusion rule. 

D. Add a playbook. 

E. Create a workbook. 

Correct Answer: AB 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/enable-entity-behavior-analytics
https://docs.microsoft.com/en-us/azure/sentinel/automate-responses-with-playbooks 

 

QUESTION 5

You have a suppression rule in Azure Security Center for 10 virtual machines that are used for testing. The virtual
machines run Windows Server. 

You are troubleshooting an issue on the virtual machines. 

In Security Center, you need to view the alerts generated by the virtual machines during the last five days. 

What should you do? 

A. Change the rule expiration date of the suppression rule. 

B. Change the state of the suppression rule to Disabled. 

C. Modify the filter for the Security alerts page. 

D. View the Windows event logs on the virtual machines. 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/security-center/alerts-suppression-rules 

 

QUESTION 6

DRAG DROP 

You create a new Azure subscription and start collecting logs for Azure Monitor. 

You need to configure Azure Security Center to detect possible threats related to sign-ins from suspicious IP addresses
to Azure virtual machines. The solution must validate the configuration. 

Which three actions should you perform in a sequence? To answer, move the appropriate actions from the list of action
to the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 

Reference: https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation 

 

QUESTION 7

DRAG DROP 

You are investigating an incident by using Microsoft 365 Defender. 

You need to create an advanced hunting query to count failed sign-in authentications on three devices named
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CFOLaptop, CEOLaptop, and COOLaptop. 

How should you complete the query? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Select and Place: 

Correct Answer:  
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QUESTION 8

A user wants to sign in from a location which has never been used by the other users in your organization. Which
anomaly detection policy will you use if you need to receive a security alert ? 

A. Activity from infrequent country 

B. Activity from anonymous IP addresses 

C. Impossible travel 

D. Malware detection 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy 

 

QUESTION 9

You are responsible for responding to Azure Defender for Key Vault alerts. 

During an investigation of an alert, you discover unauthorized attempts to access a key vault from a Tor exit node. 

What should you configure to mitigate the threat? 
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A. Key Vault firewalls and virtual networks 

B. Azure Active Directory (Azure AD) permissions 

C. role-based access control (RBAC) for the key vault 

D. the access policy settings of the key vault 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/azure/key-vault/general/network-security 

 

QUESTION 10

DRAG DROP 

A company wants to analyze by using Microsoft 365 Apps. 

You need to describe the connected experiences the company can use. 

Which connected experiences should you describe? To answer, drag the appropriate connected experiences to the
correct description. Each connected experience may be used once, more than once, or not at all. You may need to drag
the 

split between panes or scroll to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 
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Correct Answer:  

SC-200 PDF Dumps | SC-200 VCE Dumps | SC-200 Braindumps                             11 / 15

https://www.lead4pass.com/sc-200.html
https://www.lead4pass.com/sc-200.html
https://www.lead4pass.com/sc-200.html


https://www.lead4pass.com/sc-200.html
2023 Latest lead4pass SC-200 PDF and VCE dumps Download

 

QUESTION 11

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have Linux virtual machines on Amazon Web Services (AWS). 

You deploy Azure Defender and enable auto-provisioning. 

You need to monitor the virtual machines by using Azure Defender. 

Solution: You manually install the Log Analytics agent on the virtual machines. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-machines?pivots=azure-arc 

 

QUESTION 12
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Your company has an on-premises network that uses Microsoft Defender for Identity. 

The Microsoft Secure Score for the company includes a security assessment associated with unsecure Kerberos
delegation. 

You need remediate the security risk. 

What should you do? 

A. Install the Local Administrator Password Solution (LAPS) extension on the computers listed as exposed entities. 

B. Modify the properties of the computer objects listed as exposed entities. 

C. Disable legacy protocols on the computers listed as exposed entities. 

D. Enforce LDAP signing on the computers listed as exposed entities. 

Correct Answer: B 

Explanation: To remediate the security risk associated with unsecure Kerberos delegation, you should modify the
properties of the computer objects listed as exposed entities. Specifically, you should set the Kerberos delegation
settings to either \\'Trust this computer for delegation to any service\\' or \\'Trust this computer for delegation to specified
services only\\'. This will ensure that the computer is not allowed to use Kerberos delegation to access other computers
on the network. Reference: https://docs.microsoft.com/en- us/windows/security/identity-protection/microsoft-defender-for-
identity/configure-kerberos- delegation 

 

QUESTION 13

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are configuring Microsoft Defender for Identity integration with Active Directory. 

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit. 

Solution: You add the accounts to an Active Directory group and add the group as a Sensitive group. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken-accounts 
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QUESTION 14

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are configuring Azure Sentinel. 

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address
is detected. 

Solution: You create a hunting bookmark. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center 

 

QUESTION 15

You have a Microsoft 365 E5 subscription that is linked to a hybrid Azure AD tenant. 

You need to identify all the changes made to Domain Admins group during the past 30 days. 

What should you use? 

A. the Azure Active Directory Provisioning Analysis workbook 

B. the Overview settings of Insider risk management 

C. the Modifications of sensitive groups report in Microsoft Defender for Identity 

D. the identity security posture assessment in Microsoft Defender for Cloud Apps 

Correct Answer: C 
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