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QUESTION 1

A SysOps administrator needs to design a high-traffic static website. The website must be highly available and must
provide the lowest possible latency to users across the globe. 

Which solution will meet these requirements? 

A. Create an Amazon S3 bucket, and upload the website content to the S3 bucket. Create an Amazon CloudFront
distribution in each AWS Region, and set the S3 bucket as the origin. Use Amazon Route 53 to create a DNS record
that uses a geolocation routing policy to route traffic to the correct CloudFront distribution based on where the request
originates. 

B. Create an Amazon S3 bucket, and upload the website content to the S3 bucket. Create an Amazon CloudFront
distribution, and set the S3 bucket as the origin. Use Amazon Route 53 to create an alias record that points to the
CloudFront distribution. 

C. Create an Application Load Balancer (ALB) and a target group. Create an Amazon EC2 Auto Scaling group with at
least two EC2 instances in the associated target group. Store the website content on the EC2 instances. Use Amazon
Route 53 to create an alias record that points to the ALB. 

D. Create an Application Load Balancer (ALB) and a target group in two Regions. Create an Amazon EC2 Auto Scaling
group in each Region with at least two EC2 instances in each target group. Store the website content on the EC2
instances. Use Amazon Route 53 to create a DNS record that uses a geolocation routing policy to route traffic to the
correct ALB based on where the request originates. 

Correct Answer: B 

 

QUESTION 2

An errant process is known to use an entire processor and run at 100%. A SysOps administrator wants to automate
restarting the instance once the problem occurs for more than 2 minutes. How can this be accomplished? 

A. Create an Amazon CloudWatch alarm for the Amazon EC2 instance with basic monitoring. Enable an action to
restart the instance. 

B. Create a CloudWatch alarm for the EC2 instance with detailed monitoring. Enable an action to restart the instance. 

C. Create an AWS Lambda function to restart the EC2 instance, triggered on a scheduled basis every 2 minutes. 

D. Create a Lambda function to restart the EC2 instance, triggered by EC2 health checks. 

Correct Answer: B 

 

QUESTION 3

A company uses AWS Organizations to manage multiple AWS accounts. The company\\'s SysOps team has been
using a manual process to create and manage 1AM roles. The team requires an automated solution to create and
manage the necessary 1AM roles for multiple AWS accounts. 

What is the MOST operationally efficient solution that meets these requirements? 
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A. Create AWS CloudFormation templates. Reuse the templates to create the necessary 1AM roles in each of the AWS
accounts. 

B. Use AWS Directory Service with AWS Organizations to automatically associate the necessary 1AM roles with
Microsoft Active Directory users. 

C. Use AWS Resource Access Manager with AWS Organizations to deploy and manage shared resources across the
AWS accounts. 

D. Use AWS CloudFormation StackSets with AWS Organizations to deploy and manage 1AM roles for the AWS
accounts. 

Correct Answer: D 

 

QUESTION 4

A company creates custom AMI images by launching new Amazon EC2 instances from an AWS CloudFormation
template it installs and configure necessary software through AWS OpsWorks and takes images of each EC2 instance.
The 

process of installing and configuring software can take between 2 to 3 hours but at limes the process stalls due to
installation errors. 

The SysOps administrator must modify the CloudFormation template so if the process stalls, the entire stack will tail and
roil back. 

Based on these requirements what should be added to the template? 

A. Conditions with a timeout set to 4 hours. 

B. CreationPolicy with timeout set to 4 hours. 

C. DependsOn a timeout set to 4 hours. 

D. Metadata with a timeout set to 4 hours 

Correct Answer: B 

 

QUESTION 5

A company has a public website that recently experienced problems. Some links led to missing webpages, and other
links rendered incorrect webpages. The application infrastructure was running properly, and all the provisioned
resources 

were healthy. Application logs and dashboards did not show any errors, and no monitoring alarms were raised. Systems
administrators were not aware of any problems until end users reported the issues. 

The company needs to proactively monitor the website for such issues in the future and must implement a solution as
soon as possible. 

Which solution will meet these requirements with the LEAST operational overhead? 

A. Rewrite the application to surface a custom error to the application log when issues occur. Automatically parse logs
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for errors. Create an Amazon CloudWatch alarm to provide alerts when issues are detected. 

B. Create an AWS Lambda function to test the website. Configure the Lambda function to emit an Amazon CloudWatch
custom metric when errors are detected. Configure a CloudWatch alarm to provide alerts when issues are detected. 

C. Create an Amazon CloudWatch Synthetics canary. Use the CloudWatch Synthetics Recorder plugin to generate the
script for the canary run. Configure the canary in line with requirements. Create an alarm to provide alerts when issues
are detected. 

Correct Answer: A 

 

QUESTION 6

A company has a web application with a database tier that consists of an Amazon EC2 instance that runs MySQL. A
SysOps administrator needs to minimize potential data loss and the time that is required to recover in the event of a
database failure. 

What is the MOST operationally efficient solution that meets these requirements? 

A. Create an Amazon CloudWatch alarm for the StatusCheckFailed_System metric to invoke an AWS Lambda function
that stops and starts the EC2 instance. 

B. Create an Amazon RDS for MySQL Multi-AZ DB instance. Use a MySQL native backup that is stored in Amazon S3
to restore the data to the new database. Update the connection string in the web application. 

C. Create an Amazon RDS for MySQL Single-AZ DB instance with a read replica. Use a MySQL native backup that is
stored in Amazon S3 to restore the data to the new database. Update the connection string in the web application. 

D. Use Amazon Data Lifecycle Manager (Amazon DLM) to take a snapshot of the Amazon Elastic Block Store (Amazon
EBS) volume every hour. In the event of an EC2 instance failure, restore the EBS volume from a snapshot. 

Correct Answer: D 

 

 

QUESTION 7

A SysOps administrator needs to secure the credentials for an Amazon RDS database that is created by an AWS
CloudFormation template. The solution must encrypt the credentials and must support automatic rotation. Which
solution will meet these requirements? 

A. Create an AWS::SecretsManager::Secret resource in the CloudFormation template. Reference the credentials in the
AWS::RDS::DBInstance resource by using the resolve:secretsmanager dynamic reference. 

B. Create an AWS::SecretsManager::Secret resource in the CloudFormation template. Reference the credentials in the
AWS::RDS::DBInstance resource by using the resolve:ssm-secure dynamic reference. 

C. Create an AWS::SSM::Parameter resource in the CloudFormation template. Reference the credentials in the
AWS::RDS::DBInstance resource by using the resolve:ssm dynamic reference. 

D. Create parameters for the database credentials in the CloudFormation template. Use the Ref intrinsic function to
provide the credentials to the AWS::RDS::DBInstance resource. 
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Correct Answer: A 

 

 

QUESTION 8

CORRECT TEXT 

If your AWS Management Console browser does not show that you are logged in to an AWS account, close the browser
and relaunch the console by using the AWS Management Console shortcut from the VM desktop. 

If the copy-paste functionality is not working in your environment, refer to the instructions file on the VM desktop and use
Ctrl+C, Ctrl+V or Command-C , Command-V. 

Configure Amazon EventBridge to meet the following requirements. 

1.

 use the us-east-2LRegion for all resources, 

2.

 Unless specified below, use the default configuration settings. 

3.

 Use your own resource naming unless a resource name is specified below. 

4.

 Ensure all Amazon EC2 events in the default event bus are replayable for the past 90 days. 

5.

 Create a rule named RunFunction to send the exact message every 1 5 minutes to an existing AWS Lambda function
named LogEventFunction. 

6.

 Create a rule named SpotWarning to send a notification to a new standard Amazon SNS topic named TopicEvents
whenever an Amazon EC2 Spot Instance is interrupted. Do NOT create any topic subscriptions. The notification must
match the following structure: 

Input template: 

" The EC2 Spot Instance has been on account. 
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Correct Answer: Check the answer in explanation. 

Solution as given below. 
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QUESTION 9

A company with multiple AWS accounts needs to obtain recommendations for AWS Lambda functions and identify
optimal resource configurations for each Lambda function. How should a SysOps administrator provide these
recommendations? 

A. Create an AWS Serverless Application Repository and export the Lambda function recommendations. 

B. Enable AWS Compute Optimizer and export the Lambda function recommendations 

C. Enable all features of AWS Organization and export the recommendations from AWS CloudTrail Insights. 

D. Run AWS Trusted Advisor and export the Lambda function recommendations 

Correct Answer: B 

 

QUESTION 10

A company updates its security policy to prohibit the public exposure of any data in Amazon S3 buckets in the
company\\'s account. What should a SysOps administrator do to meet this requirement? 

A. Turn on S3 Block Public Access from the account level. 

B. Create an Amazon EventBridge (Amazon CloudWatch Events) rule to enforce that all S3 objects are private. 

C. Use Amazon Inspector to search for S3 buckets and to automatically reset S3 ACLs if any public S3 buckets are
found. 

D. Use S3 Object Lambda to examine S3 ACLs and to change any public S3 ACLs to private. 

Correct Answer: A 

Explanation: Using Amazon S3 Block Public Access as a centralized way to limit public access. Block Public Access
settings override bucket policies and object permissions. Be sure to enable Block Public Access for all accounts and
buckets 

that you don\\'t want publicly accessible. 

https://aws.amazon.com/premiumsupport/knowledge-center/secure-s3-
resources/#:~:text=Using%20Amazon%20S3%20Block%20Public,don\\'t%20want%20public ly%20accessible. 

 

QUESTION 11

A company uses an Amazon Simple Queue Service (Amazon SQS) standard queue with its application. The application
sends messages to the queue with unique message bodies The company decides to switch to an SQS FIFO queue.
What must the company do to migrate to an SQS FIFO queue? 

A. Create a new SQS FIFO gueue Turn on content based deduplication on the new FIFO queue Update the application
to include a message group ID in the messages 

B. Create a new SQS FIFO queue Update the application to include the DelaySeconds parameter in the messages 
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C. Modify the queue type from SQS standard to SQS FIFO Turn off content-based deduplication on the queue Update
the application to include a message group ID in the messages 

D. Modify the queue type from SQS standard to SQS FIFO Update the application to send messages with identical
message bodies and to include the DelaySeconds parameter in the messages 

Correct Answer: A 

Explanation: FIFO queues don\\'t support per-message delays, only per-queue delays. If your application sets the same
value of the DelaySeconds parameter on each message, you must modify your application to remove the per-message
delay and set DelaySeconds on the entire queue instead.
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/FIFO- queues-moving.html 

 

QUESTION 12

An errant process is known to use an entire processor and run at 100% A SysOps administrator wants to automate
restarting the instance once the problem occurs for more than 2 minutes. How can this be accomplished? 

A. Create an Amazon CloudWatch alarm for the Amazon EC2 instance with basic monitoring Enable an action to restart
the instance 

B. Create a CloudWatch alarm for the EC2 instance with detailed monitoring Enable an action to restart the instance 

C. Create an AWS Lambda function to restart the EC2 instance triggered on a scheduled basis every 2 minutes 

D. Create a Lambda function to restart the EC2 instance, triggered by EC2 health checks 

Correct Answer: B 

 

 

QUESTION 13

A company is tunning a website on Amazon EC2 instances thai are in an Auto Scaling group When the website traffic
increases, additional instances lake several minutes to become available because ot a long-running user data script that
installs software A SysOps administrator must decrease the time that is required (or new instances to become
available. 

Which action should the SysOps administrator take to meet this requirement? 

A. Reduce the scaling thresholds so that instances are added before traffic increases 

B. Purchase Reserved Instances to cover 100% of the maximum capacity of the Auto Scaling group 

C. Update the Auto Scaling group to launch instances that have a storage optimized instance type 

D. Use EC2 Image Builder to prepare an Amazon Machine Image (AMI) that has pre- installed software 

Correct Answer: D 

Explanation: automated way to update your image. Have a pipeline to update your image. When you boot from your
AMI updates = scrits are already pre-installed, so no need to complete boot scripts in boot process.
https://aws.amazon.com/ image-builder/ 
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QUESTION 14

A company needs to restrict access to an Amazon S3 bucket to Amazon EC2 instances in a VPC only. All traffic must
be over the AWS private network. What actions should the SysOps administrator take to meet these requirements? 

A. Create a VPC endpoint for the S3 bucket, and create an IAM policy that conditionally limits all S3 actions on the
bucket to the VPC endpoint as the source. 

B. Create a VPC endpoint for the S3 bucket, and create an S3 bucket policy that conditionally limits all S3 actions on the
bucket to the VPC endpoint as the source. 

C. Create a service-linked role for Amazon EC2 that allows the EC2 instances to interact directly with Amazon S3, and
attach an IAM policy to the role that allows the EC2 instances full access to the S3 bucket. 

D. Create a NAT gateway in the VPC, and modify the VPC route table to route all traffic destined for Amazon S3
through the NAT gateway. 

Correct Answer: B 

Explanation: While IAM policy (letter A) also can be used, it does not enforce everyone. The only option that enforces
everyone is policy configured directly in the bucket S3. 

 

QUESTION 15

A company\\'s SysOps administrator has created an Amazon EC2 instance with custom software that will be used as a
template for all new EC2 instances across multiple AWS accounts. The Amazon Elastic Block Store (Amazon EBS)
volumes that are attached to the EC2 instance are encrypted with AWS managed keys. 

The SysOps administrator creates an Amazon Machine Image (AMI) of the custom EC2 instance and plans to share the
AMI with the company\\'s other AWS accounts. The company requires that all AMIs are encrypted with AWS Key
Management Service (AWS KMS) keys and that only authorized AWS accounts can access the shared AMIs. 

Which solution will securely share the AMI with the other AWS accounts? 

A. In the account where the AMI was created, create a customer master key (CMK). Modify the key policy to provide
kms:DescribeKey, kms ReEncrypf, kms:CreateGrant, and kms:Decrypt permissions to the AWS accounts that the AMI
will be shared with. Modify the AMI permissions to specify the AWS account numbers that the AMI will be shared with. 

B. In the account where the AMI was created, create a customer master key (CMK). Modify the key policy to provide
kms:DescribeKey, kms:ReEncrypt*. kms:CreateGrant, and kms;Decrypt permissions to the AWS accounts that the AMI
will be shared with. Create a copy of the AMI. and specify the CMK. Modify the permissions on the copied AMI to
specify the AWS account numbers that the AMI will be shared with. 

C. In the account where the AMI was created, create a customer master key (CMK). Modify the key policy to provide
kms:DescrlbeKey, kms:ReEncrypt\ kms:CreateGrant, and kms:Decrypt permissions to the AWS accounts that the AMI
will be shared with. Create a copy of the AMI. and specify the CMK. Modify the permissions on the copied AMI to make
it public. 

D. In the account where the AMI was created, modify the key policy of the AWS managed key to provide
kms:DescnbeKey. kms:ReEncrypt\ kms:CreateGrant, and kms:Decrypt permissions to the AWS accounts that the AMI
will be shared with. Modify the AMI permissions to specify the AWS account numbers that the AMI will be shared with. 

Correct Answer: B 
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Explanation: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharingamis- explicit.html 
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