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QUESTION 1

Which of the following controls does a mantrap BEST represent? 

A. Deterrent 

B. Detective 

C. Physical 

D. Corrective 

Correct Answer: C 

 

QUESTION 2

An organization was recently compromised by an attacker who used a server certificate with the company\\'s domain
issued by an irrefutable ca. Which of the following should be used to mitigate this risk in the future? 

A. OCSP 

B. DNSSEC 

C. Corticated pinning 

D. Key escrow 

Correct Answer: B 

 

QUESTION 3

A company is deploying MFDs in its office to improve employee productivity when dealing with paperwork. Which of the
following concerns is MOST likely to be raised as a possible security issue in relation Io these devices? 

A. Sensitive scanned materials being saved on the local hard drive 

B. Faulty printer drivers causing PC performance degradation 

C. Improperly congured NIC settings interfering with network security 

D. Excessive disk space consumption due to storing large documents 

Correct Answer: B 

 

QUESTION 4

A security engineer at a manufacturing company is implementing a third-party cloud application. Rather than creating
users manually in the application, the engineer decides to use the SAML protocol. Which of the following is being used
for this implementation? 
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A. The manufacturing company is the service provider, and the cloud company is the identity provider. 

B. The manufacturing company is the authorization provider, and the cloud company is the service provider. 

C. The manufacturing company is the identity provider, and the cloud company is the OAuth provider. 

D. The manufacturing company is the identity provider, and the cloud company is the service provider. 

E. The manufacturing company is the service provider, and the cloud company is the authorization provider. 

Correct Answer: A 

 

QUESTION 5

An active/passive configuration has an impact on: 

A. confidentiality 

B. integrity 

C. availability 

D. non-repudiation 

Correct Answer: C 

 

QUESTION 6

An administrator has concerns regarding the traveling sales team who works primarily from smart phones. Given the
sensitive nature of their work, which of the following would BEST prevent access to the data in case of loss or theft? 

A. Enable screensaver locks when the phones are not in use to prevent unauthorized access 

B. Configure the smart phones so that the stored data can be destroyed from a centralized location 

C. Configure the smart phones so that all data is saved to removable media and kept separate from the device 

D. Enable GPS tracking on all smart phones so that they can be quickly located and recovered 

Correct Answer: B 

 

QUESTION 7

A security analyst receives the following output: 

Which of the following MOST likely occurred to produce this output? 
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A. The host-based firewall prevented an attack from a Trojan horse 

B. USB-OTG prevented a file from being uploaded to a mobile device 

C. The host DLP prevented a file from being moved off a computer 

D. The firewall prevented an incoming malware-infected file 

Correct Answer: C 

 

QUESTION 8

A security administrator is creating a subnet on one of the corporate firewall interfaces to use as a DMZ which is
expected to accommodate at most 14 physical hosts. Which of the following subnets would BEST meet the
requirements? 

A. 192.168.0.16 255.25.255.248 

B. 192.168.0.16/28 

C. 192.168.1.50 255.255.25.240 

D. 192.168.2.32/27 

Correct Answer: B 

 

QUESTION 9

A university is opening a facility in a location where there is an elevated risk of theft. The university wants to protect the
desktops in its classrooms and labs. Which of the following should the university use to BEST protect these assets
deployed in the facility? 

A. Visitor logs 

B. Cable locks 

C. Guards 

D. Disk encryption 

E. Motion detection 

Correct Answer: B 

 

QUESTION 10

Ann, a security administrator, wants to ensure credentials are encrypted in transit when implementing a RADIUS server
for SSO. Which of the following are needed given these requirements? (Select TWO) 

A. Public key 
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B. Shared key 

C. Elliptic curve 

D. MD5 

E. Private key 

F. DES 

Correct Answer: AE 

 

QUESTION 11

A mobile application developer wants to secure an application that transmits sensitive information Which of the following
should the developer implement to prevent SSL MITM attacks? 

A. Stapling 

B. Chaining 

C. Signing 

D. Pinning 

Correct Answer: D 

 

QUESTION 12

A security auditor is putting together a report for the Chief Executive Officer (CEO) on personnel security and its impact
on the security posture of the whole organization. Which of the following would be the MOST important factor to
consider when it comes to personnel security? 

A. Insider threats 

B. Privilege escalation 

C. Hacktivist 

D. Phishing through social media 

E. Corporate espionage 

Correct Answer: A 

 

QUESTION 13

A senior incident response manager receives a call about some external IPs communicating with internal computers
during off hours. Which of the following types of malware is MOST likely causing this issue? 

A. Botnet 
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B. Ransomware 

C. Polymorphic malware 

D. Armored virus 

Correct Answer: A 

 

QUESTION 14

Which of the following attacks can be used to exploit a vulnerability that was created by untrained users? 

A. A spear-phishing email with a file attachment 

B. A DoS using loT devices 

C. An evil twin wireless access point 

D. A domain hijacking of a bank website 

Correct Answer: A 

 

QUESTION 15

An organization wants to ensure network access is granted only after a user or device has been authenticated. Which of
the following should be used to achieve this objective for both wired and wireless networks? 

A. CCMP 

B. PKCS#12 

C. IEEE 802.1X 

D. OCSP 

Correct Answer: C 
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