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QUESTION 1

A secunity engineer needs to create a network segment that can be used for servers thal require connections from
untrusted networks. Which of the following should the engineer implement? 

A. An air gap 

B. A hot site 

C. A VUAN 

D. A screened subnet 

Correct Answer: D 

 

QUESTION 2

An organization has developed an application that needs a patch to fix a critical vulnerability In which of the following
environments should the patch be deployed LAST? 

A. Test 

B. Staging 

C. Development 

D. Production 

Correct Answer: D 

Production should be the last place where to apply patches as you have already tested properly 

 

QUESTION 3

An audit Identified Pll being utilized In the development environment of a critical application. The Chief Privacy Officer
(CPO) Is adamant that this data must be removed; however, the developers are concerned that without real data they
cannot perform functionality tests and search for specific data. Which of the following should a security professional
implement to BEST satisfy both the CPO\\'s and the development team\\'s requirements? 

A. Data anonymlzallon 

B. Data encryption 

C. Data masking 

D. Data tokenization 

Correct Answer: A 

Data anonymization is the alteration process of personally identifiable information (PII) in a dataset, to protect individual
identification. This way the data can be used and still be protected. 
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QUESTION 4

A security engineer at an offline government facility is concerned about the validity of an SSL certificate. The engineer
wants to perform the fastest check with the least delay to determine if the certificate has been revoked. Which of the
following would BEST meet these requirements? 

A. RA 

B. OCSP 

C. CRL 

D. CSR 

Correct Answer: C 

OCSP is quicker that CRL 

 

QUESTION 5

Which of the following is a risk that is specifically associated with hosting applications in the public cloud? 

A. Unsecured root accounts 

B. Zero day 

C. Shared tenancy 

D. Insider threat 

Correct Answer: C 

A risk that is specifically associated with hosting applications in the public cloud is shared tenancy. Shared tenancy
refers to the practice of multiple customers sharing the same physical infrastructure in a cloud environment. This can
create security risks, as the actions of one customer can potentially impact the security and performance of other
customers on the same infrastructure. Options A, B, and D are not specifically associated with hosting applications in
the public cloud, although they can be potential risks in any computing environment. 

 

QUESTION 6

A well-known organization has been experiencing attacks from APIs. The organization is concerned that custom
malware is being created and emailed into the company or installed on USB sticks that are dropped in parking lots.
Which of the following is the BEST defense against this scenario? 

A. Configuring signature-based antivirus io update every 30 minutes 

B. Enforcing S/MIME for email and automatically encrypting USB drives upon insertion. 

C. Implementing application execution in a sandbox for unknown software. 

D. Fuzzing new files for vulnerabilities if they are not digitally signed 
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Correct Answer: C 

The best defense against the scenario described is implementing application execution in a sandbox for unknown
software. A sandbox is a controlled environment in which an application can be executed and observed without affecting
the rest of the system. This allows the application to be run safely, even if it is unknown or potentially malicious. If the
application is found to be malicious, it can be terminated without damaging the rest of the system. Configuring signature-
based antivirus to update every 30 minutes can help protect against known malware, but it will not protect against
custom malware that has not yet been detected. Enforcing S/MIME for email and automatically encrypting USB drives
upon insertion can help protect against unauthorized access to sensitive data, but it will not protect against malware that
is installed on a system. Fuzzing new files for vulnerabilities can help identify potential weaknesses in software, but it
will not protect against malware that is already installed on a system 

 

QUESTION 7

A third party asked a user to share a public key for secure communication. Which of the following file formats should the
user choose to share the key? 

A. .pfx 

B. .csr 

C. .pvk 

D. .cer 

Correct Answer: A 

 

QUESTION 8

Which of the following is required in order for an IDS and a WAF to be effective on HTTPS traffic? 

A. Hashing 

B. DNS sinkhole 

C. TLS inspection 

D. Data masking 

Correct Answer: B 

 

QUESTION 9

A company is concerned about individuals driving a car into the building to gain access. Which of the following security
controls would work BEST to prevent this from happening? 

A. Bollard 

B. Camera 

C. Alarms 
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D. Signage 

E. Access control vestibule 

Correct Answer: A 

Bollards are posts designed to prevent vehicles from entering an area. They are usually made of steel or concrete and
are placed close together to make it difficult for vehicles to pass through. In addition to preventing vehicles from entering
an area, bollards can also be used to protect buildings and pedestrians from ramming attacks. They are an effective and
cost-efficient way to protect buildings and pedestrians from unauthorized access. 

 

QUESTION 10

A security engineer is deploying a new wireless for a company. The company shares office space with multiple tenants.
Which of the following should the engineer configured on the wireless network to ensure that confidential data is not
exposed to unauthorized users? 

A. EAP 

B. TLS 

C. HTTPS 

D. AES 

Correct Answer: D 

AES -- The Advanced Encryption Standard (AES) encryption algorithm a widely supported encryption type for all
wireless networks that contain any confidential data. AES in Wi-Fi leverages 802.1X or PSKs to generate per station
keys for all devices. AES provides a high level of security like IP Security (IPsec) clients. https://www.arubanetworks.co
m/techdocs/Instant_41_Mobile/Advanced/Content/UG_files/Authentication/UnderstandingEncryption.htm 

 

QUESTION 11

CORRECT TEXT 

A systems administrator needs to install a new wireless network for authenticated guest access. The wireless network
should support 802. IX using the most secure encryption and protocol available. 

Perform the following slops: 

1.

 Configure the RADIUS server. 

2.

 Configure the WiFi controller. 

3.

 Preconfigure the client for an incoming guest. The guest AD credentials are: 
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User: guest01 Password: guestpass 
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Correct Answer: 

See the answer below. 

Use the same settings as describe in below images. 

Latest SY0-601 Dumps | SY0-601 PDF Dumps | SY0-601 Study Guide                              7 / 10

https://www.lead4pass.com/sy0-601.html
https://www.lead4pass.com/sy0-601.html
https://www.lead4pass.com/sy0-601.html


https://www.lead4pass.com/sy0-601.html
2023 Latest lead4pass SY0-601 PDF and VCE dumps Download

 

QUESTION 12

A systems administrator needs to install the same X.509 certificate on multiple servers. Which of the following should
the administrator use? 

A. Key escrow 

B. A self-signed certificate 

C. Certificate chaining 

D. An extended validation certificate 

Correct Answer: B 

 

QUESTION 13

A dynamic application vulnerability scan identified code injection could be performed using a web form. Which of the
following will be BEST remediation to prevent this vulnerability? 

A. Implement input validations 

B. Deploy MFA 

C. Utilize a WAF 

D. Configure HIPS 

Correct Answer: B 

 

QUESTION 14

A company would like to set up a secure way to transfer data between users via their mobile phones The company\\'s
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top pnonty is utilizing technology that requires users to be in as close proximity as possible to each other. Which of the
following connection methods would BEST fulfill this need? 

A. Cellular 

B. NFC 

C. Wi-Fi 

D. Bluetooth 

Correct Answer: B 

NFC allows two devices to communicate with each other when they are in close proximity to each other, typically within
5 centimetres. This makes it the most secure connection method for the company\\'s data transfer requirements. 

 

QUESTION 15

A developer is building a new portal to deliver single-pane-of-glass management capabilities to customers with multiple
firewalls. To Improve the user experience, the developer wants to implement an authentication and authorization
standard that uses security tokens that contain assertions to pass user Information between nodes. 

Which of the following roles should the developer configure to meet these requirements? 

A. Identity processor 

B. Service requestor 

C. Identity provider 

D. Service provider 

E. Tokenized resource 

F. Notarized referral 

Correct Answer: CD 

service and identifty providers 

Security Assertion Markup Language 2.0 (SAML 2.0) is a version of the SAML standard for exchanging authentication
and authorization identities between security domains. SAML 2.0 is an XML-based protocol that uses security tokens
containing assertions to pass information about a principal (usually an end user) between a SAML authority, named an
Identity Provider, and a SAML consumer, named a Service Provider. SAML 2.0 enables web-based, cross-domain
single sign-on (SSO), which helps reduce the administrative overhead of distributing multiple authentication tokens to
the user. 

https://www.nts-solutions.com/blog/saml-que-es.html 
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