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QUESTION 1

When a primary Vault cluster fails, Vault will automatically promote a secondary cluster to ensure maximum uptime. 

A. False 

B. True 

Correct Answer: A 

Vault secondary clusters must be manually promoted to a primary. 

 

QUESTION 2

What does the command terraform fmt do? 

A. formats the state file in order to ensure the latest state of resources can be obtained 

B. updates the font of the configuration file to the official font supported by HashiCorp 

C. rewrite Terraform configuration files to a canonical format and style 

D. deletes the existing configuration file 

Correct Answer: C 

The terraform fmt command is used to rewrite Terraform configuration files to a canonical format and style. 

This command applies a subset of the Terraform language style conventions, along with other minor 

adjustments for readability. 

Other Terraform commands that generate Terraform configuration will produce configuration files that 

conform to the style imposed by terraform fmt, so using this style in your own files will ensure consistency. 

 

QUESTION 3

What are some of the features of Terraform state? (select three) 

A. inspection of cloud resources 

B. increased performance 

C. mapping configuration to real-world resources 

D. determining the correct order to destroy resources 

Correct Answer: BCD 

See this page on the purpose of Terraform state and the benefits it provides. 
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QUESTION 4

An application is trying to use a secret in which the lease has expired. What can be done in order for the application to
successfully request data from Vault? 

A. request a new secret and associated lease 

B. try the expired secret in hopes it hasn\\'t been deleted yet 

C. request the TTL be extended for the secret 

D. perform a lease renewal 

Correct Answer: A 

A lease must be renewed before it has expired. Once it has expired, it is permanently revoked and a new secret must
be requested. 

 

QUESTION 5

Which of the following unseal options can automatically unseal Vault upon the start of the Vault service? (select four) 

A. Transit 

B. HSM 

C. AWS KMS 

D. Key Shards 

E. Azure KMS 

Correct Answer: ABCE 

When a Vault server is started, it starts in a sealed state and it does not know how to decrypt data. Before any operation
can be performed on the Vault, it must be unsealed. Unsealing is the process of constructing the master key necessary
to decrypt the data encryption key. Below are links covering details of each option:-
https://www.vaultproject.io/docs/concepts/seal AWS KMS https://learn.hashicorp.com/vault/operations/ops-autounseal-
aws-kms Auto-unseal using Transit Secrets Engine https://learn.hashicorp.com/vault/operations/autounseal-transit Auto-
unseal using Azure Key Vault https://learn.hashicorp.com/vault/day-one/autounseal-azure-keyvault Auto-unseal using
HSM https://learn.hashicorp.com/vault/operations/ops-seal-wrap Key shards don\\'t support auto unseal instead key
shards require the user to provide unseal keys to reconstruct the master key
https://www.vaultproject.io/docs/concepts/seal 

 

QUESTION 6

Vault configuration files can be written in what languages? (select two) 

A. XML 

B. JSON 
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C. YAML 

D. HCL 

Correct Answer: BD 

The Vault configuration file supports either JSON or HCL, which is HashiCorp Configuration Language 

 

QUESTION 7

What does the following API request return? 

1.

 $ curl \ 

2.

 --header "X-Vault-Token: ..." \ 

3.

 --request POST \ 

4.

 --data @payload.json \ 

5.

 http://127.0.0.1:8200/v1/sys/tools/random/164 

A. a random string of 164 characters 

B. a random token valid for 164 uses 

C. None 

D. a secured secret based on 164 bytes of data 

Correct Answer: A 

This endpoint returns high-quality random bytes of the specified length. 

 

QUESTION 8

What is a downside to using a Terraform provider, such as the Vault provider, to interact with sensitive data, such as
reading secrets from Vault? 

A. Terraform and Vault must be running on the same physical host 

B. Terraform and Vault must be running on the same version 
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C. Terraform requires a unique auth method to work with Vault 

D. Secrets are persisted to the state file and plans 

Correct Answer: D 

Interacting with Vault from Terraform causes any secrets that you read and write to be persisted in both Terraform\\'s
state file and in any generated plan files. For any Terraform module that reads or writes Vault secrets, these files should
be treated as sensitive and protected accordingly. 

 

QUESTION 9

When Terraform needs to be installed in a location where it does not have internet access to download the installer and
upgrades, the installation is generally known as to be __________. 

A. a private install 

B. disconnected 

C. non-traditional 

D. air-gapped 

Correct Answer: D 

A Terraform Enterprise install that is provisioned on a network that does not have Internet access is generally known as
an air-gapped install. These types of installs require you to pull updates, providers, etc. from external sources vs. being
able to download them directly. 

 

QUESTION 10

Provider dependencies are created in several different ways. Select the valid provider dependencies from the following
list: (select three) 

A. Use of any resource belonging to a particular provider in a resource or data block in the configuration. 

B. Existence of any provider plugins found locally in the working directory. 

C. Explicit use of a provider block in configuration, optionally including a version constraint. 

D. Existence of any resource instance belonging to a particular provider in the current state. 

Correct Answer: ACD 

The existence of a provider plugin found locally in the working directory does not itself create a provider dependency.
The plugin can exist without any reference to it in the terraform configuration.
https://www.terraform.io/docs/commands/providers.html 

 

QUESTION 11

Using multi-cloud and provider-agnostic tools provides which of the following benefits? (select two) 
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A. operations teams only need to learn and manage a single tool to manage infrastructure, regardless of where the
infrastructure is deployed 

B. slower provisioning speed allows the operations team to catch mistakes before they are applied 

C. can be used across major cloud providers and VM hypervisors 

D. increased risk due to all infrastructure relying on a single tool for management 

Correct Answer: AC 

Using a tool like Terraform can be advantageous for organizations deploying workloads across multiple public and
private cloud environments. Operations teams only need to learn a single tool, single language, and can use the same
tooling to enable a DevOps-like experience and workflows. 

 

QUESTION 12

What feature of Vault would allow you to architect a "Vault within a Vault"? 

A. sentinel 

B. secrets engines 

C. control groups 

D. namespaces 

Correct Answer: D 

Namespaces are isolated environments that functionally exist as "Vaults within a Vault." They have separate login paths
and support creating and managing data isolated to their namespace. This data includes the following: 

-Secret Engines 

-Auth Methods 

-Policies 

-Identities (Entities, Groups) 

-Tokens Reference link:- https://www.vaultproject.io/docs/enterprise/namespaces 

 

QUESTION 13

Which of the following Vault features is available only in the Enterprise version? (select three) 

A. MFA 

B. dynamic credentials 

C. cloud auto unseal 

D. replication 

VA-002-P PDF Dumps | VA-002-P Exam Questions | VA-002-P Braindumps                                6 / 9

https://www.lead4pass.com/va-002-p.html
https://www.lead4pass.com/va-002-p.html
https://www.lead4pass.com/va-002-p.html


https://www.lead4pass.com/va-002-p.html
2023 Latest lead4pass VA-002-P PDF and VCE dumps Download

E. auto unseal with HSM 

Correct Answer: ADE 

Most of the important features of Vault are available in the open-source version, however, some of the features which
are generally required by large organizations are only available in the Enterprise version such as:

-MFA - Multi-factor Authentication 

-Replication 

-Auto unseal with HSM and many more. 

Check all the features at the below link. 

Reference link:- https://www.hashicorp.com/products/vault/pricing/ 

 

QUESTION 14

A user runs terraform init on their RHEL based server and per the output, two provider plugins are downloaded: 

1.

 $ terraform init 

2. 

3.

 Initializing the backend... 

4. 

5.

 Initializing provider plugins... 

6.

 - Checking for available provider plugins... 

7.

 - Downloading plugin for provider "aws" (hashicorp/aws) 2.44.0... 

8.

 - Downloading plugin for provider "random" (hashicorp/random) 2.2.1... 

9. 

10.

 Terraform has been successfully initialized! 
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Where are these plugins downloaded to? 

A. /etc/terraform/plugins 

B. The .terraform.plugins directory in the directory terraform init was executed in. 

C. The .terraform.d directory in the directory terraform init was executed in. 

D. The .terraform/plugins directory in the directory terraform init was executed in. 

Correct Answer: D 

By default, terraform init downloads plugins into a subdirectory of the working directory, .terraform/plugins, so that each
working directory is self-contained. 

 

QUESTION 15

In regards to the transit secrets engine, which of the following is true given the following command and output: (select
three) 

1.

 $ vault write encryption/encrypt/creditcard plaintext=$(base64
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