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QUESTION 1

A Linux engineer set up two local DNS servers (10.10.10.10 and 10.10.10.20) and was testing email connectivity to the
local mail server using the mail command on a local machine when the following error appeared: 

The local machine DNS settings are: 

Which of the following commands could the engineer use to query the DNS server to get mail server information? 

A. dig @example.com 10.10.10.20 a 

B. dig @10.10.10.20 example.com mx 

C. dig @example.com 10.10.10.20 ptr 

D. dig @10.10.10.20 example.com ns 

Correct Answer: B 

 

QUESTION 2

Based on an organization\\'s new cybersecurity policies, an administrator has been instructed to ensure that, by default,
all new users and groups that are created fall within the specified values below. 
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To which of the following configuration files will the required changes need to be made? 

A. /etc/login.defs 

B. /etc/security/limits.conf 

C. /etc/default/useradd 

D. /etc/profile 

Correct Answer: A 

 

QUESTION 3

A developer is trying to install an application remotely that requires a graphical interface for installation. The developer
requested assistance to set up the necessary environment variables along with X11 forwarding in SSH. Which of the
following environment variables must be set in remote shell in order to launch the graphical interface? 

A. $RHOST 

B. SETENV 

C. $SHELL 

D. $DISPLAY 

Correct Answer: D 

 

QUESTION 4

A developer has been unable to remove a particular data folder that a team no longer uses. The developer escalated
the issue to the systems administrator. The following output was received: 
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Which of the following commands can be used to resolve this issue? 

A. chgrp -R 755 data/ 

B. chmod -R 777 data/ 

C. chattr -R -i data/ 

D. chown -R data/ 

Correct Answer: C 

 

QUESTION 5

A systems administrator needs to reconfigure a Linux server to allow persistent IPv4 packet forwarding. Which of the
following commands is the correct way to accomplish this task? 

A. echo 1 > /proc/sys/net/ipv4/ipv_forward 

B. sysctl -w net.ipv4.ip_forward=1 

C. firewall-cmd --enable ipv4_forwarding 

D. systemctl start ipv4_forwarding 

Correct Answer: B 

 

QUESTION 6

A Linux administrator was notified that a virtual server has an I/O bottleneck. The Linux administrator analyzes the
following output: 
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Given there is a single CPU in the sever, which of the following is causing the slowness? 

A. The system is running out of swap space. 

B. The CPU is overloaded. 

C. The memory is exhausted. 

D. The processes are paging. 

Correct Answer: B 

 

QUESTION 7

A Linux administrator booted up the server and was presented with a non-GUI terminal. The administrator ran the
command systemctl isolate graphical.target and rebooted the system by running systemctl reboot, which fixed the issue.
However, the next day the administrator was presented again with a non-GUI terminal. Which of the following is the
issue? 

A. The administrator did not reboot the server properly. 

B. The administrator did not set the default target to basic.target. 

C. The administrator did not set the default target to graphical.target. 

D. The administrator did not shut down the server properly. 

Correct Answer: C 

 

QUESTION 8

A Linux administrator is troubleshooting the root cause of a high CPU load and average. 
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Which of the following commands will permanently resolve the issue? 

A. renice -n -20 6295 

B. pstree -p 6295 

C. iostat -cy 1 5 

D. kill -9 6295 

Correct Answer: A 

 

QUESTION 9

A cloud engineer needs to block the IP address 192.168.10.50 from accessing a Linux server. Which of the following
commands will achieve this goal? 

A. iptables -F INPUT -j 192.168.10.50 -m DROP 

B. iptables -A INPUT -s 192.168.10.30 -j DROP 

C. iptables -i INPUT --ipv4 192.168.10.50 -z DROP 

D. iptables -j INPUT 192.168.10.50 -p DROP 

Correct Answer: B 

 

QUESTION 10

A Linux administrator created the directory /project/access2all. By creating this directory, the administrator is trying to
avoid the deletion or modification of files from non-owners. Which of the following will accomplish this goal? 

A. chmod +t /project/access2all 

B. chmod +rws /project/access2all 

C. chmod 2770 /project/access2all 

D. chmod ugo+rwx /project/access2all 
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Correct Answer: A 

 

QUESTION 11

A new Linux systems administrator just generated a pair of SSH keys that should allow connection to the servers. Which
of the following commands can be used to copy a key file to remote servers? (Choose two.) 

A. wget 

B. ssh-keygen 

C. ssh-keyscan 

D. ssh-copy-id 

E. ftpd 

F. scp 

Correct Answer: DF 

 

QUESTION 12

A Linux administrator is trying to remove the ACL from the file /home/user/data. txt but receives the following error
message: 

Given the following analysis: 

Which of the following is causing the error message? 

A. The administrator is not using a highly privileged account. 
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B. The filesystem is mounted with the wrong options. 

C. SELinux file context is denying the ACL changes. 

D. File attributes are preventing file modification. 

Correct Answer: D 

 

QUESTION 13

Users report that connections to a MariaDB service are being closed unexpectedly. A systems administrator
troubleshoots the issue and finds the following message in /var/log/messages: 

Which of the following is causing the connection issue? 

A. The process mysqld is using too many semaphores. 

B. The server is running out of file descriptors. 

C. Something is starving the server resources. 

D. The amount of RAM allocated to the server is too high. 

Correct Answer: D 

 

QUESTION 14

User1 is a member of the accounting group. Members of this group need to be able to execute but not make changes to
a script maintained by User2. The script should not be accessible to other users or groups. Which of the following will
give proper access to the script? 

A. chown user2:accounting script.sh chmod 750 script.sh 

B. chown user1:accounting script.sh chmod 777 script.sh 

C. chown accounting:user1 script.sh chmod 057 script.sh 

D. chown user2:accounting script.sh chmod u+x script.sh 

Correct Answer: C 

 

QUESTION 15

What is the main objective when using Application Control? 

A. To filter out specific content. 
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B. To assist the firewall blade with handling traffic. 

C. To see what users are doing. 

D. Ensure security and privacy of information. 

Correct Answer: C 
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